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» Why do we have security problems?
» How can we make the scenario secure?

—Understanding security problems, understanding how to to solve problems
—To know what'’s out there; good and bad
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ATTACKER: who are they?; what do they want?; what are they doing?; ...
DEFENDER: what can we do?; available methods and building blocks?; ...

Building blocks for secure systems:

» Cryptographic algorithms (L5)

» Key management (L6, and others)

» Secure communication channels (L7, L8, L9, L10, L11)
» Secure systems and components (L13, L14, L15)

—AIm: You should be able to design and operate secure IT systems!
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Timetable

Monday Tuesday Wednesday | Thur sday Fri day
9:30 | L1: L5: L8: L9: L12:
- | ntro- Crypto Net wor k Transport Firewal | s
ducti on P P
10: 30 Basi cs Layer Layer | DS
10: 45 | L2: L6: P2: L10: L13:

- At t acker Key FTP Application | System
12: 00 Def ender Managenent PWD Hack Layer Security
13:30 | L3: P1: L11: L14:

- Security PGP Wrel ess System
14: 30 Concept s Experi nents Net wor ks Exanpl e
14: 45 | L4: L7: P3: L15:

- Security VPNs V\EP Bad
16: 00 Trade-of fs Hack Desi gns
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20 Credits (CSMO006)

» Masters programme in Advanced Computer Science
» Practicals: No marks

» 4 Mini Tests: 10%, 2 Assignments: 65% and 25%
» Deadline: 23. MARCH 3:00 PM

15 Credits (CSMO39/EBIN/MRES)

» MSc in Networking and Internet Systems
MSc in eBusiness and Innovation
Design and Evaluation of Advanced Interactive Systems

» Practicals: No marks
» 4 Mini Tests: 13.3%, 1 Assignment: 86.6%
» Deadline: 23. MARCH 3:00 PM
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Question?
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