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1 Introduction

This paper describes the design and usage of a metaobject protocol that explic-
itly includes support for handling exceptions. We do not propose implementing
exception mechanisms anew [3, 5] or proposing a unified meta-level software ar-
chitecture for exception handling [4]. To make our discussion concrete we de-
scribe an extension of the Kava [9] metaobject protocol that includes exceptions
as first class values, provide examples of Kava’s use, and compare Kava with
related Java extensions.

We believe that insufficient attention has been paid to exceptions by de-
signers of metaobject protocols for object-oriented languages. Most metaobject
protocols provide a way of intercepting method execution but these protocols are
usually discussed solely in terms of arguments and results. Signalled exceptions
are rarely discussed. However, in order to successfully implement non-functional
requirements using metaobject protocols it is important that exceptions are ex-
plicitly considered. For example, consider using a metaobject protocol approach
to implement distributed objects. It is not sufficient just to convert method calls
into remote method calls, exceptions must be converted into remote exceptions
as well. Therefore, a metaobject protocol should be designed to treat method
arguments, method return values and exceptions equally. This means that if
the behaviour of method execution is reflected upon, then any signalled excep-
tion should be reified and be manipulable at the meta-level. Note that such a
“exception-aware” metaobject protocol should not lead to base-level program-
mer’s expectations being confounded, as doing so would make both programming
and verification very difficult. For example, the exception model should not be
able to be changed dynamically, say from a termination model to a resumption
model (as opposed to [2]).

2 Meta-Level Requirements

What facilities should a “exception-aware” metaobject protocol have? We pro-
pose that such a metaobject protocol needs two facilities: meta-level interception



of exceptions signalled from the base-level, and meta-level raising of exceptions
at the base-level.

Meta-level interception is required to handle new exceptions introduced as
a side-effect of the implementation of non-functional requirements. It may also
be required to reinterpret existing base-level exceptions in the context of new
non-functional requirements. An example of this was given in the introduction
where distribution requires that local exceptions are reinterpreted as remote
exceptions.

Meta-level raising of exceptions at the base-level is required to allow metaob-
jects to raise new types of exceptions and maintain the transparency of the meta-
layer. For example, a metaobject may enforce a security policy by raising a secu-
rity exception whenever the security policy is violated. Since we normally wish
to implement non-functional requirements transparently this exception should
appear to be raised at the base-level. If it appears to have been raised by the
metaobject then the meta-level becomes visible to any clients of the base-level
and then transparency is shattered.

These two features allow the metaobject protocol to support the following
mappings between exceptions and values: from one exception to another, from
one exception to a value, or from a value to an exception. In the remainder of
this section we provide examples of how these mappings can be used.

Exception to exception. Adding debugging information to exceptions re-
quires that one exception is mapped to another. Here, we want to add meta-
information to an exception such as the time it was signalled. An extended
version of the exception class could be defined that encapsulates the base-level
exception and the meta-information. At the meta-level the signalled exception
is replaced by an instance of the extended exception class.

Exception to value. Logging and then ignoring an exception requires that
an exception is mapped to a value. Here, the base-level exception is suppressed
and the method terminates normally returning a value specified at the meta-
level.

Value to exception. Assertion checking [7] requires that a value is mapped
to an exception. Here, a value of a member variable or argument of the method
causes an exception to be raised. This exception will appear to be raised at the
base-level to preserve transparency.

3 Kava

Kava is a reflective Java implementation [9]. It uses byte code transformations to
make constrained changes to the binary structure of a class in order to provide
a metaobject protocol that brings object execution under the control of a meta-
level. These changes are applied at the time that classes are loaded into the
runtime Java environment. The meta layer is made up of metaobjects that are
written using standard Java. The binding between classes and metaobject classes
are specified in an XML configuration file called a binding specification. Kava



brings the sending of invocations, initialisation, finalization, state update, object
creation and exception signalling under the control of a metaobject protocol.

When a meta-level programmer creates a new metaobject class, the pro-
grammer extends the default metaobject class and overrides those methods that
control the behaviours the programmer wishes to redefine. In Kava we define
around style meta methods, so for each behaviour there is a before and after
method.

The following listing shows the methods relating to overriding method exe-
cution in the metaobject class interface,

public interface IMetaObject {

public void beforeMethodExecution(IMethodExecution context)
throws Exception;

public void afterMethodExecution(IMethodExecution context)
throws Exception;

}

A context object is passed as an argument to each of the meta-level methods.
The context reifies the context of the metainterception as a context object that
implements the IMethodExecution interface. In earlier versions of Kava excep-
tions that were raised during the execution of a method were not included in
the context. Now, any exceptions that have been raised is included in the con-
text in addition to reified method, its actual parameters, and the result of the
execution of the method. In addition to reifying exceptions the context API has
been extended to support the reflection of the exception back to the base-level
and the overriding of the exception signalling at the base-level.

We are currently examining how this extended metaobject protocol can be
used to implement Java language extensions such as multi-level handlers for
exceptions (statement, block, method, class and exception level), design by con-
tract, and n-version programming).

4 Examples

In this section we show how to use Kava to implement the examples described
in the meta-level requirements section.

First, we show how an exception can be intercepted and converted to another
type. Here, the exception is converted to an instance of an exception class used
for debugging which encapsulates the base-level exception, the key to this is using
the setException method to change the exception raised at the base-level,

public DebugMetaObject extends MetaObject {
public void afterMethodExecution(IMethodExecution context)
throws Exception {
if (context.isExceptionRaised()) {
context.setException(new DebugException
(context.getException())); }}}



The next example shows how an exception can be mapped to a value and
the exception raising at the base-level suppressed. This metaobject is used to
log and suppress I0Exceptions exceptions. It checks that the base-level method
exited because an exception was raised. The base-level exception is suppressed
through the use of the overrideException method,

public LogMetaObject extends MetaObject {
public void afterMethodExecution(IMethodExecution context)
throws Exception {
if (context.isExceptionRaised()) {
Exception e = context.getException();
if (e instanceof java.io.IOException) {
context.overrideException();

log(e); }}}}

The final example shows a mapping from a value to an exception. We want
to check that a method never returns a null value. First, we check using the
convenience method getReturnType returns an object reference, then we check
that the value of that reference is not null. If it is null then we throw an
AssertionFailed exception,

public AssertMetaObject extends MetaObject {
public void afterMethodExecution(IMethodExecution context)
throws Exception {
if (context.getReturnType() == Type.0BJECT) {
if (context.getReturnValue() == null) {
throw new AssertionFailed(); }}}}

5 Related Work

Although exceptions are an integral part of the Java language there has been
little explicit attention paid to them by the Java reflection community with the
exception of Garcia et. al. [4]. Garcia et al. have proposed a unified meta-level
software architecture for sequential and concurrent exception handling that is
described using a set of design patterns. The patterns cover: Exceptions, Handler,
Exception Handling Strategy, and Concurrent Exception Handling Action. They
are attempting to codify “best practice” with regard to the implementation of
reflective exception handling. They have made an implementation using a custom
Java VM (Guarana [8]) which means it is non-portable. In contrast, our work is
more narrow in focus but has resulted in a portable implementation.

Explicit support for exceptions has been introduced into some Java imple-
mentations of portable compile-time Java extensions for programming using ad-
vanced separation of concerns. Below we describe the approach to exceptions
taken with AspectJ! [6] and ComposeJ [10].

! the version described here is 0.8



AspectJ allows programmers to use aspect-oriented programming techniques
in Java. AspectJ like Kava can be used to map exceptions and values to each
other. An around advice applied to a receptions pointcut can be used to im-
plement the mapping of an exception to exception, exception to value, value to
exception. This is because around advice selectively pre-empts the normal com-
putation at the specified join point. Aspect) also has two new features related
to exception handling. First, the advice after throwing allows aspects to be
invoked when an exception is thrown (in Java throw is used to raise an excep-
tion). This allows extra code to be executed when an exception is signalled but
does not allow the signalling to be overriden. This is roughly equivalent to the
interception feature in Kava. Second, aspects can be woven into existing excep-
tion handler code through the use of the handles pointcut. This allows extra
code to be invoked when an exception is handled, and it allows handling code
to overriden. This is feature is not supported in our metaobject protocol as we
currently choose to intervene only at the level of a method rather than within
try ... catch ... finally clauses.

ComposeJ allows programmers to use composition filters in Java. Composi-
tion filters [1] allow messages sent and received by objects to be intercepted and
manipulated. Filters can be composed with other filters to implement complex
non-functional behaviour. There are different types of filters in the model, one
of which has explicit support for exceptions. The Error filter allows predicates
on base-level state to be evaluated and an exception to be raised that causes the
system to halt. This allows the implementation of assertions and contracts in
Java. In the current version it is not clear if signalled exceptions are considered
to be message or not. If they are then other filters such as Dispatch could be
used to implement mappings that are similar to Kava.

Kava could implement the same functionality as the Error filter. It cannot
add behaviour to exception handlers like Aspect] although we believe that many
useful extensions for dependability can be developed without that capability. In
terms of implementation Kava differs from Aspect) and ComposelJ in that it is a
load-time extension to Java and can be used to add non-functional behaviour to
compiled code. This makes it useful for dealing with mobile or third-party code
where the API may be understood but the source code might not be available.

6 Conclusions

Metaobject protocols must be “exception aware” so that they can be used to
implement a wide range of non-functional requirements. Such a metaobject pro-
tocol requires two features to support the successful implementation of non-
functional requirements. The first feature is the ability to intercept exceptions
signalled from the base-level, and the second feature is the meta-level raising of
exceptions at the base level. These two features allow the metaobject protocol to
implement mappings between exceptions and values that can be used to improve
the dependability of applications.



There is one reflective Java implementation that is “exception aware” but it
is non-portable. There are portable extensions to Java that introduce “exception
awareness” for advanced separation of concerns but these require access to source
code. Our implementation in Kava is portable and applies reflection and load-
time. This allows Kava to be used for a wide range of applications such as mobile
code or third-party code.
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