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Abstract

In this paper, we propose a two-level architecture for feature driven software
development, consisting of a base layer for a feature’s core behaviour and a meta-
layer for resolution modules that provide solutions to feature interaction problems.
Whilst a standard programming language is used at the base level, e.g. an object-
oriented language such as Java, we propose the use of an aspect-oriented
programming language for the inherent cross-cutting concerns that exist at the meta-
level. We evaluate the use of Aspect] for the implementation of interaction
resolution modules at the meta-level. This evaluation is carried out through an in-
depth study of an email system. We conclude that aspect-oriented approaches are
highly suited for this split-level architecture and that the architecture has many
benefits for feature driven software development. Finally, we also highlight a
number of problems with Aspect] for our intended use, but discuss how the selection
of an alternative aspect-oriented technique would avoid these problems.

Keywords: feature driven development, aspect-oriented programming, feature interaction and interaction
resolution, feature composition.

1. Introduction

Agile methodologies [13][14] are gaining increasing popularity for tackling today’s
software development challenges. Examples of such methodologies are Extreme
Programming, Feature-Driven Development, Adaptive Software Development, and
Dynamic Systems Development, ranked in this order of popularity according to the results
of a survey reported in [4].

In this paper, we focus on the Feature Driven Development (FDD) approach [7][27]. In
this approach the unit of development is a feature: a small piece of client-valued
functionality. The granularity of these features is guided by projected development time: if,
during decomposition of the software task, a feature looks bigger than two weeks’ work
then it should be decomposed further.

In addition to being valuable units of development, features can also be seen as
valuable units of evolution, for example with respect to system adaptation, re-configuration,
versioning and even billing. The telecommunications industry has a tradition of organising
development projects, people and marketing by features [32]. Microsoft has also apparently
followed this process in their software product line for a number of years [5].



However, as has been witnessed in the telecommunications industry for many years
now, whilst the value of feature-oriented approaches is clear, interactions between different
parts of a program are an inevitable, and often intended, result of modularisation. Referring
back to FDD, unit testing for the features is carefully prescribed as part of the methodology
(see table 1), yet across-feature testing is left rather ad-hoc.

This paper proposes a framework in which Feature Driven Development is enhanced
with the power of Aspect-Oriented Software Development (AOSD) techniques [20], the
enhancement being provided specifically to deal with the handling of the resolution of
interactions. In this work, we use the Java programming language to implement the core
functionality of a feature (we refer to this as a feature’s hard logic), but we do not entangle
any code that would be specifically added to this feature to allow it to work with other
features. Instead, this is kept separate by utilising aspect-oriented programming (AOP)
constructs to implement any composition or interaction concerns (we refer to this as a
feature’s soft logic). In this paper, we illustrate the implementation of the feature’s soft
logic by using the notion of the aspects provided by Aspect] [19].

Table 1: FDD Process #5, table taken from [10].

Unit Test |

Each Class Owner tests their code to ensure that all requirements on their classes for the feature(s)
in the work package are satisfied. The Chief Programmer determines what, if any, feature team-level
unit testing is required - in other words, what testing across the classes developed for the feature(s)
is required.

The structure of the rest of the paper is as follows. We initially give an overview of aspect-
oriented software development (section 2), before moving on to describe our two-level
architecture (section 3). In section 4, we then present an email system with just three
features initially; this is used to illustrate our approach. In section 5, we develop the case
study further, to include ten features and a graphical user interface. Rather than describing
our approach at this stage, we use this further study to drive our evaluation. This raises a
number of significant points about our architecture and the use of AspectJ, and leads us to
discussions on other related approaches and plans for our future work. Finally, in section 6,
we draw our conclusions.

2. Aspect-oriented software development (AOSD)

Over recent years, AOSD has received a lot of attention as a new paradigm to more
effectively achieve the separation of concerns alluded to by Parnas [29] and Dijkstra [8].
Whilst a large degree of success has been achieved through advances such as abstract data
types and object-oriented programming, such techniques have failed to elegantly capture
concerns that cut across modules. AOSD has become the umbrella term relating to all
approaches that achieve this explicit separation of cross-cutting concerns, including aspect-
oriented programming [18], subject-oriented programming [12] and reflection (in which
AOQOP has some roots) [17].

Aspect] [19] has been developed by the Xerox PARC team over the last few years and,
at the moment, is arguably the most dominant technique within the AOSD community.
Aspect] provides new language constructs to deal with cross-cutting concerns, and
excellent tool support for the subsequent weaving process: the Aspect] tool acts as a pre-
processor that weaves programs together to generate (tangled) Java code. Note that other
techniques such as JAC (Java Aspect Components) [30] have been proposed as alternatives
to Aspect] should weaving be required dynamically at run-time.



In Aspect], aspects are defined in a similar way to Java classes (with attributes and
methods as required). These aspects may also define sets of join points (called pointcuts)
that represent well-defined points in the execution of the program (thus forming the basis
for supporting crosscutting concerns). In addition, two further constructs are provided: an
advice construct that allows the addition of code before, after or around an existing method
(or methods), and an introduce construct that allows the introduction of a new attribute or
method into an existing class (or classes). For further information we refer the reader to
[19] or the associated Aspect] web site.

3. A two-level architecture for features

In our proposed framework, we assume that every feature has a clear specification of its
functionality. Although the implementation of that specification varies, it is generally easy
to distinguish the pure feature code. We call this the hard logic of the feature, i.e. the
inevitable part of the implementation of the feature’s functional specification.

However, in feature driven (or feature-oriented) development, features must clearly be
capable of working with other features. Since the feature’s hard logic is unable to adapt
itself to different execution contexts (different connected features), we also require a
corresponding soft logic to soften the behaviour, making it flexible enough to adapt to other
interacting features. Therefore, a feature’s soft logic is responsible for boundary condition
checking and taking action to smooth any incompatibilities.

Since a feature designer cannot foresee the future features that will interact with his/
her developed feature, soft logic should be able to be added to the hard feature logic at any
stage. To support this kind of addition, the soft logic is ideally raised up to the meta-level
so as to provide a separation from the hard logic and facilitate reuse and easier
maintenance/ evolution.

It is this soft logic that we believe is ideally suited to aspect oriented software
development techniques. The soft logic forms a resolution module that clearly cross-cuts
the base-level system representing a feature’s hard logic.

Base level Meta Level
public class { | aspect Resol ution {
EEEEE || EEEEEEEE. .
EEEE. . 4 EEEEEEEE. .
EEEEE
Hard logic Soft logic

Figure 1. A two-level architecture for features

To achieve this separation of concerns in this piece of work, we will use Java to implement
a feature’s hard logic and AspectJ to implement the associated soft logic.

4. A case study: an email system

As our case study, we wanted to choose a system beyond the area of traditional telephony,
but with known interactions that could be extended to more general distributed systems
such as Internet-based systems. This led us to the email system studied in [11], where
several different email features were studied and a large number of interactions found.



Our intention in this work is, by using the already identified interactions, to show how
AOP techniques can be used to provide resolution modules (soft logic) for the problematic
features, allowing them to work together correctly. Crucially, as mentioned above, this
solution aims to maintain a clean separation between the core feature code (a feature’s hard
logic) and the code required to allow it to work correctly with other features (a feature’s
soft logic). We have chosen to focus initially on three problematic features, all of which
have had interactions identified in [11]:

* RemailMessage: This feature forwards an incoming message and replaces a
sender’s true ID with a pseudonym. RemailMessage can also handle messages sent
in the other direction as well, i.e. delivering a message addressed to a pseudonym
to the real receiver (by reversing the address mapping).

* MailHost: This feature receives incoming messages for the MailHost’s users, and
delivers the messages to users’ accounts.

* AutoResponder: This feature automatically replies to each incoming sender with a
prescribed message, but only one reply should be returned per incoming sender.

More features will be mentioned later in the paper with respect to evolving this system to
include additional functionality (see section 5). Importantly, all of the aspect algorithms in
this paper (representing feature resolution modules), along with other features from [11],
have been implemented in a simulation of an email system (see also section 5).

In this case study, we will follow the same approach as [11] regarding the architecture
and the features, i.e. a user originates a message, conforming to email message format
standards [2][23], from an email client program. This message then passes through one or
more feature processing components, each termed an email feature component, until the
message is delivered to the email client of the intended recipient(s). We also borrow
terminology from the Distributed Feature Composition (DFC) approach of [16], calling
each feature component a feature box.

4.1 An interaction resolution for RemailMessage vs MailHost

As a first illustrative example of an undesirable interaction, consider the composition of
RemailMessage with MailHost (both server-side features). A problem arises if a message is
sent via RemailMessage to a user supposedly associated with the MailHost, but who is
actually unknown to this feature. In this case, the MailHost will create and send a message
to the message’s originator saying “There is no such a user as ...”. As a result, the message
body of this reply has leaked the real ID corresponding to the pseudonym, therefore
defeating RemailMessage’s intention of maintaining anonymity.
This feature interaction problem can be resolved by two possible approaches:

* resl: allowing the RemailMessage feature to query the existence of a recipient
before it carries on remailing the message; or alternatively,

* res2: forcing any reply message to also be remailed, to ensure the real user name is
not leaked (see also section 4.3 on preventing the leaking of user names).

The existence of two possible approaches here highlights an interesting point: when we say
something is a resolution of an interaction, this is a subjective judgement since resolutions
on the same feature interaction problem may vary from developer to developer. Sometimes
the resolution just meets a requirement of the features’ users, rather than being a sound
rationalisation. In this paper, we assume that any solution that is able to mitigate a feature



interaction constitutes a resolution of that interaction. Therefore, the simplest resolution is
to disable one of the interacting features. However, real world applications are likely to
need a more deliberate resolution so as to improve the quality of service.

As an example, an overview of a possible Java implementation of RemailMessage’s
hard logic is shown in figure 2:

class Remailer inplenments Pipe {
String nylD;
ArraylLi st pairTable;
public Remailer(...) {

}
public void receive(Message nsg) {
if ( !'(msg.getReceiver().equals(nylD)))
nmsg = changel ncom ngl D(sg); //incom ng nessage
el se
msg = changeQut Goi ngl D(nsg); //outgoi ng nessage
send(nsgQ);

private Message changeCQut Goi ngl D( Message nsg) {
String content= nsg. getContent();
String target = content.substring(0,content.indexO("\n"));
content = content.substring(content.indexO("\n")+
String alias = findAlias(nsg. getSender());
nsg. set Recei ver (target);
nsg. set Sender (al i as) ;
nsg. set Content (content);
return nsg;

private Message changel ncom ngl D( Message nsg) {
String real Address = findReal | D(nsg. get Recei ver());
if (real Address == null) throw new || egal Argunent Exception();
nsg. set Recei ver (real Address);
return nsg;

}
public String findAlias(String outgoing) {

Figure 2. RemailMessage’s hard logic

The hard logic takes care the translation of user address from/ to pseudonym. In order to do
this, for an incoming message, it will replace the receiver’s address with a real user address;
for an outgoing message, it will get the first line of the message body, and put it to the
receiver slot, then replace the sender address with a pseudonym. The Pipe interface, which
contains two methods, receive(..) and send(..), must be implemented for the
connection of feature boxes.

We can see that the hard logic of a feature is simple, cohesive, and highly consistent to
its original specification, and thus easily understood. Typically, these features have two
basic parts:

* Some data (structures) such as a forward address, a list of filter addresses or a list
of <pseudonym, real name> pairs, or even the prescribed message content.

* Some methods to operate on the data and provide necessary feature logic to
implement a service feature.

Under normal circumstances, this hard logic works fine with other features without
problems. However, as is well known in the telecommunications domain, some
combinations of features lead to undesirable interactions, as with the RemailMessage and
MailHost interaction mentioned above.



With an interaction such as this, one feature (either RemailMessage or MailHost) is
required to incorporate new additional behaviour to allow it to adapt to the countering
feature; i.e. interaction resolution code needs to be introduced.

Now suppose we consider a possible resolution to the above and elect for the first
resolution option, res/, from above (querying the existence of a user).

For the Java code presented above (figure 2), this resolution could take the form of
directly modifying the receive method to allow RemailMessage to ask MailHost if the
intended user exists or not. If this returns true, carry on as usual; if false, RemailMessage
itself should create a “no such user” reply to the sender. An example of this direct
modification is shown in figure 3:

public void recei ve(Message nsg) {
if ( !'(msg.getReceiver().equals(nylD))) //this is an incom ng nessage
nsg = changel nconi ngl D( nsQ) ; . 5
if (queryExist(MilHost, userlD) == false){ /1 Qtangl edO resol ution code
nsg = createReply(nmsg, Ono such userO; ...

send(nsgQ) ; I

/1

/1

return;

}
else //this is an outgoing nessage
nsg = changeQut Goi ngl D( nsQ) ;
send(nsgQ) ;

Figure 3. An interaction resolution tangled with the feature code

Alternatively, resolution code could be added to the MailHost. For example, the MailHost
could check if a message is from RemailMessage, in which case it should answer to
RemailMessage instead of directly to the original sender.

As can be seen from figure 3, adding in resolution code for interworking with one other
feature is not too drastic concerning the structure or complexity of the feature code.
However, considering the number of interactions found in [11], adding resolution code to
handle all such interactions is clearly going to very quickly destroy the structure of the
features and the original clarity of the hard logic. It is also obviously going to be harmful
with respect to the maintenance of the code or future evolution. For this reason, we have
proposed the lifting of the resolution code to the meta-level. With the support of Aspect]
this can be elegantly implemented as shown in figure 4:

aspect Resol veWthMail Host {

after() returning(Message m: execution(Message Remail er. changel ncom ngl D( Message) ) {
if (queryExist(MilHost, userID) == false) //throw exception if userlD not known
throw new || | egal Argunent Exception();

}

voi d around(Message msg): execution(void Remail er.receive(Mssage)) && args(msg) {
try{
proceed(nsg); //execute the original receive nethod

catch(!l11egal Argunent Exception e) { //handle new exception that may be thrown
nsg = createReply(nsg, Ono such userO;
send( nsg) ;

Figure 4. Separating the interaction resolution (soft logic) from the core feature code

This aspect inserts code after the execution of the Remailer’s changel nconi ngl D method,
throwing an exception if the userID is false. Having thrown an exception, the receive
method now needs exception handling code to be added. This is achieved by wrapping the
try and catch constructs around the original receive method.

The above example reflects two points about the hard logic and soft logic of a feature:



* the hard logic is the relatively stable description of a feature’s behaviour, and

* the soft logic, representing an interaction resolution, is variable and may change
depending on a need to adapt to a context change (such as new deployment of
features and technology updates) or depending on subjective judgement regarding
the best mechanism for handling interacting features (as discussed above).

4.2 An interaction resolution for RemailMessage vs AutoResponder

Now consider the deployment of the AutoResponder feature. There are two scenarios with
the RemailMessage being involved, both of which have been documented in [11]:

* Scenario 1: Bob has a remailer account and also switches on the AutoResponder
feature before he goes on vacation. Alice sends a message to Bob’s Remail account
(i.e. to Bob’s pseudonym rather than his real ID). When the AutoResponder
receives the message via RemailMessage, it replies automatically and directly to
Alice, but using Bob’s real ID rather than his pseudonym. Because of the
AutoResponder’s direct reply, Alice can infer the Remail account is for Bob, thus
defeating the RemailMessage’s purpose.

e Scenario 2: As above, Bob has a Remail account and switches on the
AutoResponder feature before he goes on vacation. Alice sends a message that
requires a reply to both Bob’s Remail account and to his MailHost account, since
Alice doesn’t know that these two accounts are actually for the same person.
According to the AutoResponder’s rule, this feature should reply only once for
messages from the same address. For this reason, Alice will only receive a reply
from one of Bob’s accounts, and never from the other account.

The general problem here is that the AutoResponder has no knowledge of whose messages
it is answering (e.g. whether the message has been received via a remailer). One possible
resolution is for the AutoResponder to check whether it is answering a message from the
remailer. If so, reply to RemailMessage by following the remailing rule, namely set the
receiver field as the RemailMessage and put the intended recipient’s address in the first line
of the content. This algorithm can be represented as Aspect] as shown in figure 5 (but note
that as discussed above, it is likely that there will be more than one viable resolution — see
next section below).

Typical of resolution modules such as this, is the need for them to know information
about prior feature boxes. One solution to this is to require each active feature box to add a
tag to declare its process status when a message goes through it. Importantly, this simple
protocol can also be implemented through AOP techniques as a crosscutting concern. For
example, pointcuts can be defined that correspond to exit points from the execution of the
feature boxes. On exiting a particular feature box, an after advice can be declared to
manipulate the message and add the required tag.



aspect Sof t enAut oFor Remai | {
bef ore(Message msg): execution(voi d Aut oResponder.send(Message)) && args(msg) {
/1if meg is fromRenuiler, then respond to Renmiler using the renailing rule
if (isFronRenumil (nsg)) {
wr i t eCont ent Fi r st Li ne(nsg. get Recei ver());
msg. set Recei ver (get Renmi | Addr ess(nsg)) ;
}

}
bool ean i sFronRenuni | (Message nsg) {

//check if msg is from Remailer
}
void witeContentFirstLine(String str) {
//wite intended recipientGs address in the 1st |line of message content
}
String get Remai | Address(Message nsg) {
//get Remail ServerGs address fromnsg ...
}
}

Figure 5. The AutoResponder’s soft logic — to handle messages from a Remailer

4.3 A more general interaction resolution for RemailMessage and AutoResponder

To illustrate the possible diversity of resolutions for a given interaction problem, and to
further evaluate the appropriateness of Aspect], we present an alternative resolution for the
RemailMessage and AutoResponder interaction problem. In this second solution, we
introduce a mechanism into the Remailer (using Aspect]) to enforce the rule:

* For each message sent to RemailMessage from a user, any internal reply message
must also pass back through RemailMessage.

In order to achieve this, RemailMessage can replace the sender’s userID with a temporary
pseudonym, thus ensuring that any return message must also pass through the remailer in
order to be mapped back to the sender’s real userID. Then, to allow the receiver to know
the original sender of the message, the original sender’s information should be put in
another slot, e.g. the first line of message body. The mechanism for this resolution
algorithm is showed in figure 6.

Remailer Feature Box

Change sender’s address to a outside
Remailer changes receiver’s temporarily pseudonym to allow
pseudonym to real userID - now both Remailer to control reply message
sender and receiver slots changed

Incoming message from @utsideQe.g. user

inside

Outgoing message (reply)
ready to return to Remailer Remailer reverses the temporary mechanism - mapping
temporary pseudonym to sender’s real address

Remailer reverses the anonymity mechanism
— changing the receiver’s real userID back to
the pseudonym

Figure 6. The Remailer feature box and interaction resolution algorithm
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To reverse the process, when receiving the inner user’s reply (probably from another
feature box, such as AutoResponder), RemailMessage must replace the originating sender’s
temporary pseudonym with the sender’s real address. If required during this translation,
RemailMessage can also check user names against the email content to make sure there is
no further leaking of the user ID (illustrated in figure 7 by the inclusion of a
pr event Leaki ng method).

To achieve this, RemailMessage should keep two lists of <pseudonym, realname>
pairs: one for the anonymity of its customers, and one for the enforcement of controlling
replies. In this way, the two interaction problems mentioned above are solved readily:

* Scenario 1: The AutoResponder’s reply will be sent back to RemailMessage first,
rather than directly to the originator. RemailMessage can thus anonymise the
recipient’s real identity.

* Scenario 2: In this scenario, two messages arrive at AutoResponder with different
sender addresses (since the remailer has allocated each message a different
temporary pseudonym). Consequently, both messages will be properly replied.

This interaction resolution algorithm can be implemented in Aspect J as shown in figure 7.

aspect ResolutionAll {
public ArraylList Remailer.guestList; //introduce a new dual Iist

public String Remailer.createAnAlias(String guest) {
//introduce new Rermail er method to create a pseudonym for the sender

}
public String Renumiler.findGuestReal ID(String alias) {
//introduce new Renailer method to find the real username given a pseudonym

}
public void prevent Leaki ng(Message nsg) {
//check the nessage content and replace any real userlD with pseudonym

}

//assign a nane to the sender of inconming nsg.
after(Remailer rm returning(Message nsg):
cal | (Message Remai |l er. changel ncom ngl D( Message)) && target(rm {
msg. set Sender (rm creat eAnAl i as(nsg. get Sender()));

/I make sure outgoing nmessage contains no | eaking of real userlD
after(Remailer rm returning(Message nsg):
cal | (Message Remail er. changeQut Goi ngl D( Message)) && target(rm {
prevent Leaki ng(msg) ;
}
/Iprocess the reply message fromthe inner user (define named pointcut first)
poi ntcut nmessageArrive(Remailer rm:
target(rm && call (void Renuiler.receive(Mssage));

//continued ...




/1l ... continued
voi d around(Message nsg, Rermail er rm: nmessageArrive(rm && args(msg) {

try {
proceed(nsg, rm;

}
catch(Il11egal Argunment Exception e) {
String real Receiver= rmfindGuest Real | D( nsg. get Recei ver());
if (real Receiver != null) {
nmsg. set Recei ver (real Recei ver);
String sender Pseudonym = rm findAl i as(nsg. get Sender ());
if (senderPseudonym!= null){
msg. set Sender (sender Pseudonym ;
prevent Leaki ng(msg) ;
rm send( nsg);

el se throw new ||| egal Argunment Exception();

el se throw new ||| egal Argunent Exception();
} //end of catch
} //end of around
} [//end of aspect

Figure 7. An aspect-oriented implementation of the new interaction resolution

With this more general interaction resolution, it is important to observe that the original
interaction with MailHost can also be resolved. The reason for this is that the “no such
user’ reply message will be returned to RemailMessage first, rather than directly to the
user. As a result, this provides us with an effective mechanism to ensure the userID is
always hidden.

4.4 Summary: aspect-oriented programming for interaction resolutions

The examples above have hopefully provided an insight into how resolution modules,
implemented in Aspect], can be used to cleanly separate the interaction resolution code
(soft logic) from the feature’s core behaviour (hard logic). Benefits can be gained,
especially for more complex resolution modules such as the one provided in figure 7, when
compared with the more traditional approach of entwining the resolution behaviour with the
feature’s core behaviour.

In particular, in this example, three new methods and a new attribute (the dual list)
have been introduced into the remailer’s behaviour. In addition, new behaviour (advice) has
been provided that will be woven into the feature code: after the feature’s two changelD
methods and around the receive method. Whereas the introductions would be relatively
easy to separate structurally in the original feature code (e.g. the appropriate use of
comments and grouping of related code), the extra woven behaviour cannot be effectively
separated. This leads to difficulties for the maintenance and evolution of the overall system.

Perhaps more importantly, the example in figure 7 also gives us an indication that one
resolution module, although using a more complex algorithm, can resolve multiple feature
interactions. This is where the power of our aspect-oriented approach brings further
benefits. Pointcuts can be defined over any execution points in any of the feature boxes and
need not be restricted to one feature box (as has been the case in our examples above).
Also, pointcut definitions can use wildcard-matching techniques, thus removing the need
for the tight-coupling of aspects with features via actual method names.

With further investigation, we hope that this may lead to the implementation of general
interaction resolution patterns, although it is inevitable that more concrete (domain-
specific) resolution modules will also still be required.
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5. Evolution of the email system to further evaluate our approach

The two-level architecture we have proposed consists of:

* Baselevel: contains features’ core behaviours, known as hard logic; implemented
using Java

* Meta-level: contains interaction resolution modules, known as soft logic;
implemented using AspectJ

To further evaluate the effectiveness of this architecture, we have considered evolving the
email system that we have presented so far (with three features), by extending it to all ten
features of [11]. In order to make a working system, we have also refactored some of the
GUI modules from ICEMail, an email client written in Java and based on the new Java
Mail API [15].

We classify our evaluation into five properties: cleanness of separation, re-use,
faithfulness of implementation to specification, adaptability to requirement change and
support for interaction avoidance, detection and resolution. It should be noted that these
properties are, by their nature, more qualitative than quantitative.

A further evaluation criterion we would like to address in the future is that of
performance. It can be expected that, in line with other meta-level/ reflective approaches,
our approach will incur at least a minor performance overhead. We have not yet
investigated this further, although information regarding the performance of AspectJ can be
found on the Aspect] web-site (FAQ), see [19].

5.1 Cleanness of separation

As mentioned above, we believe that the cleanness of separation is a key factor for a
system’s effective maintenance and evolution. Object-oriented techniques already offer a
widely accepted and largely effective form of separation through encapsulation and
inheritance. However, feature-oriented systems implemented in this manner still tangle the
resolution code, which allows a feature to work with other features, with a feature’s core
behaviour (e.g. as presented in figure 3).

The examples given in this paper have illustrated the cleanness of separation achieved
with our two-level architecture. All other features in [11] also display this elegant
separation when implemented. As the number of features increase, the importance of this
separation also increases. For example, [11] has identified 26 interactions between the 10
features considered. Should an architecture based on separation of concerns not be
employed, this clearly results in an unenviable number of extensions required to the basic
feature code. A further valuable point is that not every interaction requires a separate
resolution module (as illustrated by figure 7 above). Although the subject of future work,
this also gives us incentive to look for more general interaction resolution patterns.
Importantly, our approach will provide support in cases where patterns occur in, or cross-
cut, multiple features.

As a further case for the cleanness of separation achieved in our approach, we have
also re-factored some of ICEMail’s GUI modules. The reason for this was our observation
that, in the original modules, there was a great deal of code-tangling. For example,
FolderTableModel is a GUI component for the display of messages in an email folder. It
implements the TableModel interface in javax.swing.table and users can read their
incoming message via this component (supported by most of today’s email clients) [15].
However, the FolderTableModel should only be responsible for the displaying of messages;
the actual management of messages should be carried by another management component,
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namely the content provider for FolderTableModel. Similarly, the Fetchlet class, a class
used to get messages from a user’s mailbox and place them in a local folder, need not know
that the messages it fetched will be displayed by FolderTableModel class.

In our re-factoring, a simple interaction resolution called Compose_FolderTableModel
_Fetchlet has been implemented as an aspect. This aspect knows about the interactions
between the two classes, significantly reducing the size of each feature module. For
example, the initial FolderTableModel contained 800 lines of source code, whilst our re-
factored version contains only 70 lines. This reduction is achieved because, in our opinion,
the original classes contained too many tangled concerns or interactions. The re-factored
code demonstrates a much cleaner separation of concerns and hence, we believe, will
permit more effective maintenance and future evolution.

5.2 Re-use

Interaction resolution modules such as those identified in figures 4 and 5 above (i.e. aspects
representing very specific resolutions), perhaps only offer limited opportunities for re-use.
This is mainly because the chosen resolution, of which there may be a number of options,
depends on factors such as an ever-improving technological base that permits
improvements to existing features, the rapid development of new features, a subjective
judgement as to the best resolution, etc. Hence, we believe it is more likely that, for specific
resolution modules, new modules will be developed rather than re-using existing ones.

However, our two-level architecture has the best opportunities for re-use at the base
level, rather than the meta-level. We have experimented with the two GUI modules
mentioned above, and have found our re-factored modules easier to re-use than the original
modules. The reason for this is that the interaction concerns (soft logic) have been extracted
from the core behaviour (hard logic), leaving a more generic feature component. For
example, the FolderTableModel class can be easily re-used in another application with very
minimal changes.

Importantly, if we can achieve one of our goals of identifying interaction resolution
patterns, these obviously have much greater potential for re-use. In investigating this
further, we have found that many of the interaction resolutions (like those we have
mentioned above) involve boundary condition checking. Furthermore, all of the resolutions
for the feature interaction cases of [11] can be fitted into some kinds of boundary checking
patterns. Amongst the resolutions for the 26 feature interactions identified in [11], as well
as an additional feature interaction identified by ourselves (see section 5.5 below), more
than half can be generalised as generic resolutions that can be applied to other feature
interaction problems. Hence, the identification of resolution patterns appears a realisable
aim, and has obvious benefits for re-use.

5.3 Faithfulness of implementation to specification

Our two-level architecture has been designed to facilitate keeping the feature’s
implementation faithful to its specification. Not only does this improve the readability and
simplicity of the resulting code, but also allows the feature’s specification to map to the
implementation more directly, thus facilitating better reasoning about the mapping. This, in
turn, opens the door to generative programming techniques, as widely used in component-
based development to generate code (or code templates) automatically from the
specification.
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5.4 Adaptability to requirement change

There are two key points of our architecture that help a developer to react to changing
requirements. The first of these is that the separation we provide allows the developer to
integrate new features into the system, without needing to consider, or worse rewrite, the
existing features.

Secondly, and the point that to our knowledge makes our approach unique, is that by
adopting aspect-oriented programming for the separate resolution modules, the developer
can implement a feature without considering the interactions with other features, then focus
on the interaction issues separately. The power of aspect-oriented techniques makes this last
step viable and effective, as has been illustrated by the examples above.

Similarly, the removal of features from a system is just as clean and effective because
of the separation we provide, meaning that any interactions have been made explicit. This
helps to avoid redundant code being left embedded in feature boxes, a situation that leads to
unnecessary complexity and lowers efficiency.

5.5 Support for interaction avoidance, detection and resolution

The central objective in this paper has obviously been in the provision of an architecture to
cleanly handle the interactions between features. Our implementation of the email system
has shown how our two-level architecture and the use of Aspect] can be used very
effectively to handle feature interactions.

However, a crucial part of the paper that remains to be addressed is that, whilst our
approach explicitly handles features interactions by providing separate resolution modules,
what happens if our resolution modules themselves interact? Far from being a theoretical
question, problems with resolution modules themselves interacting in undesirable ways
have been identified in [28]. This is not an unexpected discovery, since resolutions
themselves can be viewed as features, which, of course, are prone to interactions. A number
of highly significant issues crop up with respect to this topic that we address in turn below.

Two-level versus multi-level architectures

By proposing a two-level architecture, we have effectively ruled out a multi-level
architecture that is typical of many reflective architectures. One option would be to relax
this condition, effectively allowing a meta-meta layer to handle the resolution interactions,
and theoretically an infinite hierarchy to handle subsequent meta-meta level interactions
and beyond. However, it should be noted that, in practice, reflective architectures rarely
require more than three layers to be reified.

The problem with adopting this more relaxed approach is our choice of language. As
Aspect] stands at the moment', the language does not support “aspects of aspects”, i.e.
aspects cannot be defined over other aspects, thus effectively preventing adequate support
for beyond a two-level architecture. It should be noted however that other AOSD
approaches do provide support for “aspects of aspects”. In an email message posted on the
Demeter web-site [6], a list of approaches supporting this is given, namely Incremental
Programming [25], Aspectual Collaborations [22], Hyper/J [26] and DJ [24]. These require
further investigation to determine if they would provide a more appropriate language choice
for our work than Aspect].

" To our knowledge, and after discussions in the AOSD community regarding this topic, Aspect] will remain
without support for “aspects of aspects” in the foreseeable future, the developers believing the alternatives are
unnecessarily complex.
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Implicit versus explicit composition

A further issue relating to our language choice is the fact that, in Aspect], composition of
the resolution aspects with the features is done implicitly by the aspect weaver. As a result,
there is no control over the composition operator used. Other languages provide explicit
support for composition, a facility that we believe would be advantageous and give more
flexibility in our solution. It is conceivable, in fact, that a custom-designed composition
operator would only allow valid compositions of resolution modules, thus avoiding the
problem of such modules interacting in undesirable ways. AOSD techniques that currently
offer support for explicit composition include Hyper/J [26] and Composition Filters [1].

Detecting feature interactions

In our case study, we have relied heavily on the list of known interactions provided in [11],
but what if these interactions are not known in advance?

In performing this case study, we have found that most of the feature subversions
happen across boundary conditions. By explicitly separating out feature behaviour into our
two-level architecture we are actually encouraging a systematic exploration of boundary
conditions, although this is, of course, a manual process at present rather than benefiting
from automated support. However, this systematic exploration led us to discover a further
(undocumented) interaction as discussed below.

The FilterMessage feature ensures that “if a message comes from a blacklisted
address, it must not reach the subscriber’s user domain”. There are two themes in this
statement: “the source of the incoming address” and “the targeted user domain”. For the
former, there are many possible sources of the incoming address, either human originators
or mechanical originators (e.g. auto-Responder, ForwardMessage, RemailMessage, etc.).

Now consider a message from a (mechanical) forwarding feature (e.g. from party A to
party B to party C). A boundary condition for this is “What if the forwarding party (B) is
not filtered, but the message it is forwarding is from a blacklisted party (A)”. From this
point, we identify a potential subversion of FilterMessage feature, as follows
(undocumented in [11]):

* Scenario: Alice’s domain is blacklisted and filtered by Carol’s host (e.g. username
carol@lancaster). Alice asks Bob, whose domain is not filtered by Carol’s host, to
forward her email to carol@lancaster, thus subverting the filtering mechanism.

From Alice and Bob’s point of view, there is unlikely to be a problem here, since Bob
knows Alice is using his account. However, from Carol’s point of view, her domain has
been blacklisted, presumably for good reason (e.g. virus control), yet this has been
subverted by the message forwarding.

By continuing to explore the boundary condition of “the source of the incoming
address”, we can find other potential feature interaction problems involving FilterMessage.

In terms of automated support for the detection of feature interactions, there are, of
course, many techniques that have been presented throughout the series of Feature
Interaction Workshops, e.g. see [3]. The majority of these techniques have had a formal
basis, and hence have worked from formal specifications/ models of the features. Such
techniques are highly complementary to our approach.
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Detecting resolution interactions

Effectively, our resolution interactions are actually aspect interactions, for which the AOSD
community currently has very little support. We believe that there are four possible
solutions here, all of which require further investigation:

* Avoiding interactions by applying a design by contract approach (e.g. [21]) or by
utilising explicit composition operators (not available in Aspect], see discussion
above).

* Relaxing our two-level architecture to allow a meta-meta layer to handle resolution
interactions (this also implies a language change since Aspect] does not support
“aspects of aspects”, also discussed above). Note that our two-level architecture is
not a source of resolution interactions, it just restricts the way we can handle them.

* Model-checking certain properties to determine aspect interactions (in the same
way that feature interactions have been identified by model-checking). This, of
course, relies on the difficult problem of identifying appropriate properties for
which to check.

* Investigate the recent work of [9] where execution monitors are deployed over
aspects and “aspect laws” can be verified to determine the independence of aspects.
Also relevant is the work of [31] where three different categorisations of aspects
are identified. For certain types of aspect, they show how the proof of a particular
property is relatively straightforward, yet for other types of aspect, this is more
problematic. We have yet to investigate this further with respect to our work,
particularly identifying which category our aspect resolutions fall into.

6. Conclusions

This paper has proposed a two-level architecture to enhance the development of feature-
oriented software. For this architecture, we have proposed the separation of a feature’s core
behaviour (its hard logic) from extra behaviour required to allow it to adapt to other
features (its soft logic). We have illustrated how the latter can be implemented at the meta-
level using aspect-oriented programming techniques. Through a case study of an email
system (initially very basic with just three features) we have shown the value of this clean
separation.

Further, by incrementally evolving our email system from a system with just three
features to a new system with ten features and a graphical user interface, we believe we
have been able to critically evaluate our proposed architecture. This evaluation has raised a
number of important benefits, but also areas that require further research. The most
significant of these is the issue of detecting and resolving interactions between our
resolution modules. These are effectively aspect interactions, an area that is currently
under-researched in the AOSD community. Also highlighted in this evaluation has been our
choice of language, Aspect]. Further investigations are required to determine whether other
AOSD techniques would be more suited to our work.
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