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Abstract -

This research summary proposes my research on the @ User -, (I gonsornode Q Serisar
LiteOS platform, a UNIX-like, multithreaded operating sys [p» control @ (9 (3 Neighborhood node
tem for wireless sensor networks. My research focuses or = o [ —
two themes: system failure tolerance to provide religpilit [ UserEnvionment i eos feme

and system visibility through interactive commanding. sThi
research summary outlines my ongoing research efforts in
these two directions, as well as a concise description of the

LiteOS operating system. m
Processor

1 Research Motivation
State

My Ph.D. research proposal focuses on research in twc\ ) \ ) \ )
directions, building reliable software for wireless semnset- Figure 1. LiteOS Operating System Architecture

works, and achieving system visibility through interaetiv
operations. To facilitate these research directions, aXJNI  borhood, and a difference that is significant enough implies
like operating system, called LiteOS, is implemented as the a sensor fault has been detected, assuming that the eventto b
underlying platform. detected is strong enough that every node in one-hop neigh-
Wireless sensor networks are expected to be deployed foborhood should have similar detection results and that the
prolonged periods of time in an unattended manner. BecauseS€nsors on nodes have similar sensitivity.
of the limited system resource on sensor nodes, debugging In the second direction, we propose interactive services
and testing wireless sensor network software is partiular that are built directly into LiteOS to support user level-col
challenging. Furthermore, even the most strict debugging lection of system information. Such information could rang
still does not guarantee that all bugs are found before geplo from thread status to energy consumption profiling of differ
ment. In fact, unexpected changes in the environment whereent modules. In LiteOS, a kernel serves as a supervisor of
sensor nodes are deployed can also introduce inconsisgenci all user thread activities. Itis therefore intuitive to iss/this
with the assumptions made by the system, which may causekernel thread to provide such interactive services.
system faults. A systematic approach to detect and recover To facilitate the above research work, we implemented
from system faults is therefore needed, which motivates thea new operating system platform, called LiteOS, and the
first research direction in my PhD thesis, namely, improv- work above will serve as extensions. When implementing
ing software robustness and reliability in wireless senstr ~ the LiteOS platform, we consider it beneficial to create a
works. familiar environment for users where they can interacyivel
The second challenge we address is system visibility. For command the entire sensor network to perform tasks such as
the past several years, system visibility, i.e., providimg ~ reprogramming, data retrieval, or network reconfiguration
sight on the internal system operations, has been a task ofl0 this end, LiteOS implements a UNIX-like environment,
debugging tools and applications. In cases where diagnosigvhich could potentially expand the circle of sensor network
information is not provided by applications or the debuggin ~@pplication developers by reducing learning curves. fauyth
software, however, the sensor network appears like a blackLiteOS leverages the knowledge that users may already have,
box. In the second research direction, we probe this blacki-€-, Unix and threads, an approach not unlike the network di
box at the operating system level by building interactive se ~ rections taken by companies such as Arch Rock (that super-
vices to allow various system information, such as current impose a familiar I[P space on mote platforms to reduce the
running threads, to be accessible to the user through Unix-learning curve of network programming and management).
like commands. The rest of this proposal is organized as follows. In Sec-
In these two directions, more specifically, we propose the tion[2, we describe the LiteOS platform infrastructure. We
following research topics. In the first direction, we propos then outline in Sectiofil3 the two aforementioned research

an architecture to systematically detect a wide range df-app directions. Finally, in Sectiol 4, we conclude this summary
cation faults through memory specification rules. For exam-

ple, suppose that a node encounters a sensor problem,itca LiteOS Platform

no longer detect any event despite that all its neighbors can  This section presents the LiteOS platform. It is organized
Suppose that the number of event detections is representeds follows. First, we describe an architectural overview of
by a variable on each node, a memory rule should compareLiteOS. Second, we present a brief introduction to its sub-
the values of this variable on nodes within one-hop neigh- systems.
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Table 1. Shell Commands For instance, thesrdir directory can be read or written by

Command List .
users with levels 2 and 3. Tllhmod command can be used

File Commands Is, cd, cp, mv, rm, mkdir, touch, chmod, pwd, du
Process Commands ps, Kill, exec to change file permissions.
Group Commands foreach, $)

Environment Commanddistory, who. Tan_echo Once sensor n_odes are r_nounted,_ a user uses the abqve
Security Commands Togin, logout, passwd commands to navigate the different directories (nodes) as i
they were local. The base station PC also has directories,
2.1 Architectural Overview s_uch as drive€ andD. Some common tasks can be greatly
. ) ) simplified. For example, by using thegp command, a user

Figure[1 shows the overall architecture of the LiteOS op- can either copy a file from the base to a node to achieve wire-
erating system, partitioned into three subsystems: LdSh  |e55 download, or from a node to the base to retrieve data re-
LiteFS, and the kernel. Implemented on a base station, thegyjts. The remaining file operation commands are intuitive.

LiteShell subsystem interacts with sensor nodes only whengijnce | iteFS supports a hierarchical file system, it praside
a user is present. Therefore, LiteShell and LiteFS are con-midir , rm andcd commands.

nected with a dashed line in this figure. _ LiteFS Subsystem:Similar to the Unix-like shell, the in-
LiteOS provides a wirelessode mounting mechanism  erfaces of the file subsystem, LiteFS, resemble Unix gjpsel
(to use a UNIX term) through a file system called LiteFS. 4\iding support for both file and directory operations.
Much like connecting a USB drive, a LiteOS node mounts ~ o nq] Subsystem and System CallsThe LiteOS ker-
i;self wirelessly to the root filesystem of a nearby base Sta- g supports threads, and implements two different schedul
tion. Moreover, analogously to connecting a USB device jn, - holicies:  priority-based scheduling and round-robin

(ngcr'l implri]es that thhe deyit:le has to be Iesks thaln ? UEB' scheduling. The kernel also supports dynamic loading of
cable-length away), the wireless mount works only for de- user threads. It maintains a map of system resource allo-

\r/]iceg vvfithin wirelless_ r?ﬁgle.bThE;] mougt mTChaniSmh‘iomefcation, including both its program flash and RAM. To dis-
andy, for examplé, In e fab, when a developer might wan patch a thread, it copies thread information into a freerabnt
to interact temporarlly with a set of nodes on a tab'?'top. b_e- block. When a thread terminates, it frees allocated ressurc
fore deployment. While not part of the current version, itis ¢ s thread, by marking its occupied resource as avail-

not conceptually Q|ﬁ|cult to extend this mechanism to a *re- g 1t 5150 forcefully closes previously opened file peist
mote mount service” to allow a network mount. Ideally, a by this thread, if there are any

network mount WOUId ‘F?‘HOW mounting a device as Iong a5a " \we also introduce lightweight system calls to address
network path existed either via the Internet or via multgho software compatibility between different versions. Bezau

wireless communication through the sensor network. the MicaZ CPU does not support soft interrupts or traps,

f Ont(r:‘e rgountetd,t.a L|t_(|3_ﬁ8 r;]o?le Iocl)lkz Ill_lgfllghdllrlectory . our implementation is based on revisegllgates a special
rom the base station. -1he shell, called Liteshell, sugpor type of function pointers. These callgates are dnéy ac-

UNIX commands, such as copy and move, executed on such - : b
directories. The external presentation of LiteShell issaer cess points through which user applications access system

tile. While the current version resembles closely a UNIX resources. Therefore, they implement a strict separagen b

U . . . tween the kernel and user applications. As long as the system
terminal in appearance, it can be wrapped in a graphical user

interface (GUI), appearing as a “sensor network drive” unde calls remain supported by future versions of LiteOS, user bi
Int '), appearing W v naries do not need to be recompiled.
Windows or Linux.

) Currently, each system call gate takes 4 bytes, with 1024
2.2 LiteOS Subsystems bytes of program space allocated for at most 256 system
LiteShell Subsystem: The LiteShell subsystem imple- calls. Each system call adds 5 instructions (10 CPU cycles),
ments a Unix-style shell for MicaZ-class sensor nodes. Cur- a low overhead to be supported on MicaZ.
rently, 23 commands, as listed in Table 1, are implemented.3 Research Directions

We briefly introduce file operation commands as an example. This section outlines mv research work based on the
File Operation Commands: File commands generally ! ! utl Y W

maintain their Unix meanings, e.g., tecommand lists di-  LiteOS platform, organized into three topics: detection of
rectory contents. Typinman Isin the shell returns the man- ~ @pplication failures using memory specification rules, file
ual information of thds command. It supports thé option system assisted communication stacks for fault isolatiod,
to display detailed file information, such as type, size, and interactive commanding service to improve system vigipili
protection. To reduce system overhead, LiteOS does not pro- -~ Cooperative Diagnosis of Application Failures using
vide any time synchronization service, which is not needed Memory Specification Rules
Egt:&/e%saﬁe:lécrﬁm);ﬁ dT(eet?J(r:r?’s mgrf% I'Izvcicr’]gt'_me information The first research direction focuses on detection of appli-
$1s -l : cation failures. lIts key idea is derived from real life. We
Nae Type Si 7e Prot ecti on all have an immune system that protects us against dls_eases.
usrfile file 100 P VKT WKT WX Further, our human society has created very complicated
usrdir dir VKT WK - - medical systems, including doctors and medicine, to diag-
In this example, there are two files in the current directary (  nose and treat diseases. Not every person is a doctor, of
directory is also a file)usrfile andusrdir. LiteOS enforces  course. Therefore, the medical system is inherently coop-
a simple multilevel access control scheme. All users aie cla erative: people not only get help from themselves through
sified into three levels, from 0 to 2, and 2 is the highest level medical knowledge and their immune system, but also from




more specialized facilities such as hospitals, to keeptlngal  information more visible at the operating system level.-Cur
It is beneficial if we could create a similar system for wire- rently, the LiteOS platform already allows the user to per-
less sensor networks to increase its expected systermideti  form tasks when a node is located within one-hop neighbor-
Our proposed approach, which relies on memory specifi- hood of the base station. In this research direction, weaim t
cation rules to detect application bugs (illness), worksin  provide a more powerful commanding service that achieves
two-tiered way. The first tier works at the node scale, where the following goals.
the user creates memory rules to detect unhealthy (buggy) First, we intend to implement this commanding service
state. Such rules are analogous to human medical knowl-over multiple hops. With this service, a user can task the
edge. The second tier, on the other hand, allows nodes toentire sensor network without being physically within one
cooperate with each other to detect more delicate bugs thathop radius of each node. Second, we aim to optimize the
would not otherwise be detected. For example, if a node commanding service when tasking a group of nodes. One
finds that in the past ten seconds it has not detected any, evenbptimization goal is to minimize the communication energy
but all its neighbors have reported multiple detectionsnth  cost. Under such a scenario, the problem of reliably de-
either this node is located in a void area or it has a bad sen-livering commanding packets to multiple nodes becomes a
sor. Such a scenario may need to be logged as a warningmanycast problem, whose solution requires careful trdgeof
Another example is in group-management protocols, suchbetween energy consumption, delay, and throughput. Third,
as EnviroTrack, at most one leader node is allowed to be we explore how to improve system level visibility through
elected in one-hop neighborhoods. If more than one nodethis interactive commanding service. While certain infarm
sets its leader flag as true in one-hop neighborhood, an ap+ion, such as the current variable values on several nodss, ¢
plication fault is detected. Both examples can be expressedbe easily retrieved, other information, such as the undegly
using memory rules that are checked against at runtime. mechanism of a protocol behavior, requires multiple nodes
Normally memory rules are stored in LiteFS. The kernel to log certain critical state information at runtime. Taski
reads memory rules when needed to detect failures. Oncesuch logging behavior could be far more complicated, and
a failure is found, the kernel may use one of the follow- requires careful runtime energy cost optimizations torega
ing approaches as treatment. First, it could give the threadits cost and performance.
“medicine”, by forcefully modifying certain variables dac 4 Conclusions
to the normal state. Second, the user may want to collect  apove all, this research summary outlines the two re-
early warnings of a failing system to find bugs. To do this, search directions we intend to pursue based on the LiteOS
the kernel continuously snapshots thread informationl unti pjatform. These research directions are challenging fer th
it fails. Third, A user may have anticipated this bug and folowing reasons. First, we need to provide extensive-eval
provided alternative modules, such as the second communiyation of the research directions as well as the LiteOS plat-
cation stack. The kernel then loads the new stack into thefqgrm. Comparison with existing similar platforms, such as

memory as a backqp. o TinyOS, Mantis, and SOS, is also important. Because Man-
Isolation comparing with them rather than TinyOS might be more ap-

It has been challenging to design energy-efficient and propriate. Second, we need to evaluate the energy consump-
flexible communication stacks for wireless sensor networks tion of different services carefully, and explore conséora
due to both hardware limitations and energy constraints. In approaches. Because LiteOS uses threads as the basic build-
this research effort, we propose to implement a file systeming plock, it may consume more energy in context switches.
assisted communication stack for wireless sensor networks profiling such energy usage will be particularly important t
Instead of hard-wiring the communication stack into appli- develop energy conservation protocols and prolong system
cation logic as a layer, the new approach allows different |ifetime.
stacks to be dynamically chosen and loaded at run time in an
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