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Outline

Complexity of Distributed Systems
 From sensors to Systems of Systems

Interoperabllity

e Solutions
« Challenges

Middleware for Systems of Systems
 Model-based approaches

— Simplify development & support automation

 Runtime generation
— Semantic meaning, learning and middleware on demand




Context: Complexity in Distributed

Systems

Emergence of multi-faceted
‘Systems of Systems’

Work together to meet the global
aims of associated applications
and services

Characteristics

. Extreme heterogeneity

— Different networks (wireless, Internet,
Satelite, 3G, ...)

— Different hardware devices (mobile,
sensors, laptops, clusters, ...)

. Dynamic composition

— Which systems interact with which is
unknown until runtime

Large Scale & Complex

Networked Automobiles

Network of
Sensors




From distributed systems to

systems of systems

Three key dimensions:

. Mobility P —— > —>o°
e Ubiquity N pd

e Utility (cf. cloud computing) gy

See also Ultra-Large-Scale Systems
(http://www.sel.cmu.edu/uls/)




The ubiquity dimension

Key developments include:
 Low footprint operating systems for sensor devices
e Power awareness

« Emphasis on suitable overlay structures
— WSNs, MANETSs, VANETS, DTNSs, etc

e Tailored communication paradigms
— Tuple spaces, publish-subscribe, etc

e Tailored security and privacy models




The mobility dimension

Key developments include:

Supporting variable connection and disconnected
operation

Support for spontaneous interoperation
Context-awareness and adaptation

Tailored communication paradigms
— Queued RPC, tuple spaces, publish-subscribe, etc

Tailored security and privacy models




The utility dimension

Key developments include:

Emphasis on everything as a service (mfrastructure
platform, software) —

Techniques for large scale search, storage,
distributed consensus and processing

Supporting developments on virtualization and
associated infrastructure, e.g. see Xeno Servers

Proprietary infrastructure for cloud computing
— Google’s AppEngine, Amazon’s EC2, Microsoft’'s Azure,
Yahoo's HADOORP, etc.




Environmental Monitoring: From

Sensor Networks

Gumstix and Gridkit

 Predict flooding in a river valley in NW
England

— Sensor data is processed and relayed off-site
via gateway nodes where it is used as the input
for spatial models.

— The system also supports on-site execution of
point-prediction models, which are used to
reconfigure the system to suit predicted
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Standalone system Site 3
Developed in Isolation




Environmental Monitoring: To

Complex Systems of Systems

www.environmentalvirtualobservatory.org
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Key Challenges in Systems of




INTEROPERABILITY
SOLUTIONS




Interoperability

Interoperability is defined by Tanenbaum & van Steent

* “the extent by which two implementations of systems or
components from different manufacturers can co-exist and
work together by merely relying on each other’s services as

specified by a common Sstandard”.

1. A. Tanenbaum and M. van Steen, “Distributed Syste = ms: Principles and Paradigms”, Prentice-Hall




Language Interoperability

Interpreter
1. One speaker talks the 2. Auxiliary 3. One 3 party
other’s language Languages (e.qg. translator e.g. English
Esperanto) to French translator

4. A chosen shared
language 5. Babel fish




Standards-based Approaches

Application Middleware - Middleware Application

CORBA, Web Services

« Everyone has to be aware of the
same standard

 No interoperation with alternative
standards and protocols 4. A chosen shared

« New standard comes along ... language
— Another interoperability problem




Bridging

Legacy Legacy Legacy Legacy
o Middleware Bridge Ato B Middleware o
Application A B Application

Peer 3 Party Peer (Infrastructure) Peer
E.g. SOAP2CORBA

Bridge must be available in the ==
network

o Static and pre-planned

Significant development effort
3. One 3" party

 For every protocol pair translator e.g. English
to French translator

Interpreter

* New protocol
— Equals a bridge to every existing protocol




Transparent Interoperability

Peer 3 Party Peer (Infrastructure) Peer

Enterprise Service Buses (ESB),
INDISS

Mapping to a common protocol

 Translation at either end — to/from
the legacy or local protocol

Greatest common divisor problem 2. Auxiliary

* Only have the subset of behaviour Languages (e.g.
that matches between a pair Esperanto)




Analysis

Universal Standards are unlikely

« Cannot capture heterogeneity

« Development and uptake is slow compared to technology
progress

Interoperabllity must be End-to-end in large
scale systems
 E.g. ensure communication from sensors through to the cloud

Interoperability Is not just point-to-point and for
messaging and RPC

 Co-ordinate inputs/actions from multiple domains using multi-
party protocols e.g. event filtering, multicast




We Want Future-Proof

Interoperability

Interoperability between legacy platforms and platforms
developed upon new protocols in the future is required
e  Bridging, transparent interoperability, standards  not future-proof

Fundamental re-think of interoperability required

We want to be able to learn and deploy the correct
translation between two end-systems automatically

Interoperability

Solution Monitor & Learn

Monitor & Learn

Synthesize

Generated BINDING
5. Babel fish




INTEROPERABILITY CHALLENGES IN
SYSTEMS OF SYSTEMS




Example: Global Monitoring for Environment

and Security

Different Platforms

Different Middleware
Protocols

Different Application
behaviour

Different Data content
and Format



Middleware Heterogeneity: A

Sensor Networks Perspective

Different types of sensor middleware protocols
« Database style query

e Data sink protocols, event filtering

e Multicast

 Tuple space

System built to interoperate with one
iInstance will not interoperate with another

« Heterogeneous message format
e Heterogeneous message sequence
 In some cases heterogeneous abstraction




Application Heterogeneity

Different APl behaviours
e Sensor Network One
—GetTemperature(sensor N)  Temp

e Sensor Network Two
— GetAverageTemperature() Temp

« Different syntax (e.g. mean, average)




Data heterogeneity

<Temperature>
<value> 22 </value>
<unit> C</unit>

</Temperature>

<Temperature>
<value> 71</value>

<unit> F</unit>

</Temperature>

<Temperature>
<value> 22 </value>
<unit> C</unit>

</Temperature>

Temperature(22,C)

<Temperature>
<value> 22 </value>
<unit> C</unit>

</Temperature>

<Thermal reading>
<amount> 1 </ amount >
<scale> Celcius</ scale>

</Thermal reading>

SEVENTH FRAMEWORK
PROGRAMME



To
CONNECTed

Emergent
connectors
at semantic level
for eternal
connectivity

CONNECT
A run-time approach to eternal interoperability

________________

' = 1) Modelling and
reasoning about
peer functionalities

/o~t
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2) Learning

connector behaviours

3) Modelling, reasoning about
and composing dynamically

4) Runtime connector behaviours, both functional

synthesis of @ @ & non-functional

connectors




The CONNECT Consortium
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The CONNECT Process

Monitor the networked system to
discover:

What are its messages”?
What are the message formats?

Learn the protocol behaviour
What are the message sequences?

Synthesize the connection
How do the two protocols match?

Realize the CONNECTOYr

Generate the software to translate
one protocol to another




How do you learn message formats and content

 Polyglot from Carnegie Mellon University learn the field
boundaries

 New learning methods to uncover the content of each field and
what it means

How do you learn protocol behaviour

* LearnLib: learning algorithm that given a set of inputs can
determine the correct sequence of operation

* Monitoring and learning tools to uncover message sequences
(from security research)

Need to embrace and extend these technologies to fully
learn middleware protocols

How do you learn the mapping between two protocols?



How can we determine where two systems or protocols
are the same

« Where do they match?

Which fields correspond to which other fields?

 Which data is equivalent?

Ontologies offer a tool to reason about the semantic
similarities between data, protocols, middleware etc.

We must embrace ontologies within middleware
solutions that attempt to achieve future-proof
iInteroperability



Ensuring that interoperability between the core
functionality of protocols e.g. RPC, Publish-
Subscribe, etc. Is not enough.

Systems have non-functional properties that must
be maintained

e Security requirements

 Performance requirements

e Privacy requirements

Any interoperability solution must maintain these
In an end-to-end fashion

* E.g. It cannot become insecure at one end, or in the
middle of a CONNECTOr



MODELLING AND GENERATING
INTEROPERABLE MIDDLEWARE



Model rather than implement protocols

« Message format
— Message description languages (binary, text, xml protocols

o Message seqguence
— Automata

e Protocol translations
— Merged automata

Leverage Ontologies to



Message Description Language




Message Based

Msg-Header rules (which body to use?)

Specify Primitive Fields <iabel:length:type>

Specify a header

Specify one or more msg bodies

<Rule:header.field=value>

Specify Structure Fields

<Struct:label>
<Label:length:type>
<Label:length:type>
<end:label>

C dllyimniictit

<Header:GIOP>
<Protocol:32:String>
<versionMajor:8:int><VersionMinor:8:int>

<End:Header>
<Message:GIOPRequest>
<Rule:MessageType=0>
<RequestID:32:int>
<TargetAddress:16:int>

<align:32>

<ObjectKeyLength:32:int>
<ObjectKey:ObjectKeyLength:Octets>

<Parameters:eof>
<End:Message>

Next field doesn’t start until a particular byte boundary



<Types>
Specify Field Boundaries <Method:String>

c <URI:String>
. <Named Field:End Chars> <Version:String>

— Fixed field e.g. “Get” with “space char 32” <Cache-Control:String>

. <Host:String>
. <Fields:End Chars: Inner separator Chars>

— List of unknown fields “label:value” separated by inner char

<User-Agent:String>

— E.g “Cache-Control: no-cache” inner char=58 <EndTypes>

Msg-Header Rules S
<Message:SSDP_Search> <Method:32><URI:32>
<Version:13,10>
<Rule:Method=M-SEARCH> <Fields' 13,1058
<End:Message> <End:Message>

<Message:SSDP_Search>
<Rule:Method=M-SEARCH>

<End:Message>



Specialises  mmp

Listener
Actuator

BuildListener(String MDLSpec);
BuildActuator(String MDLSpec);

<Header:SLP>
<Version:8:int><FunctionlID:8:int>
<Messagel ength:24:int><0:1:bool>
<F:1:bool><R:1:bool>

<reserved:13:null><Next-Ext-Offset:24:int>

<XID:16:int><LanguageTagLen:16:int>
<Language-Tag:LanguageTaglLen:String>
<End:Header>




Execute the message sequences
of protocols

Transition
Receive or Send a Message

Message is a set of fields
corresponding to the Message DSL

Colours define network semantics
Each protocol has a different colour

A colour corresponds to the semantics
of sending/receiving a message on
the network



Generate this
translation
automatically

using
ontologies?




VANETS: Different Messaging
formats

BROADCOM
M

Common

Neighbour No NeighbourList

LocationCoordinate
s {Longitude, Target Route
Latitude}

Cluster
Head




Ontology Field Input Field

Labels Labels
Example — Example B
Destination D235 Dest D235

Use of Phonetic Computation :
-Derive codes denoting sound of a word

Example Example

Destination Match End

Use of Semantic Computation :
-Get similarity between words through the WordNet dictionary

Example Example
Destination Match Fin_Address

Use of Semantic Stemmer and Tokenisation:
-Fin_Address = {Fin, Address}, Fin maps on Finish; Finish matches
Destination

Tokenisation 4

(%)
(o}




More about Application More about ontologies and
heterogeneity and dynamic generation of
protocol modelling: mediators

Thursday 16:30 Friday 11:00

“Bridging the Interoperability | | “The Role of Ontologies in
Gap” Emergent Middleware”

By Paul Grace By Gordon Blair, Amel

Bennaceur
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Distributed Systems are becoming increasingly
complex

 Not consider middleware in isolation e.g. middleware
for sensor networks

« Rethink solutions for fundamental principles e.qg.
iInteroperability

Embrace new approaches

 Middleware on demand

« Models@runtime

 Semantic reasoning and machine learning



