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FOREWORD

On behalf of the organising committee we would likewelcome you to this"8edition of the
Workshop on Adaptive and Reflective Middleware, ethithis year is hosted in Urbana
Champaign, lllinois, USA.

The goal of the ARM workshop series for this argl seven prior incarnations is to bring
together researchers working on techniques and levidde platforms to engineer dynamic
adaptations in distributed systems. This year weived ten research paper submissions around
this topic; subsequently a rigorous review proceas followed with each paper receiving either
three of four reviews from international expertssBd upon this process, six papers were finally
selected to appear in these proceedings, and berges at the workshop.

The papers cover a range of topics related to eélggdsues of dynamic adaptation. These include
new techniques to perform and manage adaptatiodisttibuted; and also cover example
application domains where the use of adaptive reigddte is fundamentally important. We hope
these papers will form the basis of lively discassat the workshop.

There are a number of people we must acknowledgesevthelp greatly simplified the
organisation of this workshop. We would first like thank the Middleware 2009 conference
team, in particular Roy Campbell (General Chair) &ecilia Mascolo (Workshops Chair) for
their help in organising the workshop and creatihgse proceedings. Secondly, we warmly
thank the members of the programme committee wideskcated work in providing helpful
feedback to both ourselves and the submitting asthmade the reviewing stages
straightforward.

Paul Grace, Lancaster University
Frank Eliassen, University of Oslo

Workshop Chairs (ARM 2009
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ABSTRACT

With the increasing capability of vehicular comnuations
technology, VANETs (Vehicular Ad-Hoc Networks) have
witnessed significant development. Many VANET nguti
protocols have been proposed and operate well & gpecific
network they have been developed for such as dmnsparse
networks but tend not to operate well or interoperavith
different networks. This is a challenging requirein@nd we
address this issue by proposing a (re-)configurable
implementation that can adjust the behaviour of phetocol to
different operating environments and applicatiomuigements.
One possible way of achieving this is through a poment-based
architecture consisting of re-usable componentst tban be
plugged in and out of the system. The paper illuss how this
componentization process can be carried out and timwgiven
architecture is then configured to suit varyingwetk states. The
paper also identifies commonalities that exist asrdlifferent
routing protocols, leading up to the design of aneyc
component-based platform which can be used for VIAMEting
protocol development.

Categories and Subject Descriptors
C.2.4 Computer-Communication Networkg]: Distributed
Systems -Distributed applications

General Terms

Design
Keywords
Vehicular ad-hoc networks, components, dynamic re-

configuration, configuration, reflection

1. INTRODUCTION

VANETSs are an upcoming type of network that tydicaonsist
of vehicles interacting with each other, known et Vehicle
Communication (IVC), or with the Internet througtcess points
found along the road, known as Road-Vehicle Compatitin
(RVC). The goal of VANETSs is to share informationch as
traffic data and road safety warnings in order oic accidents
and traffic congestion. Even though VANETSs are a&red to be
a class of MANETs (Mobile Ad Hoc Networkg)], they exhibit
specific challenges due to their distinctive netwcinaracteristics.
Their salient feature$2] can be summarised as: a frequently
changing topology, high node mobility and repegteditioning
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of the network leading to network disconnectionse Dperation
of VANETSs is also largely dictated by the networndity and by
other factors including drivers’ behaviour. Denseaa experience
an overflow of messages sent out to vehicles wéplarse areas
encounter loss of messages because of lack of leship
propagate them. This implies new buffering techag&to capture
the messages both during a limited connectivity armbngested
bandwidth. On the other hand, drivers may show edsfit
reaction to messages received and also their pigldsmay cause
the network topology to change. Moreover, givenhitgh flux of
VANETS, considerable weight is imposed on the sssftg
deployment of routing protocols in such networks.

Consequently, it is imperative to devise new ragfmotocols for
VANETSs to ensure a reliable message distributiooweler it
remains a challenging task to find and preserveouater in
VANETS, and as such the implementation of routingtqcols is
a complex and time-consuming task. Given the higiignging
nature of VANETS, such an implementation cannoa Is¢atic one
i.e., one that should be applied for a given setafditions.
Rather, there needs to be a way to make the impitien more
dynamic, so that it can be easily configured toywey network
conditions, e.g. as a vehicle moves from a dense &parse
network, or communicating with other vehicles a# thternet.

A component-based approach is one possible andidrnely

advocated approach to provide a configurable armbnéigurable

solution. In [3], Szyperski defines components asnits of

composition with contractually-specified interfacasd explicit

context dependencies only....that can be deployezbamiiently
and are subject to composition by third partieA component
approach allows the software to be designed innenmge manner
for ease of re-use. It also allows an applicatmbé configured at
deployment time and even re-configured at run time.

The aim of this paper is to illustrate how a comgrrbased
architecture can improve the development of coméigle and re-
configurable VANET routing protocols. For this pose, we first
present a component architecture that we develégetthe BBR
routing protocol [11] that operates in sparse areas. We then
demonstrate how this architecture can be adaptechémging
network conditions, i.e. to dense traffic areasbs®guently, we
identify the commonalities that exist among VANE®uting
protocols and show how our architecture can besesgtun the
implementation of a broader spectrum of VANET poots.

The rest of the paper is organized as follows:i8e@ presents a
survey of the different routing protocols used IPANETS.
Section 3 introduces the component model. Sectiexpfains the
componentization of the BBR protocol. Section 5leates this
approach and finally, we conclude the paper iniGe@.



2. SURVEY OF VANET ROUTING

Finding and preserving a route in VANETs is a hyghl developing protocols (as described later). Our &l is
challenging task. A lot of research is being ingdsto devise illustrated in Figure 1; this shows categoriesafting protocols
effective routing protocols in VANETSs to achievebust message  (described next) and discusses features from exapmptocols.
dissemination. This section focuses on the resdite/o different
surveys carried out by the authorg4n 5] on the various routing
categories applied for VANETs. We use these surteydentify
commonalities and differences in routing protocahéviour.
These form the basis of a common component patfern

AODV [6] & DSR [7] - are unable to find, maintain and update londasin a VANET quickly.

Ad-Hoc routing protocols can be adaptive or not; adaptive
routing is preferred for VANETS given its capalyilio adjust to a
changing topology and reduce overhead. Howevegusecof the
highly dynamic nature of VANETS, it has low throymgh.

_ PRAODV & PRAODVM [4] - use speed and locatigmformation of nodes to predict the Iifetij
GPSRJ[8] — suffers from obstacles such as tall buildings @ees. ]

of a connection. However. thev relv heavilv on diceuracv of the prediction meth
Position
- hasec

A-STAR [17] —computes the best possible sequence of junctiare facket to reach its destination using st
maps. Found to perform better than GSR and GPSRubedt can choose pathsth higher connectivity t
delivera packe

and AODV

GSRJ9] — showshetter delivery rate, better bandwidth consumpénd reduced latency over Dﬂ

Cluster COIN [4] — produces more stable structures in VANETS thouliftle overhead isncurred.

- basec LORA_CBF[10] — performs better than AODV and DSR in a large higtily mobile network]

BROADCOMM [18] — works with simple highway networks. However, i found to
outperform similar floodina based routina protoc

Broadcast V-TRADE and HV-TRADE[19] - organize nodes into groups, where only a smaikstof

vehicles is selected to rebroadcast the messagseTirotocols showonsiderable improveme
in performance, but they incur a routing overheaselecting nodes to do the rebroadcastin

BBR [11] — broadcasts packets into the network in ordeeach maximum of nodes.

—[IVG [20] — incorporates a waiting time before deciding alvetbroadcasting. ]

BBR [11] — assignshte next broadcasting node within one specified ggafgcal region. BBR i
found to perform well in networks with frequent figmning and topology chang

Delay- VADD [12] — uses a carry-and-forward strategy to route pack® prioritization schemés
Tolerant appliedat an intersection to route the packet in the pessible path. Packet is stored in ¢

forwarding cannot be done. The routing path isiocmiously recomputed during the process.

I GeOpp921] — uses opportunistic routing and carry-dadward approach to route messagt;

sparse networks. It performs well in sparse netwarkd with dele-tolerant applications )

S
Max_Prop[13] —is used for sparse networks with limited transfepartunities. It operates
three basic stage~ Neighbour Discovery stage, Data Transfer stageStorage Manageme.J

Quality
of
Service

MURU [14] - aimsat optimising number of hops and providing a rolsaste connection by usina

metric called EDI based on factors sucasvehicle position, speed and trajectc )

<
PBR [22] - this algorithm focuses onsing mobile gateways instead of a roadside f
infrastructure in order to provide wireless Inte¢ro@nnection to vehicles on a ro

J

Fiaure 1 — Results of the survey on routina protocol



Position-based routing is well suited for VANETs since the
nodes are known to move along established pathseSbuting

tables are not used, no overhead is incurred wizemg a route.

However, it can suffer from routing loops and netadelays.

Cluster-basedrouting is performed in clusters. A group of nodes
identifies themselves to be part of a cluster ahd hode
designated to be the cluster-head will broadcasipticket to the
cluster. Good scalability can thus be providedldmge networks
but network delays and overhead are incurred whemifg
clusters in highly mobile VANETS.

Broadcast sends a packet to all nodes in the network, tjlgica
using flooding. This ensures the delivery of thecket but
bandwidth is wasted and nodes receive duplicate¥ANETS, it
performs better for a small number of nodes.

Geocastis considered as a multicast service within a ifipec
geographic region. It normally defines a forwardimume where it
directs the flooding of packets in order to reduvessage
overhead and network congestion caused by simplgdihg

packets everywhere. In the destination zone, unitaging can

be used to forward the packet. One pitfall of Gebis network

partitioning and also unfavourable neighbours whitky hinder

the proper forwarding of messages.

Delay-Tolerant protocols are mostly applied in sparse networks
which are found mainly in rural areas but also angk areas
where there can be low concentration of vehiclge@ally at
night time. In such cases, establishing an enditbreute is not
possible. This makes the routing of packets mdfidit which is
why such routing protocols need to implement a \d&éerant
aspect in order to cater for cases when therenarenodes
available to forward a packet. The technique adbpsecalled
carry-and-forwvard whereby a packet is forwardedyowhen
nodes are available. Otherwise, it is simply cdrrie

A Quality of Service protocol normally guarantees a good
performance through adequate resource reservatiod a
availability of proper infrastructure. In an ad-hoetwork such as
the VANET, it is very difficult to provide such sate unless
there is a roadside infrastructure. Nonetheless, ghotocols
developed for VANETs estimate the stability of aute by
analysing factors such as link delay, link reliajl vehicle
velocity and trajectory, vehicle position and dist@ between
vehicles; and calculate how long a route can rensaimected
and reduce the time required to repair a brokemection.

It is clear that there exist a range of routinguisgments and
network conditions in VANET applications; hence,eith is
potential for configuration and re-configuration a@buting
protocols. We revisit this survey in Section 5, ntifging the
commonalities and differences underlying these qumals; such
commonalities form the basis of a common architectehich can
be used in the development of VANET routing proteco

3. COMPONENT MODEL

This section talks about the component model OpenGsed in
our implementation. This is a lightweight modeka&dor software
architectures in a configurable manner to suitréggiirements of
a system. It also supports run-time re-configuratitirough
reflection, enabling a high level of adaptability the system.
OpenCom employs a small runtime kernel to managdiféecycle

of the components. The authors[1%] provide three case studies
showing the capability of OpenCom to adapt a systedifferent
environments. Figure 2 explains the component model
component advertises its services through an agerfind binds
to another component through a receptacle. An fauder
receptacle binding is shown in Figure 2. The remelptis used by
B to bind to the interface of A in order to accéss services
provided by A. Likewise, B may also publicize itergces
through an interface which can be accessed by otivaponents.

A
O) —» Componer
7 YN
< \

x D

Interface Receptacle

Figure 2. The Component Model |

4. COMPONENTIZATION OF BBR

As a first step in our investigation, we presenbmponent-based
architecture for a protocol called Border Node Blas®uting
(BBR). This protoco[11] is designed for sparse areas and mainly
uses broadcast to reach the maximum number of niodése
network and unicast when required to send messagesone
node to any other node. Its aim is to ensure abigli message
delivery with minimum delay in an ad-hoc networkiwiow node
density and high node mobility. It consists of talgorithms:
Neighbour Discovery and Border Node Selection diigors.
Figure 3 shows our component architecture usednfdement
and execute the BBR protocol; we now explain theration of
BBR in terms of the component implementation.

The Neighbour Discovery algorithm is used to discover the
neighbours of the current node and is implementgdthe
NeighbourDiscovery component. This component seeks the
services of thé?acketSendeand Timer components in order to
process the NeighbourDiscovery algorithm. Generally, the
neighbouring nodes are found one-hop away withia ithdio
transmission range of the actual node. All nodesedide their
presence by sending out “Hello” beacon messagdasdexlly.
The PacketSendecomponent takes charge of broadcasting these
beacon messages to the surrounding nodes. Sirscadéds to be
done periodically, th&imer component is used to schedule the
periodic transmission of these “Hello” message® ififiormation
thus obtained is then stored into a Neighbour tdijethe
NeighbourDiscovergomponent.

The Border Node Selection algorithms the core process of this
protocol used to designate the next node to brahdrgacket
received and is implemented by tRacketProcessocomponent.
This node is known as theorder nodeas it lies furthest away
within the transmission range of the source node.efample is
illustrated in Figure 4. If s is the first node lbooadcast a data
packet in this scenario, then it is a border nogal&fault. The
circle delineates the transmission range of s (letheas R).C1,
C2 and C3 denote the transmission range of s, d and v
respectively. Once s has broadcasted a data paitietnext
border node needs to be identified among the neigishof s so
as to further forward the packet out of the trasssion range.

The DataPacketHandlercomponent is responsible for creating
the data packet according to the format stated Hey routing
protocol. In case the packet is being broadcastethé first time,



the PacketSendecomponent will simply disseminate the packet

to the surrounding network. When a data packet besn
received, theDataPacketHandleromponent decides whether to
carry or forward the packet. First, it uses Boeward component
to check whether the packet received is a duplidatease of
which, it is simply discarded. In case it needsfdovard the
packet, it uses théacketProcessocomponent to trigger the

NEIGHBOUR
DISCOVERY

DATA PACKET
HANDLER

Border Node Selectiorprocess based on the following two
scenarios:

Case 1:0nly 1 neighbour in neighbour list of received letc

No border node selection is made. Instead,RheketProcessor
component triggers a periodic broadcast of the agegs times
through the services of thiacketSendeandTimercomponents.

FORWARD

PACKET

PROCESSOR

PACKET SENDER

TIMER

w

Figure 3. Commonalities in the BBR component archécture

Case 2:> 1 neighbour in neighbour list of received packet

Border node selectioiis triggered and two timer processes are

initiated: T,q (access delay timer) and,J (maximum delay
timer), which are coordinated by tfiener component. At the end
of T.q timer, the node decides whether it has to rebmstgc
depending on the number of neighbours it has attifne. At the
end of T,. timer, the node decides whether it is a bordeenad
that case, it re-broadcasts or stores the packdiject to
availability of neighbouring nodes.

ca-"" S~ —
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s /// \\\ //\,‘__QZ\\
~
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Figure 4. Border Node Selectior

All nodes lying around the border of the transnaissiange ofs

(d, v, t) (seeFigure 4) represent the next border nodes. These

have the least common neighbours (normally <= hypared to
the neighbours of sTable 1 shows how thisBorder Node

obtained from theNeighbourtable. If the border nodes do not
encounter any neighbours, thgataPacketHandlercomponent
will simply decide to store the packet using Bterecomponent
until potential new neighbours are met. Note ttnet Forward
component is also responsible for maintaining thtfeb table of
the data packets. THEmer component acts as a clock and is in
charge of scheduling various activities such ashtfemdcast of
the data packets, periodic broadcast of “Hello” sages and
coordinating thdorder Node Selectioprocess.

Table 1 Border Node Selection Process

Node | Neighbours Common Neighbour 4
s {t,a, c, d, v} Nil

d {s, c} 1

\% {s, a) 1

a {s,v, c} 2

c {s, d, a} 2

t {s} 0

The BBR protocol adopts a carry-forward strategy in ortter
minimize any packet loss when there are no nodese$acket
loss is highly likely to occur in environments waehere is low
node density, providing measures to counter thablpm in a

Selection algorithm is computed for s, based on information SParse VANET is a fundamental task.



5. EVALUATION

The aim of this section is to evaluate our architecfor BBR at
three levels. First, we evaluate how it can be goméd to adapt
to changing environment conditions. Second, wetilais the re-
configurability based upon the use of fine-grairemponents.
Third, we identify the commonalities that exist argahe various
routing protocols presented in Section 2, and shmw this

architecture is re-usable. We show that the implgai®n of

VANET routing can be geared towards a common gchite.

5.1 Configurability and Re-configurability

In the BBR protocol, when no border node is fousele(Section
4), the packet received is broadcagteines. This parameteris
configurablesuch that it can be increased or decreased tahsuit
given network density. Similarly, there are othargmeters that
affect the functioning of the routing protocol. Feetample, during
the Border Node Selectioprocess, at one point in time, nodes

allocation process in order to broadcast a packéhe network,
which is same as the BBR border node selectionegsocThe
other routing protocol in this category, BROADCOMWNB], also

exhibits the same features as BBR, hence, implfhagthe same
component architecture can be utilised as.well

Result: For protocols from the same category, a minimainge

needs to be brought to the architecture such a<réwtion of

components that process data packets as per thecplro
specification. Our architecture can easily be asthpgb another
protocol, thus facilitating the new protocol’s irepientation.

Scenario 2: Protocols from different  categories.
The category i®elay-Tolerant and the protocols aMADD [12]
andMax_Prop [13].

VADD: In VADD, three different modes are applied for letc
dissemination: Intersection, StraightWay and Desiim. Upon
analyzing VADD, it is found that its implementati@onsists of
the following componentsNeighbourDiscovery PacketSender

have to takedecisions about whether they should re-broadcast a DataPacketHandler Store Forward, StreetMapData(to obtain

packet T,q) or whether they are the next border node to carry
forward a packet receivedl {,). This decision is based on a
given number of neighbours. These parameters caotfggured

in the architecture at design and run-time; e.g. tlamber of
neighbours tested ifi,,, can be decreased in a low density so
that a border node may still decide to re-broadcast

Moreover, although the BBR component architectameveloped
for a sparse network, it can be adapted to be glegln a dense
network. In this case, there is no need to carckes given the
availability of nodes, implying changes to the dgufation such
as removing theStore component and adjusting the controller
parameters as mentioned above.

The Packet Processorcomponent can be divided into sub-
components to perform tasks such as:

1) Broadcasting a packpttimes when no border node is selected.
2) Initiating the Border Node selection process.

In the implementation, these tasks are used with shme
frequency and are encapsulated within the same coem.
However, in dense areas, it is possible that tixitealways be
neighbouring nodes, implying that the second task be
executed most. This is encapsulated within a subpoment that
is plugged into the system. This shows that the pmorant
architecture can be configured flexibly to integrdine-grained
components without affecting the operation of thetqcol.

5.2 Commonalities in VANET Routing

We have considered 3 scenarios to identify comnitigsland
variabilities among routing protocols. All VANET uting
methods perform sending and receiving of a padaieduling
the execution of particular tasks or discovering gurrounding
neighbours. The re-usable components that perfohmset
functions have been enclosed within a dashed fingigure 3 to
highlight how we exploit these commonalities.

Scenario 1: Routing protocols from the same categgr The
category iBroadcast; we compard RADE [16] to BBR.

TRADE: Since this protocol is similar to the BBR protqcall
the components of BBR can be re-used to adapt ith®
requirements of TRADE. The latter also mentionsoedbr node

street map data),IntersectionModge StraightWayMode and
DestinationMode These last three components show different
ways of forwarding a packet at an intersectionastiraight road
and at a destination respectively. If no node isntbin any of
these modes, then the packet is stored. This asasws that
most of these components are already available fremgiven
architecture ofBBR and are re-usable. The two components
labelled “BBR” in Figure 3 can be replaced in VADD the
following way: TheDataPacketHandleccomponent will need to
be customized so that it creates packet formats/fDD. The
PacketProcessocomponent can be replaced by th&ersection
StraightWayand Destination modes, which represent the core
function of the protocol. All of these will be sujga with street
map information from &StreetMapDatacomponent. [12] also
mentions variations in the VADD algorithm, namelyMADD,
D_VADD, MD_VADD and H_VADD. Each of these has a
different approach to deal with thetersectionmode. This means
that thelntersectioncomponent can be further refined into sub-
components. H_VADD, being a hybrid of the othersi@ns, can
be implemented as a controller to coordinate thiers.

MAX_PROP: Max_Prop operates in three basic stages
(Neighbour DiscoveryData Transferand Storage Management
The common components that we have identified are
NeighbourDiscoveryPacketSender, TimefStore Forward and
DataPacketHandlerHowever, the last two components need to
be adapted: thEorward component must accommodate deletion
of packets based on whether they have been ackdgedeas
delivered. TheDataPacketHandlermust be customized to the
packet format of Max_Prop. The new component tadded is a
Prioritizing component (used to allocate priority to messages
before they are actually distributed). Since thencfions
coordinated by the latter component are complemay need to

be refined into sub-components. For instance, dris functions

is to calculate the probability of node meetingsquired in
message routing. This can be separately developed aub-
component to be used in other protocol implemeorati

We repeated the scenario; this time with a diffexategory i.e.
Cluster-Basedand the protocol analyzedli©RA_CBF [10].
LORA_CBF: This protocol can be summarized in four stages:
Cluster Formation Location DiscoveryRoutingof Data Packets



and Maintenanceof Location Information These can in turn be
mapped onto the following componergsnilar to those in BBR):
NeighbourDiscoveryTimer, PacketSenderStore Forward. The

[3] Szyperski, C. 1998. Component Software: Beyddisiect-
Oriented Programming. Addison-Wesley.
[4] Li, F. and Wang, Y. 2007. Routing in vehiculad hoc

PacketProcessotomponent needs to be replaced by a new one tonetworks: A survey. IEEE Vehicular Technology Magaz 2, 2

performCluster Formatiorninstead of Border Node Selection.

(June 2007), 12-22.

Result: The scenario shows the potential for re-usable [5] Bernsen, J. and Manivannan, D. 2009. Unicasiting

components. The component architecture can be quoefi to
accommodate the variabilities of different categerof routing,
combining reusable components with the additiofir&-grained
components specific to individual protocol behaviou

Scenario 3: Show different component architecture ofa
routing protocol from a different category, yet identifying a
percentage of commonality.The category iQoS (Quality of
Service) and the protocol analyzedi&IRU [14].

MURU: The functionalities of MURU arecalculate the EDD
metric capture street map dat&alculate shortest trajectory to

the destination find vehicle location, check vehicle speed,

generate RREQ messagedperform a pruning mechanisriach
of these can be mapped onto individual componessong
which those common with BBR ar®ataPacketHandlemwhen
customized to properly format packets and alsoter&REQ

messagesPacketSendeand Timer (must be adapted to perform

the pruning to allow a node to delay the forwardaiga RREQ
message). N&toreandForward components are required.

Result: This shows that when variabilities exceed comnitiasl
for a particular routing strategy, then there tidipotential for
configuration of the component architecture. Howevthe
common architecture remains useful particularly nviaelapting
behaviour e.g. if it was required to move from gimple BBR
behaviour to more complex MURU behaviour.

6. CONCLUSIONS & FUTURE WORK

In this paper, we have highlighted the benefitaafomponent-
based approach in the implementation of VANET muyti
protocols. We have demonstrated that most protowitlin our

categories (for example position-based, clusteedasshare
common patterns and we also demonstrated how ttesebe

mapped on to common components. The variabilittesalso be
mapped on to new components specific to the protrud can be
plugged into the system. The common components fan
separated from the more protocol-specific onestamte provide
a common platform in the implementation of VANETUtiog. We

have shown that, through such an approach, theemmgitation is
configurable at deployment time. As future work, imend to

show how such component architectures can be dgadynre-

configured in order to adapt the system to the enggohanging

network conditions; hence facilitating both the elepment and
deployment of more flexible VANET routing protocols
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ABSTRACT simulations (e.g. earthquake simulators, fire simulators) are often

This paper presents a reflective middleware architecture for developed by domain experts who have a clear understanding of
simulation integration based on structural reflection and the field and are often difficult to recreate.

metamodel concepts. The proposed architecture extracts thesyjiding complex simulations to understand the joint effect of
simulator information as metamodels from the base-level myitiple phenomena (spread of hazardous material as a result of
simulators, determines the required features and modules usingn earthquake, impact of earthquake on the cellular network in a
semantic constraints, and reflects the modified featureseto th yegion) is useful. Consider an existing simulator in the crisis
base- level. It is shown that the reflective middleware architect  yanagement domain, HAZUS-MH, which estimates losses from
addresses various challenges in simulation integration. It alsopotential hazards such as earthquake, wind, flood or release of
enables a design that is more adaptable, flexibleemster to  hazardous material [18]. HAZUS-MH can be used in a scenario in

extend. We present a detailed case study from thegemey  which a hazardous material has been released as a genseqf
response domain, where simulations are critical, to illustt@e  an earthquake. In this scenario, authorities may wish to block
potential benefits of applying the proposed architecture. traffic, the blocked roads may be captured within a transportation

simulator, e.g. the INLET (Internet-based Loss Estimation Tool)
transportation simulator [19]. Such integration is useful to
understand various factors that can adversely delay evacuation
times or increase exposure and consequently used to make
decisions that can improve safety and emergency response time.
In the example above, one can study the actual effect of blocked
roads on the number of people affected by the hazmat release.
Keywords Additi_onally, traffic loads in the blocked area are reduced
enabling emergency response teams to reach the crisis sooner.

Categories and Subject Descriptors
D.2.11 Boftware Engineering: Software Architectures Patterns
(Reflection)

General Terms
Design

Reflective Middleware, Simulation Integration, Structural

Reflection, Metamodel One approach to studying joint impact is to build monolithic
simulations; this is a cumbersome process; economic and
1. INTRODUCTION organizational constraints make it infeasible to build these

Modeling and simulation (M&S) are accepted problem solving complex distributed simulations entirely from scratch. The second

methodologies for the solution of many real-world problems. approach is to leverage existing simulators (developed by

There is a wide variety of methods for studying models of real- experts); since each simulator has its own models and entities, the

world systems using software designed to imitate the system'sintegration is a big challenge. In this paper we focus on using

operations or characteristics, often over time. There are severafeflective middleware solutions for integration and enhancement

advantages of using simulations instead of experimenting with theof simulations built by domain experts that are likelailable.

real system itself: simulation is cheaper, quicker, and enableswe design a reflective architecture for simulation integration in

what-if analyses for better system design [1, 12]. This is which interoperability of different simulators can be ultimately

particularly true in domains such as emergency response wherechieved via shared metadata. In Section 2, we discuss tresirela

the need to simulate disasters, their impact and theaeffiof work in simulation integration and its limitations. $ection 3, we

response methods are often validated via simulations. Thesejescribe the reflective architecture, challenges, amd meta-
model. We illustrate the power of the reflective model using real
world case studies in Section 4 and compare the reflective

Permission to make digital or hard copies of all or part of this work for approach with a popular simulation integration framework (the

personal or classroom use is granted without fee provided that copies areHigh level architecture). Finally we conclude in $att5 with

not made or distributed for profit or commercial advantage and that f,tre research directions.

copies bear this notice and the full citation on the first page. To copy

otherwise, or republish, to post on servers or to redistribute to lists,

requires prior specific permission and/or a fee.
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Figure 1. Reflective Architecture for Simulation Integration

2. RELATED WORK interoperability requires capabilites beyond what these
frameworks can provide. Time synchronization across multiple

To the best of our knowledge, simulation integration has beensimulations is one such challenge. Time synchronizationcgevi
applied in two domains — (a) military command-and-control and offered by traditional middleware frameworks typically need the
(b) games. The U.S. Department of Defense (DoD) has promotedparticipants to agree on a common interpretation of time and on
the development of distributed simulation standards to provide acommon time advancement methods. Although existing
common framework in which simulators can be integrated. Thesesimulators model time in disparate ways, it is difficalchieve a
include standards such as SIMulator NETworking (SIMNET) [4], joint integration without a clear understanding of how each
Distributed Interactive Simulation (DIS) [15], Aggregate Level simulator represents and advances time — this is edsémtia
Simulation Protocol (ALSP) [5], High Level Architecture (HLA) accurate simulation.

[6, 7]. These standards provide specific services for

interoperability in niche applications, for example DIS for human- 3. A REFLECTIVE ARCHITECTURE FOR
in-the-loop simulators or ALSP for war games. The recent HLA SIMULATION INTEGRATION

effort has become the defacto standard technical architecture fofrpare are several challenges that must be addressédlyto
military simulations in the United States — it aims to promote (egjize simulation integration. The first challenge in modeling
interoperability, scalability, and reusability bet\_/veen S|mulat_ors complex scenarios using multiple simulators is the analysis of
One of the central components of HLA is the Runtime cqse effect relationships between those simulators. The second
Infrastructure (RTI); ORBs and CORBA services are candidate cpajienge arises from the fact that each simulator uses its own
tools for implementing HLA RTIs. While HLA led to some new  mqqels and entities; these must now be integrated in the context
insights in simulation integration, its broader applicability for 4 5 single simulation. The simulators need to exchange the data
general simulation integration is questionable. It is a complex 44 have a correct interpretation of the data they send and receive.
standard designed specifically for the military domain and is not |; g necessary to analyze the data types used interbplthe
transparent enough — too much low level knowledge is neededgjyators. Therefore, there are challenges in data transformation
from the practitioner. Addltlonally it requires the participatuts and data integration. Time synchronization is yet another
agree on a common interpretation of data that is produced andpjlenge. When integrating simulators, there is a need for
exchanged between them. Recently simulation integration gynchronization of time between the different models. The
methods have been used in the game community [8, 9, 10, 11kimyjation clock that controls simulation time during execution of
primarily to support interoperability. As in the case with the HLA 5 gimyjation resides within each simulator itself. Time
architecture, solutions here are prescriptive - they force thesynchronization mechanisms are needed to ensure causal

developers to provide a particular functionality or to conform 0 qrrectness for models that use different time advancement
specific standards to participate in the integration process. mechanisms.

In contrast to the above approa_ches where the participatinggiyen the potential black-box nature of simulators developed by
simulators must conform to predefined standards, our goal is toexperts in diverse domains (earthquake engineering and
leverage existing simulators, as is, while enabling data yansportation systems in the introductory example), we believe
interchange between them. Existing middleware frameworks S”Chthat achieving a completely automated plug-and-play integration
as CORBA, DCOM or RMI [2, 3], XML tools support data o simulators is a very difficult, if not infeasible challenge. Our

exchange between software applications; supporting semanticyoais are more modest — we intend to develop enabling tools that



will simplify the task of simulation integration with wide range

of simulators that vary in the degree to which they expose their 1 1 1
interfaces and implementations. Our solution does not require Interface Sourcecode| | Database
simulator developers to adhere to a strict programming interface Base-level

or conform to particular design styles - the ability to flexibly Metatoval
interoperate with multiple simulators is our goal.

We will use reflective middleware solutions to provide a [ Feature ] [ Constaint
principled, yet flexible approach to support the development of \—_’
simulation integration platforms. There are two main forms of

reflection in middleware platforms: structural and behavioral Struchral Peature) | Behaviorl Peature
reflection [16]. In solutions for simulation integration, we are

primarily interested in abstracting out the structural aspeficthe e T = T
underlying simulators. Structural reflection is concerned with the I;| }—{ I“p—{ i—i

reification of the underlying structure of objects or components, -
e.g., in terms of the needs of the high level integration tasle T Figure 3. The meta-model

expected mode of operation is that the actual interactions betweertonstraints for simulation integration is a human in the loop
simulations are specified and altered by a specialist who process which results in the annotations that are invisible to base-
understands the purpose of the different simulators (and thelevel computation and are provided to the meta-level. In the
rationale for their integration) but not necessarily their details. following section we propose our metamodel.

3.1 Reflection for Simulation Integration 3.2 Meta-model

In this section we present a two-level reflective architecture for In this section we attempt to construct a metamodel that helps to
simulation integration, as illustrated in Figure 1. In the pregos reify the main features of the simulation platforms. Metamodels
architecture, integration of different simulators can be ultimatel make the underlying simulators more understandable by
achieved by using the meta-level for specifying/modeling the abstracting out lower-level details of integration and
properties of the different simulators and reasoning about theinteroperability. The main challenge in deriving a metamodel is
interactions among the different simulators — i.e. what we intend what features need to be present in the metamodel. Since our
to design and develop is a meta-simulator. The meta-level ts buil metamodel needs to take several domain expert simulators into
on base-level simulators; reification of base-level entitieddyi  account, the metamodel should be comprehensive, yet extensible.
data structures at the meta-level, modified features of theseThe careful examination of the features in various simulators of
structures that implement the integration are then reflectéiteto  the different domains has allowed us to identify and categorize
base-level. A closer look at the base-level simulators tHeesse  common features using key classes. We describe the process and
reveals that the structural aspects of the simulation application areools used in deriving key structural aspects of simulators to assist
not merely in the simulator code - backend databases and modelthe integration process.

stored in domain-specific formats contain aspects of the _. . .
simulators that may need to be explored as well - in generaI,G'Ven a set of sample simulators, we used Creole as an éclips

there can be many kinds of meta-level entities to cover variousP!Ug in to examine source code dependencies and to extract the
integration aspects. By using the metamodeling capabfiiy t simulator’s features. Since Creole did not help us with complex

model elements that need to be integrated can be extracted. and large simulators, we implemented a parser using a tool for
large scale code repositories search [17] to extract the eatitibs

A major challenge toward the realization of reflective attributes from a Java simulator using the simulator’s source code,
architectures for simulation integration is related to the interfaces, and databases. Then we group extracted information
complexity associated with reification. Many refleetigystems into features to capture the structure of the simulator. The features
[2, 3] provide access to their internal operations in terms of aare put into the same class if they are considered egqotvalhe
composition graph, describing the dependencies between theikey classes in our metamodel will be: model elements, features
components. Such an approach requires the specification of allvhich could be structural features or behavioral features, and
interfaces and objects involved. However, in using existing constraints. Model elements are the main elements of a siomulati
available simulators we may not have access toeddlild of the and can be captured from the interfaces, the source code, or
simulators including the specification of their interfaces and databases. Since we are interested in structural reflection,
objects. In our approach, we formulate the metamodel thatcurrently we only use structural features which include classes
captures concepts of interest using a publish- subscribeand attributes. We may also take behavioral features into account
mechanism for data exchange — here, subscribers (the simulationo represent operations and associations in future. Constraints are
integration tasks) express interest in aspects that they want td¢he number of limits for the simulation parameters in the
observe (implemented by base-level simulators) — when changesimulation model.

in these monitored aspects occur at the base simyl#étersmeta-
level entities receive information or updates of interest via

publishers. A pre-existing set of ontology models assist in the CONstruct ourhmeta?od_el using UML (U(r;ifliedh Modeling |
matching process for the pub-sub implementation of the L@nguage). The reflective UML metamodel has severa

simulation integration task — these include domain ontologies thatMétamode! propositions including class diagrams for describing

are representations of knowledge in a well-circumscribed domain. e ma}_in elemedntls and the statlkc rEell\i't:'ons gn}ong théenus)eté )
Interoperability of different simulators can be achieved by sharing € Eclipse Modeling Framework (EMF) to define and customize

and understanding the metamodels. Implementing the semanti@Ur Metamodel which also allows the automatic generation of

Figure 2 shows the key classes that comprise our metamodel. We
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Figure 3. (a) CFAST Metamodel, (b) Drillsim Metamodel

tools (such as a repository). We will explain some exampléso has its own structural features. We try to make our model general

key classes in our case study in next section. and easy to extend to be used for any other fire simulator. A major
property associated with any simulation is time. CARS@ time
4. CASE STUDY stepped simulator which has a simulation environment interface in

In this section we develop a case study for simulation integrationwhich the simulation time duration and time intervai de
using two available existing simulators — the primary goal is to defined. Structural features of time are simulationt $iae, time
validate the proposed reflective architecture and understand issuemterval, and current time. The second model element is the fire
in its realization. The two simulators are (a) a firesator that which has several structural features, such as locationyfieg t
simulates the effects of fire and smoke inside a building and (b)time, temperature, etc. Finally, geometry is anothedehelement

an activity simulator that model a response activity — evamuat in CFAST which includes information on the building geometry
. . . such as compartments and connections between compartments.
4.1 Fire Simulator: CFAST CFAST has also some limitation on its parameters that can be

CFAST, the Consolidated Model of Fire and Smoke Transport, is specified in the metamodel using constraints. There are two
a simulator that simulates the impact of fires and smoke in asignificant properties of the metamodel that we want to briefly
specific building environment and calculates the evolving mention: flexibility and scalability. First our metamodel iscibée
distribution of smoke, fire gases, and temperature [14]. CFAST pecause it is easy to add other key classes to the metansintg!
have several interfaces to input the parameters that containUmL specifications. Second, we made our metamodel scalable by
information about the building geometry (compartment sizes, developing the meta-adaptors. When using another fire simulator
materials of construction, and material properties), connectionswe can adapt its metamodel to the CFAST metamodel using the
between compartments (horizontal flow openings such as doorsadaptor. Detailed information about the meta-adaptors is beyond
windows), fire properties (fire size and species production rates asscope of this paper.

a function of time), and specifications for detectors. The simulator

produces outputs that contain information about temperatures, 4.2 Activity Simulator: Drillsim

ignition times, gas concentrations such as CO and CO2, and etc. Drillsim is a simulation environment that plays out tivities

of a crisis response (e.g., evacuation), which is a multi-agent
system that simulates human behavior in a crisis [13]. Agents
Ef:present an evacuee, a building captain, etc. Eagagt has a set

Of properties associated with it, such as physical and perteptua
profile (e.g., range of sight, speed of walking) and the current
health status of the agent (e.g. injured, unconscious). At any
given time, agents are associated with a given location in the

Figure 3-a shows the representation of CFAST using our
metamodel. Since in CFAST we only have access to several
interfaces and we do not have access to the source code an
databases, the model elements are captured from thadet In
the figure the model that we try to capture is CFAST-fire. The
model elements include time, fire, and geometry. Edement



geographical space. Indoor space consists of floors, rooms,
corridors, stairways, etc. Outdoor space is represented by a grid in
Drillsim. Figure 3-b shows Drillsim using our metamodel key =
classes extracted from the source code and databases. T

Diata Tran slator
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N
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~ i

i

4.3 Drillsim-CFAST integration Mota %8l gty conciin, T Locanen Healthlovl Time, Posiion

In order to integrate Drillsim and CFAST using our reflective
architecture we first need to extract semantic constraints by using Detabases =
the metadata to capture where we need to integrate the two S‘“'“‘““‘?@ =
simulators. The careful examination of the features in the Fire Simulator: CFAST Activity Simulator. Drilsim
metadata and the cause-effect analysis allow us to extrac
following constraints. The main constraint is that fire from
CFAST can affect an agent's health in Drillsim. Therefore we timescale transformation we can transform the internal time of
need to extract the harmful condition caused by fire and smokepne simulation into the internal time of another simulation. When
from CFAST and update agent health condition in Drillsim. The a message or update is sent to another simulator, it hasea ti
following are the examples on how the integration enables stamp which is transformed to the timescale of receiver. For
information interchanged between two simulators: messages sent over multiple simulators the transformation is
repeated. Time stamp transformation can be achieved by
computing the difference from message creation and its arrival.
Since CFAST and Drillsim are both time stepped simulators the

Agent_s in Drillsim can talk about _the fire and its location — timescale transformation can be performed by means of time
this will prevent agents from entering dangerous areas. calibration

Smoke from CFAST can decrease someone’s visual distance

Baselevel| Intertaces & =

Figure 4. Using the proposed architecture

Harmful condition from CFAST can affect someone’s health
in Drillsim.

in Drillsim. ~ 4.3.3 Geometry Transformer
Harmful conditions from CFAST can affect the evacuation Geometry translators have the responsibility of performing
process in Drillsim e.g. increase walking speed. coordinate conversions between geographies that use different

coordinate systems. To create this translator module we create a
set of guide points in both geographies and determine a coordinate
transform matrix. Figure 4 illustrates how to use the proposed
architecture in our case study 1) it allows to extract tmeilsitor

esign information as metamodels from the base-level simulators
using their interfaces, source code, and databases. In CRAST
go not access to the simulator’s source code and databases but we
can access several interfaces that contain simulatiamgters.

On the other hand, Drillsim does not provide us with powerful
interfaces but we can access the source code andisesal?) by
using the metamodels capability the model elements that need to
4.3.1 Data Issues be integrated can be extracted. This step is a human-iodpe-|
We discussed one example of the semantic constraints betweeRrocess and we use the semantic constraints for integration. In our
the two simulators. In our example harmful conditions extracted case study, the fire and smoke from the fire simulator can affect
from CFAST can affect the health of agents in Drillsim. In the Someone’s health in the activity simulator; 3) using the main
data management module we need to update an agent's healtitodel elements involve in the integration we need: (i) the data
level in Drillsim based on the harmful condition caused by fire translator to transform the data on fire and smoke and to update
and smoke in CFAST. In general, the data management modulé2gent's health, (i) the time synchronizer to synchronize the time
provides data transfer that preserves the meaning and relationshipdf fire and smoke to the time in Drillsim, (iii) the geometry
of the data exchanged between two simulators. Since we ardransformer to perform coordinate conversion between the two
working with existing simulators, we cannot use the methods Simulators. Finally; 4) by using reflection we reflect the modifie
based on the common representation of data. Each simulator majeatures to the base-level that means we modify health comsliti
have its own data representation which can not be easily modified USing the source code and databases in Drillsim.

We used data translators that work based on the constraints ; ; . . .
Clearly one of the most difficult portions is to extract these gothepi&‘ggixltgrgkéiuéa%e HlLﬂeSSQitr?aglr_l,eAf Z?thr;;i);;son
constraints. Finally if the data translators are implementeddf d . h .d ng lex. if
correctly, they can provide immediate conduits to publish or defense domain such as our case study Is very complex, if not
subscribe to information. |mp9§S|ble. In HLA low level knowledge needed from
participants. Each simulator must use the common data format
4.3.2 Time Synchronizer that leads to simulations that are very closely coupled to an
Time synchronization can be implemented differently in underlying databaseSince the HLA environment is a fully
simulators: clock synchronization and timescale transformation distributed simulation environment, the simulators must fully
are two common techniques. In clock synchronization the conform to th(_e deagngted _features of the HLA standard. Note
simulators’ clocks have the same time at any given moment whichthat transforming existing simulators to conform to the standard
is a costly approach and sometime impossible because the interndl'@y not always be feasible. In our reflective architecture each
time advance manner of a simulator might not be accessible. [nSimulator can have its own data representation, internal time

Since the harmful condition in CFAST is associated with the
specific time and location, we need a time synchronizer and
geometry transformer. Each simulator has its own internal time
management mechanism. This implies that we need a time
synchronization method to guarantee the logical correctness an
causality during simulation. The two simulators also use different
geometry representations — translators are required to translat
specific locations in CFAST to corresponding locations in
Drillsim. In the following sections we will describe each
integration module in more detail.



management, and data management. Therefore, we do not forcft]

the simulators to change their internal properties. Another
advantage of our reflective architecture is separation of concerns,

that is, separate the concerns related to the simulation domair'[5]

from those related to the integration mechanisms. Additionally it
provides a design that is more adaptable, flexible and easier to
extend.

(6]

Table 1. Comparison between HLA and Reflective
Architecture for simulation integration

5. CONCLUSIONS AND FUTURE WORK

In this paper we proposed a reflective middleware architecture for

Criterion HLA Reflective Architecture [71
I Semantic
P ! Interoperability Interoperability
Objective I Reusability I Reusability (8]
! Flexibility
: | . .
Domain | Defense ! FIeX|b_Ie via usehof
domain ontologies
! [9]
t Low level ! No need to conform
knowledge ! :
. the internal properties
Complexity needed ) .
. | I Semantic constraints
! Lack of semantic ~ .
. . implemented at the
interoperability
meta-level
: | — _
Time ’ ?opr?srzlr?/teﬁi\?:d I Allows Timescale
Management transformation
methods
! Merges domain-| ! Separate concerns
separation | OIS | Gomain 1o those related
of Concerns ltegrat . .
simulation to integration
aspects mechanisms

[13] Balasubramanian, V.,

Pope, A. 1989. The SIMNET Network and Protocols,
Technical Report 7102, MA: BBN Systems and
Technologies, Cambridge, Massachusetts.

Weatherly, R., Seidel, D., Weissman, J. 1991. Aggregate
Level Simulation Protocol, Summer Computer Simulation
Conference, Baltimore, Maryland, 953-958.

Xiaoxia, S.. Quihai, Z. 2003. The introduction on High Level
Architecture(HLA) and Run Time Infrastructure(RTI), SICE
Annual Conference, Japan, 1136-1139.

Kuhl, F., Weatherly, R., Dahmann, J. 1999. Creating
Computer Simulation Systems: An Introduction to the High
Level Architecture, New Jersey, Prentice Hall.

Ling, Y., Zhang, M., Lu, X., Wang, W., Lao, S. 2006.
Model Searching Algorithm Based on Response Order and
Access Order in War-Game Simulation Grid, Edutainment,
Springer-Verlag Berlin Heidelberg, 627-637.

Huang, H., Wu, W., Tang, X., Zhou, Z. 2006. Federate
Migration in Grid-Based Virtual Wargame Collaborative
Environment, 606-615 .

[10] Rhalibi, A.E., Merabti, M., Shen, Y. 2006. Improving Game

Processing in  Multithreading and  Multiprocessor
Architecture, Edutainment, Springer-Verlag,669 — 679.

[11] Jain, S., McLean, C.R., 2005, Integrated simulation and

gaming architecture for incident management training,
Simulation, Proceedings of the Winter Simulation
Conference, 904-913.

[12] Fujimoto, M.R., 2000. Parallel and Distributed Simulation

Systems, John Wiley and Sons, Inc., New York.

Massaguer, D., Mehrotra, S.,
Venkatasubramanian, N., 2006. Drill[Sim: A Simulation
Framework for Emergency Response Drills, Intelligent and
Security Informatics (ISI), 237-248.

simulation integration that implements structural reflection to [14] Peacock, R., Jones, W., Reneke, P., Forney, G. 2005.

alleviate the flexibility issues in current simulation integration
techniques. In this architecture, the meta-level is structased
series of metamodels representing the various simulators. We

CFAST- Consolidated Model of Fire Growth and Smoke
Transport (Version 6) User's Guide, NIST Special
Publication.

have implemented a detailed case study using two available[15] Davis, P.K. 1995. Distributed Interactive Simulation (DIS)

simulators and illustrated the utility of the reflective architecture
In the near term, we intend to extend our approach to integrate
more than two simulators. Future research will focus on
addressing challenges in
reification, generalizing the metamodels for other evacuation and
fire simulators, integrating simulators in other domains including

in the Evolution of DoD Warfare Modeling and Simulation,
Proceedings of the IEEE 83(8), 1138-1155.

the complexity associated with [16] Kon, F., Costa, F., Blair, G., Campbell, R.H. 2002. Tase

for Reflective Middleware, Communications of the ACM,
45(6), 33-38.

earthquake and transportation simulators as well as supporting17] Lemos, O., Bajracharya, S., Ossher, J. 2007. CodeGenie:: a

non-Java simulators.
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ABSTRACT Keywords

Quality-of-service (QoS)-enabled publish/subscribe (pub/sub) mid- QoS, Pub/Sub, Machine learning, Dynamic environments
dleware provides powerful support for scalable data dissemination.

It is hard, however, to maintain specised QoS properties (suchas 1. |INTRODUCTION

reliability and latency) in dynamic environments (such as disas-

ter relief operations or power grids). For example, managing QoS Emerging trends and challenges. The number and type of

manually is often not feasible in dynamic systems due to (1) slow distrib_uted systems that utilize publish/subscribe (pub/sub) tech-
human resporse times, (2)the complexity o managing muliple n- "0/ 9= 1Y@ grown due fo fhe advantages of perfornance, cost,
terrelated QoS settings, and (3) the scale of the systems being man- : par g P ' ’ mpie
aged. For certain applications the systems must be able to re-ectpUb/SUb middleware include Web Services Brokered Notiscation
. o : A
on the conditions of their environment and adapt accordingly. ;Vg\gg'\?_awsfn 0;) i?]gr%f/gm“;rgg:aesgcgggﬁz Fz\r]]l'\jllévx?e_sun
Machine learning techniques provide a promising adaptation ap- com/ r;ducts/"ms ), the CORgBA Event Servic ’ orﬁ

proach to maintaining QoS properties of QoS-enabled pub/sub mid- p ! ’ onfw.omg.

dleware in dynamic environments. These techniques include deCi-ﬁ{g{t)eg,]]réotlﬁg%g?;%ﬂfﬁéi’;%;mggﬁxfgtﬁgrV'Ce' oma.ora/
sion trees, neural networks, and linear logistic regression classieers ’ Snéw.omg.org

that can be trained on existing data to interpolate and extrapolate forSpeC/DDS ). These technologies support data propagation through-

new data. By training the machine learning techniques with system oluetsae\s/ﬁtteg usl:zgsaar;]grégrrlérgﬁqlgssubscrlptlon model that decou-
performance metrics in a wide variety of conegurations, changes to P pp )

middleware mechanisms.g, associations of publishers and sub- do':nu;f’su?a?'c:gle‘f"r’;rﬁ slfliutsai:rlg ; ;Inwduetizpeg;cijrrgn?q: :ﬁg'ﬁ)ﬁt'ﬁz
scribers to transport protocols) can be driven by machine learning com utin’ T?ﬁegmiddlewafe SUDDOItS polici%s that affoct the egnd-
to maintain specised QoS. puting. pports p

This paper describes how we are applying machine learning tech-to'end Q.OS of the system. Comm_on policies across d'ffere.’“ mid-
. - - A dleware includeersistencéi.e., saving data for current subscribers),
niques to simplify the con-guration of QoS-enabled middieware durability (i.e., saving data for subsequent subscribers),gradped
and adaptive transport protocols to maintain specised QoS as SYS-qata trar):sfér(i e tragnsmittin a rom? of data atomicalig; P
tems change dynamically. The results of our work thus far show While tunablé olicies r%vidge -n%- rained control )é)f svstem
that decision trees and neural networks can effectively classify the p P 9 : Y
QoS, several challenges emerge when developing pub/sub systems

best protocols to use. In particular, decision trees answer questions . - . . h
P p ; q deployed in dynamic environments. Middleware mechanisms used

about which measurements and variables are most important Wher} . - .
I e 0 ensure certain QoS properties for one environment conegura-
considering the reliability and latency of pub/sub systems. - : :
tion may not be applicable for another coneguration. For example,
a simple unicast protocol (such as UDP) may provide adequate la-

Categories and SUbJeCt Descriptors tency QoS when a publisher sends to a small number of subscribers.

C.2.4.b Distributed Systemg: Distributed applications UDP could incur too much latency, however, when used for a large
number of subscribers due to the publisher needing to send to each
General Terms individual subscriber.

Challenges also arise when managing multiple QoS policies that
interact with each other. For example, a system might specify low
This work is supported in part by the AFRL/IF Pollux project and latency QoS and reliability QoS, which can affect latency due to
NSF TRUST. data loss discovery and recovery. Certain transport protocols (such
as UDP) provide low overhead but no end-to-end reliability. Other
protocols (such as TCP) provide reliability but unbounded latencies
due to acknowledgment-based retransmissions. Still other proto-
Permission to make digital or hard copies of all or part of this work for C€OIS, (such as lateral error correction protocols [1]) balance reliabil-
personal or classroom use is granted without fee provided that copies ardty and low latency, but only provide beneets over other protocols
not made or distributed for prost or commercial advantage and that copies for speciec environment conegurations.
bear this notice and the full citation on the «rst page. To copy otherwise, to  Determining when to modify parameters of a particular transport
republish, to post on servers or to redistribute to lists, requires prior speciec protocol or switch from one transport protocol to another is hard.
permission and/or a fee. . L .
Moreover, human intervention is often not responsive enough for

ARM 2009 December 1, 2009, Urbana Champaign, lllinois, USA. - . . ;
Copyright 2009 ACM 978-1-60558-850-6/09/12 ...$5.00. the timeliness requirements of the system. The problem of timely

Performance




response is exacerbated by increasing the scale of the sysegm, 2.2 Challenge 2: Managing Interacting QoS
increasing the number of publishers or subscribers. Requirements

Solution approach! ADAptive Middleware And Network SAR operations must manage multiple QoS requirements that
Transports (ADAMANT). ADAMANT is QoS-enabled pub/sub iniaract with each othee.g, data reliability so that enough data is
middleware that uses machine learning techniques to (1) adaptivelyyeceived to be useful and low latency for soft realtime data so that
conegure transport protocols and (2) manage specised Q0S by re-jytrared scans from UAVs or video from cameras mounted atop
secting on a system's dynamically changing environment and adapt-af. jights do not arrive after they are needed. The streamed data
ing accordingly. By utilizing machine learning techniques trained st pe received soon enough so that successive dependent data
on data collected from multiple conegurations, ADAMANT ad- 41 pe used as well. For example, MPEG | frame data must be
justs middleware mechanisms to provide transport protocol and pa-yeceived in a timely manner so that successive dependent B and P

rameter settings that maintain the specised QOS. The remainder q5 116 (ata can be used before the next | frame makes them obso-
of this document describes how ADAMANT addresses key chal- |gte * Otherwise, not only is the data unnecessary, but sending and

lenges of maintaining QoS for pub/sub systems in dynamic envi- .,cessing the data has consumed limited resources.

ronments via machine learning. In particular, we evaluate several .

machine learning techniques for providing adaptation guidance. 2.3 Chall_enge 3: Scaling to Large Numbers of
Receivers

2. MOTIVATING EXAMPLE For a regional or national disaster, a multitude of organizations

Search and rescue (SAR) operations help locate and extract surwould register interest not only in the individual video and infrared
vivors in a large metropolitan area after a regional catastrophe, suchscans for various applications, but also in the fused data for the SAR
as a hurricane, earthquake, or tornado. Figure 1 shows an exampl@perations. For example, «re detection applications and power grid
SAR scenario where infrared scans along with GPS coordinates areassessment applications can use infrared scans to detect eres and
provided by unmanned aerial vehicles (UAVs) and video feeds are working HVAC systems respectively. Likewise, security monitor-
provided by existing infrastructure cameras to receive, process, andng and structural damage applications can use video stream data
transmit event stream data from sensors and monitors to emergencyo detect looting and unsafe buildings respectively. Moreover, fed-
vehicles that can be dispatched to areas where survivors are identieral, state, and local authorities would want to register interest in
eed. These infrared scans and video feeds are then sent to a datthe fused SAR data to monitor the status of current SAR opera-

tions.
a 2.4 Challenge 4: Specifying Standardized and
QAV providing ) Infrastructure RObUSt QOS
infrared scan Ad-hoc camera SAR applications should be developed with the focus on appli-
stream providing ; ! .
datacenter_ video stream cation logic rather than on complex or custom formats for speci-

fying QoS. Time spent learning a customized or complex format
for QoS is time taken from developing the SAR application itself.
Moreover, learning a custom format will not be applicable for other
applications that use a different QoS format. Application develop-
ers also need support for a wide range of QoS to handle dynamic
environments.

3. OVERVIEW OF RELATED WORK

Disaster victims This section analyzes related research efforts in light of the chal-
Figure 1: Search and Rescue Motivating Example lenges presented in Section 2.

. P Support for adaptive middleware. The Mobility Support Ser-
acenter, where they are processed by fusion applications to detect . ) .
survivors and develop three dimensional views and highly accurate"/c® (MSS) [3] provides a SO“W"?"E‘ layer on top of pub/s_ub mid-
position information for rescue operations. dleware to enable endho_st mobility. The purpose o_f MSS is to sup-
To motivate the need for integrating machine learning techniques po_rt the g)ovgmgg(tjlof cllentls bﬁ_tween aC('\:/IeSSE pglnt:‘, ct); a sys/temb
with QoS-enabled pub/sub middleware, this section describes theUSINg PUL/SUb middleware. n this sense, adapts the pub/su

following key research challenges associated with SAR operationsmiddleware usec_ilm a mobile environment. Mobile clients notify
in dynamic environments: MSS when mobility starts and ends. MSS buffers messages and

' . manages connections while the client moves to a different access
2.1 Challenge 1: Timely Adaptation to Dy- point. MSS is designed to support multiple pub/sub technologies,
namic Environments e.g, implementations of JMS, and adapt to the technology-speciec
Due to the dynamic environment inherent in the aftermath of characteristics.
a disaster, SAR operations must adjust in a timely manner as the MSS is solely focused on supporting mobility of pub/sub, how-
environment changes. If SAR operations cannot adjust quickly €ver, and therefore does not address Challenge 2 in Section 2.2.
enough they will fail to perform adequately given a shift in re- Moreover, MSS fails to address Challenge 4 in Section 2.4 since it
sources. If resources are lost or withdrawn—or demand for infor- does not present a standardized and robust interface for QoS.
mation increases—SAR operations must be conegured to accom-  Gridkit [5] is a middleware framework that supports reconsg-
modate these changes with appropriate responsiveness to maintaidrability of applications dependent upon the condition of the en-
a minimum level of service. If resources increase or demand de- vVironment and the functionality of registered components. Gridkit
creases, SAR operations should adjust as quickly as possible tgfocuses on grid applications which are highly heterogeneous in na-
provide higher «delity or more expansive coverage. Manual modi- ture. For example, these applications will run on many types of
«cation is often too slow and error-prone to maintain QoS. computing devices and across different types of networks.

Rescue helicopter



To register components, application developers use Gridkit's API client and the server as appropriate. This work does not address
which is based on binding contracts. Gridkit then uses the contractChallenge 1 in Section 2.1, but rather negotiates the QoS agreement
information along with a context engine to determine which com- to «t the dynamic environment.
ponents to include in the application. The context engine takes into  Autonomic adaption of networks. The Autonomic Real-time
account the context of the host machineg, battery life, network Multicast Distribution System (ARMDS) [2] is a framework that
connectivity. focuses on decreasing excessive variance in service quality for mul-

Gridkit focuses on reconeguration for installing an application ticast data across the Internet. The framework supports the auto-
and does not address Challenge 1 in Section 2.1. Within Grid- nomic adaptation of the network nodes forming the multicast graph
kit no consideration is given to making timely adaptations based so that the consistency of service delivery is enhanced. ARMDS
on the environment changing for a single application installation. does not address Challenge 2 in Section 2.2, however, nor does it
Moreover, Gridkit fails to address Challenge 4 in Section 2.4 as it address Challenge 4 in Section 2.4.
provides no standardized QoS speciscation.

David and Ledoux have developed SAFRAN [4] to enable appli- 4 ADAMANT OVERVIEW AND RESULTS

cations to become context-aware themselves so that they can adapt __ . . ) .
to their contexts. SAFRAN provides reactive adaptation policy This section descnb_es ADAMANT’ our‘experlme‘ntal setup, a'?d
hFhe results for evaluating machine learning techniques in provid-

infrastructure for components using an aspect-oriented approac . . .
SAFRAN follows the structure of a generic AOP system by sup- ing adaptation guidance to select the most appropriate protocol and
coneguration settings for a particular dynamic environment.

porting (1) a base program which corresponds to a coneguration of
components, (2) point-cuts which are invoked in response tointer-4.1  Qverview of ADAMANT

nal even_tssé.g, invocations on interfacgs) and_external eveetg,( . The ADAMANT QoS-enabled pub/sub middleware uses machine
change in system resources), (3) advices which de=ne functionality learning techniques to adjust the underlying transport protocols and

to b € exec l.JtEd fo_r point-cuts, and (4) _adaptatlon which uses adalp-associated parameter settings to maintain specieed end-to-end QoS.
tation policies to link join points to advices.

The SAFRAN component framework, however, only provides ADAMANT addresses the challenges presented in Section 2 to re-

development support of maintaining specised Q0S. The adaptive _solve gaps in relgted work described in Section 3 via the following
policies and component implementation are the responsibility of integrated techniques.

o . The Adaptive Network Transports (ANT) framework ad-
the application developer. _Moreo_ver, SAFRAN does not specie- dresses Challenge 1 in Section 2.1 and Challenge 2 in Section 2.2
cally address Challenge 3 in Section 2.3 since it does not focus on

scalability,. SAFRAN also does not address Challenge 4 in Sec- by proyldlng t_he-eX|b|I|tyto maintain |nt_erre|ated QoS even_wnhln
. ! . . S dynamic environments. For some environment conegurations one
tion 2.4 since it provides no standard QoS speciscation.

Machine leaming in support of autonomic adaptation. Vi- particular transport protocol provides the required QoS. For other

enne and Sourrouille [12] present the Dynamic Control of Behavior environment conegurations a different transport protocol provides

- : . . the specieed Q0S. ANT not only supports ene grained control of
based on Learning (DCB.L) middleware thatlncqrporates reinforce- a protocol's parameters, but also switching from one protocol to
ment machine learning in support of autonomic control for QoS

. . . another to provide the adaptation needed within dynamic environ-
management. Reinforcement machine learning not only allows

ents. Moreover, ANT works to address Challenge 3 in Section 2.3
DCBL to handle unexpected changes but also reduces the overal Vi . | d | .
system knowledge required by the system developers. System de- y supplying appropriate transport protocols and protocol settings
Y . - . as the number of senders and receivers in the system suctuate.
velopers provide an XML description of the system, which DCBL

- - - We chose ANT due to its infrastructure for composing trans-
then uses together with an internal representation of the managefi)ort protocols. ANT builds upon the properties provided by the
system to select appropriate QoS dynamically. '

DCBL's customized QoS speci-cation, however, does not ad- scalable reliable multicast-based Ricochet transport protocol [1]. It
dress Challenge 4 in Section 2.4 and DCéL focuseé on single Com_also provides a modular framework whereby protocol modules can
L . be tuned, enhanced, and replaced to maintain specieed QoS.
puters rather than addressing scalable distributed systems, as out- Machine leaming techniqueshelp address Challenge 1 in
I(Ijr:/gl(\;\g?rsc?;”s%r:e%?fys ilr? :ﬁcxt'&rr_ 2.|g trl:/(le O;Z?;Stzblr?%?;;ee?;tli?; Section 2.1 and Challenge 2 in Section 2.2 by selecting in a timely
modes given a QoS level along with execution paths, which leaves manner an appropriate transport protocol and protocol parameters
handling Challenge 2 in Section 2.2 to developers ’ given specieed QoS and a particular environment coneguration.
Tock et al [11] utilize machine iearning for date-l dissemination Machine learning can interpolate and extrapolate its learning based
on the current environment coneguration, which might not have

in their work on Multicast Mapping (MC.M)' MCM hierarchically . beenincluded originally. Thus, machine learning provides increased
clusters data *ows so that multiple topics are mapped onto a sin- «exibility over manual or policy driven approaches

gle session and multlpk,a sessions are mapped onto a single r_ella_ble The erst learning technique investigated is a decision tree (DT).

multicast group. MCM’s approach manages the scarce avallabll-.l.h. lgorith h f decisi

ity of multicast addresses in large-scale systems. MCM leverages Is algorithm attempts to create a tree where a set of decisions

machine learning to adapt as user interest and méssa e rate chan lgads down to a leaf node that can accurately classify a new exam-

during the da l\%CM is 'l?stdesi ned to address the scgrce rESOUIC fle. A DT will attempt to produce the shortest and smallest tree
9 Y. ! 9 ossible while maintaining accuracy by looking for features that

?r:alrllj é?ﬂﬁ'ggsé zdi?]rg?;%ir:nzlgrgfgﬁg:z :y:tze;?:]ségg\;voivgrh rathe best split the data as completely as possible and use them closer to
ng . i 9 " the root. DTs are designed for data sets with more than a binary set
Autonomic adaption of service level agreementsHerssengt f ol ; h h h ible classi
al. [6] describe work that centers around autonomically adapting of classes}.e, where there are more than two possible classi-ca-
sérvice level agreements (SLAS) when the context of the specieed tions of an appropriate transport protocol and parameter settings.
service chan gs This work acknowledaes that both offe?ed and The second technique we investigated is an Artiecial Neural Net-
ges. 9 work (ANN). ANNs work well on sets with a small number of fea-

tor}ethrs(?rl:ti SrtaectiianOaSnLO;(\:/(\;/ﬁtad;eﬁVIt:ne]g dri?:agsh:h\éangvgétheﬁoyr::etures and can produce highly accurate results with medium sized
gy data sets. ANNs also can generally produce results in less time



than other machine learning techniques. The learning produced

DDS QoS Policy

Description

. . . . User Data Attaches application data to DDS entities
when using ANNs is not as accessible as a DT, however, since the Topic Data Attaches application data to opics
factors that are used and the importance placed on each factor are || Group Data Attaches application data to publishers,
difecult to present in a human understandable form. _ subscribers X _ :

. . . . . . P Durability Determines if data outlives the time when written

The third technique we investigated is a Linear Logistic Regres- or read
sion Classieer (LLRC), which uses a weighting of the various col- Durability Details how durable data is stored
lected metrics to determine the appropriate protocol and parame- Service i _
ters. The results from LLRCs have increased comprehensibility as || Presentation Delivers data as group and/or in order
R K . . Deadline Determines rate at which periodic data is
compared to ANNSs since how the environment coneguration ineu- refreshed
ences the selection of transport protocol and parameter settings is Latency Budget | Sets guidelines for acceptable end-to-end delaljs
less opaque. Moreover, LLRCs can be optimized to reduce the time Ownership Controls writer(s) of data
to determine an optimal protocol and settings. gl"r"é‘lfétsr:"p Sets ownership of data
The OMG Data Distribution Service (DDS) middlewaregww. Liveliness Sets liveness properties of topics, data readers,

omg.org/spec/DDS ) addresses the scalability of Challenge 3in
Section 2.3 by decoupling data senders from data receivers. DDS
enables applications to communicate by publishing information they

. X X X X Partition Controls logical partition of data dissemination

have gnd subscribing to information they need in a timely manner. Reliability Controls reliability of data transmission
DDS is standards-based anonymous QoS-enabled pub/sub middle- || Transport Priority | Sets priority of data transport
ware for exchanging data in event-based distributed systems. It Lifespan Sets time bound for "stale” data__ ]
provides a global data store in which publishers and subscribers || gesino" Sets whether data sender or recelver determings
write and re"fld data, _re_s_pectlvely. ] History Sets how much data is kept to be read

DDS provides eexibility and modular structure by decoupling: Resource Limits | Controls resources used to meet requirements
(1) location, via anonymous publish/subscribe, (@jlundancyby Ent'ity Factory Sets enabling of DDS entilties yvhen created
allowing any numbers of readers and writers, {@e by pro- \If\ilfr::;c?eata Controls data and data writer lifecycles
viding asynchronou_s, time-indepe_ndent data distribution, and (4) Reader Data Controls data and data reader lifecycles
platform by supporting a platform-independent model that can be Lifecycle

mapped to different platform-speciec models.
The DDS architecture consists of two layers: (1)dlaga-centric
pub/sub(DCPS) layer that provides APIs to exchange topic data

data writers

Time Based Filter

Mediates exchanges between slow consumers
and fast producers

Table 1: DDS QoS Policies

based on chosen QoS policies and (2)dh& local reconstruction and experimentation and (2) its pluggable transport framework al-
layer (DLRL) that makes topic data appear local. Our work focuses lowing integration of OpenDDS with the ANT framework.
on DCPS since it is more broadly supported than the DLRL. TheWaikato Environment for Knowledge Analysis (Weka)
The DCPS entities in DDS includ®opics which describe the is data mining softwarenfww.cs.waikato.ac.nz/ml/weka )
type of data to be written or reaBata Readerswhich subscribe leverages key metrics captured from the ADAMANT prototype as
to the values or instances of particular topics; &ata Writers shown in Figure 2. We use Weka to analyze ADAMANT’s behav-
which publish values or instances for particular topics. Various ior for various transport protocols. Speciecally, Weka captures (1)
properties of these entities can be conegured using combinations data update latency timebse, the time from when the data writer
of the 22 QoS policies. MoreoveRublishersmanage groups of  writes the data to the time the data reader receives the data), (2)
data writers an&ubscribersnanage groups of data readers. the number of updates received compared to the number of updates
Additionally, utilizing DDS addresses the QoS standardization sent, and (3) network bandwidth usage statisticg,(total bytes
of Challenge 4 in Section 2.4. Table 1 summarizes the DDS QoS on the network and min/max/avg bandwidth usage).
policies. DDS provides 22 QoS policies applicable to various entity
types. Each QoS policy has2 attributes with the majority of the
attributes having a large number of possible valees, an attribute
of type long or character string.

Figure 2 also shows how we integrated and enhanced the Open- T Opanmpg T —
DDS implementation www.opendds.org ) of the OMG Data P [ S Metrics
Distribution Service (DDS) with ANT, which supports various trans- [ data files
port protocol properties, such as NAK-based and ACK-based reli- (=T S =
ability and eow control. ADAMANT leverages ANT to appropri- s l T =i P
ately modify transport protocols and parameters settings as needed g D e M““ﬁ_‘“‘ WEKA
to maintain QoS. ks _i_n T
OpenDDS provides a standards-based anonymous QoS-enabled L) E ANT L ofing
pub/sub middleware for exchanging data in event-based distributed TCP h- classifier and
systems. It provides a global data store in which publishers and frelable ML analyzer

subscribers write and read data, respectively, so applications can
communicate by publishing information they have and subscribing
to information they need in a timely manner. OpenDDS supports
various transport protocols, including TCP, UDP, IP multicast, and
reliable multicast. OpenDDS also provides a pluggable transport
framework that allows integration of custom transport protocols
within OpenDDS. We chose the OpenDDS implementation due to
(1) its source code being freely available, facilitating modiecation

——> Dataflow

* E Transport Protocol Plugin

Figure 2: ADAMANT System Architecture
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We chose the Weka data mining software due to its intuitive in-



terface, ease of use, robust analysis tools, and support for a wideplots sensitivity(i.e., true positive rate) vsspeci city (i.e., false
range of machine learning techniques. These techniques includenegative rate) of the learning technique. These two criteria provide
decision trees, multilayer perceptrons, and support vector machinesmore complete analysis of the results vs. using a single criterion.
We input collected metrics and coneguration information for the 4.3.1 Subsampling the Data
environment and transport protocol used into Weka. We have clas- " " ; o
sised and analyzed the data using the various machine learning Since ADAMANT is concerned with reliability and latency, we
techniques to determine which techniques provide the best guid_focus on the Rel__atez value _dlscusse_d in Section 4.2 to prowde rel-
ance in selecting a transport protocol for a given environment. evant subsampling. For a given environment coneguration we se-
4.2 Evaluation Setup lected th_e transport protocol and parameter settings that performed
: the bestj.e., had the lowest ReLate2 value. For a set of 5 exper-
To evaluate the behavior of ADAMANT with various transport  iment runs for each environment coneguration with varying trans-
protocols and protocol coneguration setttings, we ran experiments port protocols and parameter settings, the protocol and settings that
and collected metrics using the Emulab network testhedw. performed the best remained. More speciscally, 5 data points are
emulab.net ). Emulab provides computing platforms and net- |eft per experimental setup when including only the data from the
work resources that can be easily conegured with the desired com- protocol and parameters that produced the lowest Relate2 value
puting platform, OS, network topology, and network trafec shap- for the 5 runs. Across all experiment consgurations, the collected
ing. It also provides facilities to capture network bandwidth usage. metrics were reduced to roughly 150 data points that we used to
Table 2 outlines the points of variability for the Emulab exper- train the machine learning techniques.
iments.  The NAKcast timeout period conegures the amount of  With this reduction, the learning techniques can start to select the
most appropriate transport protocol and parameters settings. Using

Point of Variability Values HI . . . . .
7 of Jata 1ecevers 3755 the training data the machine learning will accurately identify a
Frequency of sending data] 10Hz, 25 Hz, 50 Hz, 100Hz protoc;ol that p_roduc_ec_i the _Iowest RelLate2 values. _Conversely, the
% end-host network loss | 005 % machine learning will identify when a protocol and its parameter-
’F\’lrfi‘i/esiorspeded ?gg mg/zv 31‘(333/2 ization will offer the best ReLate2 values, given an environment
etwork spee s, s .
Protocols used NAKcast, Ricochet coneguration.
NAKcast timeout 0.5, 0.1, 0.05, 0.025 secon 4.3.2 Analysis of Results
Ricochet R value 4,8 .
Ricochet C value 3,6 To explore which protocols and protocol parameters perform best
Table 2: Emulab Experiment Variables under different coneguration environments, we used the three ma-

time that elapses before a receiver notiees the sender of lost pack_chine learning techniques described in Section 4.1. The techniques
ets. The Ricochet R value determines the number of packets re-utilized the reduced data set where the best performing protocols
ceived by an individual receiver before error correction data is sent @d protocol parameters were selected. All three techniques were
to other receivers. The Ricochet C value determines the numbertrained usingi-fold cross validationwhere each fold partitions the

of receivers to which an individual receiver sends error correction data into a training set and testing set. The cross validation then
data. Table 3 outlines the data that is being collected to classify and@verages the accuracy of the technique oven &dlds, which pro-

evaluate middleware performance. vides greater coverage and increases the technique’s robustness.
We selected 10 as the number of folds. The learning techniques
Metrics Onits were then trained and tested on each of the 10 folds. Since the
Number of data updates received | integer reduced data points are not evenly distributed among the different
Latency of data updates microseconds experiment variables, n-fold cross validation is the best approach
Std. deviation of latency _ microseconds to maximizing data coverage while not skewing the learning results
Maximum network bandwidth usage| bytes/sec t d ticular t t t | t i 9
Minimum network bandwidth usage| bytes/sec oward a particular ra_'nSpor pro OC(? or parame (?I’ setting [9].
Average network bandwidih usage | bytes/sec We used two metrics for evaluating the effectiveness of a ma-
Network bandwidth usage bytes chine learning technique. The erst metric is the basic accuracy
Rel ate2 value integer (also known ad-loss accuracywhich captures how well the tech-
Table 3: Metrics Captured from Experiments nique determines the appropriate protocol and parameters. Basic

The Relate2 value [7] is a metric that evaluates both reliability accuracy has its greatest utility when the number of different en-
determined by the number of packets received by an appﬁcationV|ronment conegurations and protocols used for experiments are

and packet latency. Relate2 is calculated by multiplying the aver- €venly distributed across all the types of experiments. The experi-
age latency by the percent packet loss. mental data we collected, however, was not evenly distribiied,

.. . . there were some protocol parameters that were used in more envi-

4.3 _EmplrlcaI_EvaIuatlons of Machine Learn- ronment conegurations than others. For example, we ran more ex-

Ing TeChmqueS for ADAMANT periments with NAKcast having a timeout value of 0.025 seconds

This section presents our analysis of the experimental data andthan with a timeout value of 0.5 seconds.

the results of the machine learning techniques described in Sec- The second metric for evaluating the effectiveness of machine
tion 4.1. For each experiment vgebsampledhe collected data by  learning techniques to determine appropriate protocols and param-
selecting the transport protocol and settings that performed the beseters is therea under the curvéAUC), which plots sensitivity vs.
for an experiment run. We then used the machine learning tech-speciecity. For comparison, a learning technique that would select
niques described in Section 4.1 on the subsampled data from all thea transport protocol and parameters at random would graph as a
experiments. The evaluation of the machine learning techniquesstraight line with a slope of 1 and the AUC would be 0.5. As a
included two criteria: (1)pasic accuracywhich is the number of learning technique improves, its AUC increases. AUC attempts to
correctly learned protocols and protocol parameters for a given en-provide some balance between learning techniques for ADAMANT
vironment coneguration divided by the total overall number of pro- since ADAMANT requires more complexity than a simple boolean
tocols and protocol parameters and®a under the curvevhich yes/no response from the learning techniduge, the speciec trans-



port protocol and parameters to use. Moreover, a higher AUC value for classifying the best protocols and protocol parameters to use.
provides an indication of greater robustness. In particular, decision trees provide human readable details about

Applying the three machine learning techniques outlined in Sec- which variables are most important to consider. Our future work
tion 4.1 on the reduced set of 150 data points, we see clear differ-will empirically evaluate the most appropriate techniques for ADAM-
ences in the results. The DT produced the best basic accuracy folANT under various dynamic environment conditions.
determining appropriate transport protocols and parameters at 87%
and the worst AUC score at .925. The ANN produced an accuracy . REFERENCES
that was lower at 85.3%, but provided the highest AUC at .966.
The LLRC posted the lowest accuracy at 80% but also a higher
AUC than DT at .935.
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3+96%"0#$ &(H1$% 5+ (“"01*$% *I'+1:1 ( 3'$2"-(*$ X( -+)_1)-4
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4. EVENT DETECTION PROTOCOL

+ 0133+ #('$ %-(HS %-$)("+%6 <$ 2$%")$2 ( 3+*+4
A HI(* 28)$% +< [1H#3HS %$&"-$ 0+ESY -++3$'(*$ ")
=>82@7 M1-l 3'+*+-+# 2$#'€$'% %10%-"3*"+)% $O3#+"+"): *I$
%l+*$%6* 3(* ¥$$ ++*$2 (* X$ %10%-"0$' C 21"): 2$#"&4
$'6 %10%-"3*"+)% ('$ 3(*"*"+)$2 (* $(-! 1+36 #$"): $(-!
%+1-$ 'B-$"&S +)H. *14%6$ 3(*% HI(* (‘S 'SHS&()* 5+ *I$ /$%4

%(:$ *.3%% "* (2&$*"%$27 O$%%(:$% S+##+< *I$ +33+%"*$ '+1%

(%-$)2"): *1$ *$$ 13 *+<('2 *I$ '$#$&()* %10%-"0$'%66 0$"):
FEG2 ()2 -+/0M)$2 (#+): 1S +1%$7

A) 3(*-1#(6 $(-! 0+ES' '1)% ( #)EAYW*(*$ 3+r+-+# *+
S BH(F) (0+1F H$ *+3+#+ 45 NG 2'063(<-1"):
)SH<HET A* SO+ %11 "5+/(*"+) *+ -+/31*$ "*0o+8](#1
A 0H8 #(. XMJY 1%"): @"_E%*(7 ;I$ -+/31*$2 MJ; "%
5H'<(282 *+ (## +¥1$' 0+ES% ") B )$*<+E6 %t *I(* $&4
$H)$ +1#2 %r+'S 0% 3+96™+) X"7$76 I"#2'S) ()2 3(S)*Y ")
S 28,)$2 *$$7 15 MJ; "% ") (. 19652 *+ 3+3(:(*$ )$<
$&I)* *.35% 28,52 1%"): I$ # L:#0&H"  3"[*'&S Yot *I(*
$&S. 0+ES' -+1#2 %*+'$ 11$/7

ISO% %6$-"+)0% 28+("# 1+< (283" %$/$)%6 %10%-"3*"+)% ()2
19%9%(:$% ('$ 5+'<(2$27 S+ %"I3H'-"*6 <$ -+)%"2$' ( %"):#S$
%10%-"0$' ()2 "% MJ;7

4.1 Forwarding of Advertisements

>28$"*"%$/$) % ('$ 5+'<('2$2 5'+ %+1-$% 13 *+ *I$ %104
%-"0$7 ?(-! 0'+ES$' %(&$% (## *I$ I$%%(:$ *.35% -+)*(")$2
") H1$ (28$*"%$/$) % -+1"): 5'H "% 2$%-$)2(*% ") ()  0/1
4.(#$+.2.%%# #0-*7 A) S1'S F <$ %l+< *I$ (2&$*"%$/$)*
*(0#$ +5 0'+E$' F (5*%' "* 1(% 0$3) ,##$2 X<$ 23)+*$ *I$ %$*
+5 /$%%(:$ *.3$% (2&$*"%$2 0. 0'+ES$' (% "#$YH YY7 N+E$'
P "% *I$ %10%-"0$'7

Advertisement Table
Broker Message Types
2 types(2)
4 types(4) I types(6)
5 types(5) I types(7)

27, X;YB "% *I$ *.3$ +5 *I$ 3(-E$*6 <!"-! -() 03 $"I$"
B+ X[ 4) 0% H(SYT

106 3(-E$* "% %S *+ (## +1$ 0+ES% (#+)&b% MJ; O.
F(FHEY): <G U (ESHUT + 1)28'%6%()2 1+< %1 3(4
HRLN: CHEY <§ 1(&S *+ 421§ IS +)-$3* 45 +.96/$%&
+H IS %$)27): %S+ +5 (#*$ " 5+ (0+ES & "% *I$ %%
+5 (## 0+ES$'% '§b% (285*"%$/$)* *(O#$ *I(* (28$*'%$2 *I$
B$ +5' 7

1$) (0+E$ & X")-#12"): &Y I(&$ *+ 5+'<(2 ( %104
%-"3%"+) 06" 3(*H+)% *I$ #$% ") %X"7$76 ") IS ()2 ISY
(--4'2"): %+ *I$™ %6$)2"): %$% X #$% <"*1 XI$ %(/$ %$)2"):
%+ OBH+): *+ *I$ %6(/$ 3(**"+)YC *I$) "* ~$(*$% ( )$< %104
%-"3%"+) 0b 5+ $(-] 3(*F4)6 ")-#12"): HI$ H$% ") *I(*
3(FHHYC ) " %$)2% $(-! %10%-"3F"+ o *+ (H -1"#2'S)
") *1$ %$)2"): %$* +5 1S #$% ")%67

d9%"): *1"% /$-1()"%/ *I$ 2$*$-*"+) +5 ( -+/3#$9 $&$)* "%
'$-1'%6" &BH. 28-+/3+06$2 ")+ X1 2$5$-4"+) +5 "0 3(*%7 1$)
(04E$ & '$-$"&$% ( %10%-"3*'96 "* 0$-+/$% '$%3+)%"4
OH#S$ 5+ H$ 28*$-+"+) +5 /$%6%6(:$% /(*-I): *I$ 3+%"*'&S$ ()2
)$:($2 #$% +5%()2 5+ *I$ *()%/'%%"+) +5 -+##S-*$2 ")4
5+(*'+) 13 *+ "06 3()*7 A 3(**'4)Y):  U6& 28#$:(*$%
3(* 45 *1"0h 2$*$-*"+) K+ "0h I"$2'$)7

S"1'$ [ 3+8"2$% (-+)-'$*S $I(/3HS +5 3(*"*"+)"):7 1.3$%

($ '$IT%$)*$2 1%6"): -(3*(# #$7$% ()2 #$% ('S '$3'%4
%6$)*$2 H+1:l M$™ *3$7 >%961/"): *I(* 0+ES' F '$-$"8$%
5'4+/ "0 3($)* XO'+ES' PY *1$ %610%-"3"+)%%!+<) ") :4
1'$6 <I"-1 -+)%(")% 5+1' 3+%6"'&$ #$'% ()2 +)$ )$:(*$26 <$
%l+< HI$ %$)2"): %$ % -(#-1#(*$2 0. F ()26 5+ $(-! -I"#2 +5
F6 *I$ 9%10%-"3*"+)% "* '$-$"&$%7

Received Subscriptions Advertisement Table
s: PF={A,C,D,E} NF={B} Broker Message Types
3 AE F
4 B,C,.D
Filter | Sending Set \‘\\ 5 F
A 3} 6 B,C E
B 4,6}  f---ooo
C {4, 6}
D {4}
E {3, 6}

Received Subscriptions

Received Subscriptions

j
Received Subscriptions

sL: PF={A} NF=(}

s2: PF={C} NF=(B}

s2: PF={C} NF=(B}

iﬁco

3: PF={E} NF={}

s4: PF=(D} NF=(}

s3: PF=(E} NF={}

1)2$'& G4 1'-+E)(2 'H +EF&'%)/&"&(%/

4.2 Forwarding of Subscriptions

1$) (-#'$)* -+))$-*$2 *+ ( 0'+E$' & -(##% *I15723(8"13#
+3$'(*"+) 5+ () $&$)* *.3% 6 *I$ O+E$ & #++E% (* *I$
LHH#" #2%)"): 02 -$(*$% (3(-ES* <$ -(## +"-+)($H#$!1%
H(* —+)*(")% *1$ SHHH<"): $H2%B

HHEA. S (+ XISYB " "% S %S* +5 (H# )+)4)$:(*$2
I$%%6(:$ #$% *I(* (338( ") 47

<&O#/ $*#.(+ XISYB "™ "0 *1$ %6$* +5 (## )$:(*$2 X3'$4
-$2$2 0. M1$ IK- -#(1%$Y #$% *I(* (33$(' ") #7

=$%/1> X YB "% *I$ *'/"): <")2+< $93'$%%$2 ") *I$
NQ-RQH#(1%$ +57

USH 06"/3H"-". <$ 5+1$* (0+1% %10%-"0$'% ()2 %+1-$% *+
5+-1% +) *I$ +&$H(. JB*<+E +5 0'+ES%C 5+ *1"% '$(%+) ")
1P BHHH<"): <§ 1%6$ M$ *$ +"+)($-( X'SW3IAH"). Y *+
"2"-(*$ *1$ 0+ES *+ <I"-! ( %10%-"0$' X'$%37 %+1-$Y "%
—+))$-+$27

"#$% &' ($)*%++" )- +#.+*$1/01),+' 1, %213/4%

4.3 Forwarding of Noti®cations

1" $%&'(% Y*&Y6() *#( +1* "& - (+ -, L. )/$)"%-0%-&,)
* 0("(-10) 1+ N0 (2 *& 3.5(% !+ "&2%-,( 20)405
6, 0196*-"/.1%7 8H#(, ! $%&' (%  %("(-10 ! 20)'4( ! 9%&2
&,( &9 -*) "-(;¥)7 -* 3%)* "#(")7 98&% (""# )*&%6(+ )/$)"%-0*-&,
"7 BH(H(%! 21%'H() &( &9 *#( 3.4(%) "&*-(+ -, "5 69
) #H00()7 5, 1 ) VR&Yb(+ -,)-+( | +I¥1 Y06/ H/0p( "L (+
I"HS%&T SH-"H () *& +(H("F ()1, "# 9&I7 -5(5
#(O)(*) &9 20)14() )*-)9:-,4 1. *#( 3.%(%) -, "5

- (<120.( &9 2())'4( 0%&"())-,4 -) )#&S, -, =-4%( >5
28,)-+(% *#( )/$)"%-0%-&, " YH&S, *H(%(@ -* Y%o(Al-%() *#( +(B
&, &9 | 20)14( 21%"H-4 3% : |+ & ( 21"#-4
3%% C -, | 8-+&8 &9 )-D( E5 ;* *-2( FGH *#( $%&'(% %(B
"(-1() *#( 20)14( H *#1* 21%() 3.5(% ;@ ' *-2( FGI -*
%("(-1() *#( 20)'4( CH *#1* 21*'#() 3.*(% C5 J())!4() :H
I+ CH *&A4(*#(% 98%2 | 21%"#- 4 )(* 9&%"5 K#(,7 !* FGE7
*#H( $%&'(% %("(-1() *#( 2())!4( CI7 -* 9&%2) ! ,(8 21*"#-,4
)(* 8-+ :H L+ CI5 =17 1* FG>7 :H -) +(.(*(+ 9%&2 *#(



History Matching Sets
T=1 {}
T=2 {(AL B}
T=3 {(AL,B2)}

s:PF={A,BENF={}W=3

{(A2,B1) (A2, B2) }

I"#3% 5' ($)*%++1" )- 3%++1"%+" 1, %213/4%

L-)*&O67 1) -* -) *&& &+ O&Yo *H( +(*("*-&, 8-,+&8 "&,)-+(%(+7
8#-.( ;1 1%%-107 %()/.*-4 -, *8& (8 2*"#-4 )(*)7 &
8-*# ;1 1+ CH I+ & ( 8-*# ;1 L+ CI5

M&*-"( #&8 -, *#( ")( &9 ,(41*(+ 3.%(%) -,)-+( *#( )/$B
)'%-0%-&,7 21%"#-4 )(*) 196( +(*("*(+ &.: -9 *#(%( 1%( ,&
20)14() 21" #- 4 (A1*(+ 3.4(%) -, *#( 8-,+&85

N+ 2084 )(*) 19%( +(-1(%(+ *& *#( 01%(* ,&+(
SO ML+ HSHL)HSH 5 1'% &*-3"1%-&, 21 - B
"I+ 2050 21,4 )T ("# - J+-4 21.%-0.( 20)B
NAO5 * H#( 019%(* &+(T 20)14() "&*-,(+ -, *#( %(B
"+ ,&*-3"1%-&,) 19%( 0%&"()(+ 141-, /)-4 *#( )12( 0%&B
"(H%( +()"%-$(+ 1$8L(5 KH(*#(% 20)14( )(*) 21*#-4 |
)$)"%-0%-&, " 1%( +(-1(%(+ -22(+-15(.: 8#(, +(*(*(+7 &%
P&Yb(+ 1+ +(-1(%6(+ JH(%T -) +(*(%2-,(+ $: *#( #&I- &I" 1)
+()"%-$(+ $(.885

4.4 Pushvs. Pull-Based Forwarding

Received Subscriptions
PF={A,B} NF={} W=w

Advertisement Table
Broker Message Types

o(>|>|>

[ Received Subscriptions |
| PF{A}NF= w=w__| [ PF=BINF=f W=w__|

[ Received Subscriptions |

I"#$% 6' (#447.1+%8 )$91$8!," 1, %213/4%

28&.,)-+(% &8 *#( )-*1*-&, &S, -, =-4/%( O7 -, 8#-"#
$%&'(% | %("(-1() ! )/$)"%-0*-&, "&*- -4 *8& 08&)-*-1( 3.B
*6)7 &( 98% 2())!4() &9 *O(# !+ & ( 9&% 2())'4() &9
*0( 5 ;™8&%+-,4 *& -¥) +1(%*-)(2(* M1$.(7 -* +(.(41%()
SH(H(H(*-&, &9 2())14() &9 *:0(
L+ *H#( +((™-&, &9 2())14() &9 *:0( *& $%&'(% P5 6, *#-)
") $%&(% 1 M, )F)9: L. *#( "&,)*%!- ¥) &9 -*) )/$)"%-0B
*&, &0 -9 * %("(-1() O$H#*1 20))14( 21%"#-,4 *#( 3%)* 3.%(%

(+1 1 20)14( 20" 4 *#( )("&+ 3.5(% 4(,(%!*(+ 8-,

$5 F#-) 2(1,) *#1*7 -9 $%&'(% P ,(1(% )(,+) ,&*-3"1*-&,)7 ..
20)140 %("(-1(+ 9%&2 $%&'(%) E7 >7 L+ O 1%( /)(.() !+
&,. 8I)*( ,(*88%' %()&I%"()5

Q*1%*-.4 9%&2 *#()( "&)-+(%!*-&,) 8( - *%&+"(+ -, &%
0%8&*&"&. *#( "&,"(0* &923340("-1 5$%6(%1!4) &00&)(+ *&
H( 28%( "8&22&, 0))#B$!)(+ 100%&!"H#5 6, 01%*-"/.1%7 (1(%:
V) "%-0%-&, #1) 1, )&"-I(+  #&-RFS 8#-"# "I, $( (-*#(%
12" &U23B ; O)# )I$)"%-0*-&, Yo(Al-%() *#( $%&'(% %("(-1B
-4 % *& 006&20%.: )(,+ 1. 21%"#-,4 )(*) &9 2())!4() /0 *&

) 01%(*@ &, *#( "&*%!%: ! 0/.. )/$)"%-0*-&, Yo(Al-%() *#(
$96&!(% *& )*&Yo( 21%"#-,4 )(*) &9 2())14() /*-. *#( 01%(*
(<0.-"-*: 1)) 98% *#(25 Q&7 -, *#( (<!20.( &9 =-4/%( O7

# *& $%&'(%) E7 >7 |+ O7

$%&/(% | "&J.+ +("+( *& )(,+ *#( )I$)"%-0*-&, 98&% 2())!4()
&9 *0( # 1) ! OL.. )/$)"%-0*-&, |+ *& 1)’ 9&% *#( +(.-1(%:
&9 )*&%(+ 20)14() &.: 19%(% %("(-1-,4 2())!14() &9 *0(
9%&2 $%&'(% P5

J&Y6()0("-3"1..:7 *#( 2("#1,-)2 *& +("-+( *#( *:0( &9 )/$B
)'%-0%-8&,) *& )(,+ *& "#-.+%(, |+ *& 1)’ 9&% )*&Y%(+ 2())!4()
R-, ")( &9 0/.. )/$)"%-0*-&,)S 8&%) !) 9&..88)5 K#{(, | $%&B
% %("(-10) ! )/$)"%-0%-&, "7 -* 0%&"())() |+ 01%*-*-&,)
1) (<O, (+ 1$&1(5 =&% ("# (8.: 4(,(%!*(+ )/$)"%-0B
£&, " &&) *HH()(*) T= 1+ M=5 69 T= -) (20% *#(,
#( )/$)"%-0*-&, -) 0%&"())(+ - ! )O(-L. 8:U -*) *0( -)
)5 *& Of)# 1+ *#( %("(-1-,4 "#-+%(, -) )'(+ *& 0%&20*.:
)+ 10 20)14() 21%"#-,4 *#( 3.5(%) -, M=5 ;2&,4 1.. *#(
)/$)"%-0%-&,) R-9 1:S #11-4 | & (20% T= &.: &( -)
JCCEE ) *( (H% )IB)"%-0%-&,7 8#-.( 1. *#( &*H#(%) 1%(
"8 )-+(%(+ "3(7- )I$)"%-0*-&)5 F#( 21)*(% -) )(* ) ! O))#
)/$)"%-0%-&, 8#-.( *#( ).11() 19%( )(;* ) 0/..5 K#(, $%&'(%

) 1204 ) (< &9 2())14() 98% *#( 21)*(% )/$B
)'%-0%-&,7 * )(,+) 1, $/-+ OI"(* *& 1. "#-+%(, 0%&"())- 4
)10 )/$)"%-0%-&,)5 F#( &O(, O1"(* "I/)() "#-.+%(, *& )(,+
L. 20)M4( )(*) 4 #1+ +(*("*(+ )& 91% R-9 1:S | + *& "&,B
£ J(*& )+ (8 )(*) -4 | O)# 100%&!"# 98&% ! O(%-&+
&4 $7 8#(%($ -) *#( 8-+&8 &9 "5

6% <) B&YLHH 2(*-&,-,4 *H#I* - "1)( &9 )H%(+ 01%6!12(*(%)
$(*8((, 3.%(%) &9 *#( 21)*(% )/$)"%-0*-&, |+ 3.*(%) &9 *#(
)11( )/$)"%-0*-&,)7 *#( &0(, O"(* 1)) &,.: 9&% 2())!4()
#11-,4 *#( Yo-4#* 11.1() 9&Y% *#( J#1%(+ 019%12(*(%) R*#( 11./()
4% 100(1% -, *( 20)14() *#1* 20 #(+ *#( 21)*(%S5 F#-)
Uo(+1"() *#( J25(% &9 2())14( )(*) *#1* #11( *& $()(* -,
%(0.: *& !, &O(, OI"(*5

4.5 Adaptive Selection of Masters

F#( %-4#* "#&-"( 9&% *#( 2)*(% 1)5 ).11( )/$)"%-0*-&,
20 Y*%&, 4. - VI(,"( *#( 0(%98%2!,"( &9 &% 0%&*&"&.5 6,
917 -9 2())14() )1*)9:-,4 *#( 2)*(% )/$)"%-0*-&, 1%( %(B
"(-1(+ )0&Y%!+-"1..:7 *#(, 9(8(% %(A/()*) 19%( )(* *& "H#-.+%(,
#&.+-4 ).11( )/$)"%-0%-&,)7 8#-"# 21: +%&0 )(1(%!. OB
(*) .&"... R-5(57 *#&)( (<-*-,4 *#( 8-,+&8S %()/.*-,4 -, .()
L(*B&Y%' *%IW"5 X, *#( "&,*%!1%: | 21)%(% )/$)"%-0%-&, *#I*
"&*- 1&1).1 %("(-1() ,&*-3"1*-&,) (.-2-,1*() *#( $(,(3* &9
*#( 0/..B$)(+ 100%&!I"#5 F& 1++%()) *#) )7 &% 0%&*&"&.
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ABSTRACT

Aspect-Oriented Programming enables the isolationd a
modularisation of crosscutting concerns that argicglly
implemented in a tangled fashion within the basstesy.
However, the composition of these aspects is naobpbetely
orthogonal; with interactions between aspects wingl direct and
indirect dependencies, and conflicts that can causgime
inconsistencies when those interactions are neicted. This is
particularly true of the dynamic composition andagigtion of
aspects within distributed systems; therefore iis fhaper we
propose a semantic composition model to detectsahce these
interaction issues at runtime. Our approach carerbployed in
dynamic AOP middleware, and we evaluate it herehiwithe
AO-OpenCom tool. We measure the overhead incursedhb
semantic composition model when performing safe adyio
reconfigurations.

Categories and Subject Descriptors
D.2.11 [Software Engineerind: Software Architectures -
Patterns (Reflection).

General Terms
Design, Management

Keywords

Middleware, reflection, aspects, dynamic reconfigion.

1. INTRODUCTION
Aspect Oriented Programming (AOP) is a method cokltag the
problems of tangled code i.e. the basic systemeamphtation
becomes tangled with code for features such agsigeataching,
and monitoring. These concerns are implementedasyects
which are made up of individual code elements itihhatement the
concern &dvice3. Advices are deployed at multiple positions in a
system join point§ which are expressed byointcuts—a
particular form of composition language. Dynamic RAOfor
example as provided by the JAC [7] and DyReS [1R]dleware
then allow aspects to be composed and adapted rditnes
Further, [4] advocates the use of reflection tdgyen fine-grained
adaptation of the aspect elements.

Aspects are designed to have orthogonal propestethey
can be deployed obliviously from one another; hoaveit is clear
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thatsemantic interactionsan cause compositional inconsistencies
to occur i.e. composing aspects that syntacticatiych with each
other, or with the base system may produce behavi@i is in
conflict with the original system operation. Foraexple, the
composition of both an authorisation and authetitinaaspect,
where the authentication aspect checks the credemt the user
produces a negative interaction if the authorisafigpect gives
access to users before the credentials are veriffetbther
example of semantic inconsistency is the weaving aof
encryption aspect at the sending end join pointhout the
corresponding decryption aspect at the receivirg jem point.

While these examples can be detected with knowlesfgthe

aspect types, more complicated semantics may prooee

difficult to detect. For example a running systeavihg a cache
and a security aspect could result in an increasesource usage
resulting in an aspect with real-time constraintentss deadlines.

The majority of dynamic AO middleware (AOM) apprbas
focus solely on dealing witlsyntactic inconsistencies; that is
detecting if aspects have the same type, versioa,igterfaces.
However, semantic inconsistencies are non-tricialétect, as the
semantics of aspects may interfere with each othighout
sharing a common element. In this paper, we pregsesgmantic
composition model (SCM) for dynamic aspect-oriented
component-based middleware; this provides the dkfyalio
describe the various kinds of built-in and exteingdractions that
affect aspect semantic composition at runtime. Tisisoupled
with a method forsemantic interaction resolutiowhich detects
inconsistencies at run-time and supports methodseswlve
semantic interactions.

We evaluate our approach within the AO-OpenComfquiat
for developing dynamic reconfigurable middlewar&gons; this
demonstrates the following contributions of our r@aeh:

- Conflict resolution. We show that complex semantic

inconsistencies can be resolved for a number cé-saslies
with minimal performance overhead.
Transparency.We apply consistent (re)configuration with
minimal programmer effort or change to the undedyi
component model.
Flexibility. =~ New semantic conflicts can be described
dynamically to evolve with the running applicationdomain
context. Moreover, the approach can be appliediffierent
compositions approaches and tools; for examplehoes $iow
both node-local and distributed (re)configuratioemantic
consistency can be achieved in this paper.

The remainder of this paper is organised as folloBection 2

examines the types of aspect interaction that meayuro Then,

section 3 describes the design of our semantic ositipn model,
followed by section 4 which validates the propossnantic
composition model. Finally, in section 5 we ddserthe related

research and offer our conclusions in section 6.



2. ASPECT-COMPONENT INTERACTION

In this section, we describe the potential sourfesomposition
inconsistencies. To present the different types sefmantic
interactions we use a use case scenario to destibdifferent
types of (re)configuration interactions. We thensatibe the
general built-in and external interactions influiegc the (re)
configuration in the aspect-component model.

2.1 Use Case Scenario

To motivate the requirement for semantic interactonsistency
we present an online gaming system case scendnm.system
allows users to play games via a central servdrdbardinates
multiple online players. When a user logs in atgtaet of a game
a list of available users based on their prefereraze provided
such that the user can contact peers and requesttthplay. In
such an environment, there are various types oflicaion
requirements in terms of multi-player, mobile-plgyeeal-time
and non-real-time gaming; further, peers may operadifferent
network domains e.g. Internet, Wi-Fi, or ad-hoc eléss
networks. To cope with the application and envirental
demand a number of dynamic (re)configurations nmaydgjuired:
(i) new mobile users with limited bandwidth mayrjprequiring a
fragmenter aspect to be configured to split datarbebeing sent;
(i) when monitoring users a persistence aspegt Ineadeployed
to keep track of authorised users connected tseheer; (iii) data
may be required to be encrypted to protect thesupeivacy; (iv)
the authorisation module may be replaced with adatgul one
filtering users by privileges (e.g. by administragame user, etc).

2.2 Built-in Interaction

In aspect-component middleware, aspects (whichttemselves
implemented as component modules) are composedtivdthase
components (hereafter termed components) using A@r€ctors
[4, 10, 11, 12]. A list of advices is attached t® tconnector
between a receptacle and a provided interface. dapsbility is
illustrated in Figure 1.

Figure 1: Aspect-Component Interaction

We now identify and classify the types of interastithat can
occur in this local aspect-component model; thedleirito three
categories: dependency, conflict and indirect axtgons.

2.2.1 Dependency Interaction

Dependency represents a required interaction batasgects i.e.
one aspect instance must be present for the aitegrerate. In an
aspect-component model, such dependencies may froourtthe
different parties involved; we now show the potahti
dependencies between different elements in the inode

Component to component dependendyhe ‘caller’ component
passes invocations through its required interfac¢he ‘callee’
component’s provided interface. Required interfacase
dependencies that need to be fulfilled in ordeguarantee correct
semantics of the component model.

Component to aspect dependendy general one assumption is
that components must be present first, and aspmsttsy non-
functional services are composed later. Howevereets are often
integral, with components depending upon specifipeats. For
example, a synchronisation aspect may be requaeglarantee
the real-time properties of the system, where thramunication
component is dependent on the synchronisation aispec

Aspect to aspect dependen8milar tocomponento component
dependencyaspects may depend upon each other. For example,
an encryption aspect depends upon the correspornidicryption
aspect to operate effectively.

2.2.2 Conflict Interaction

A conflict interaction represents a negative intéom [5]
between two aspects, where the operation of onechsis
detrimental to the other. The causes of these ictsfin the
aspect-component model can be classified in tefms o

Component to component conflicfhe interaction between two
components can conflict following reconfiguratiofhis can be
due to a number of factors: incompatible compoigres, invalid
state of component e.g. replacing a component géngrunique
users’ identifiers and the latter generates idat there previously
created by the old component.

Component to aspect conflicThe composition of an aspect with
the base system may also cause semantic confictsexample,
weaving the encryption aspect at the communicatmmponent
join point may cause the system’s throughput to balow the
required level.

Aspect to aspect conflictComposing multiple aspects at a join

point is a common source of conflict. This can based mainly

from:
Ordering The order in which aspects are composed influence
their execution order. Consider a join point havitvgo
security aspects, an authentication aspect anditaorésation
aspect. The order in which the aspects are invakifgence
the correct system execution. Invoking the autlatios
aspect before the authentication aspect may gieesacto
non-authenticated users.
Mutual-exclusion This involves two aspects that implement
concerns having contradictory semantics such titfa¢reone
of them can be used but not both. For exampleyéngaming
scenario, when multiple users are playing a livexgavith the
server using a real-time aspect to guarantee prgmastes to
be sent across the users, reconfiguring the sylsteatding a
synchronisation aspect may cause both aspectsotk;hbthe
real-time aspect waiting for the synchronisatiord arice-
versa, resulting in deadlock at the server.

2.2.3 Indirect Interaction

A more complicated interaction that can occur ie thdirect
interaction between aspects involving multiple abliis parties.
For instance, if an aspect “AC-1" depends on anaispect “AC-
2", which itself depends on another aspect “AC-8t BAC-1 has
semantic conflicts with “AC-3". Such indirect ing&tions are
harder to detect, and require reasoning at the A@r€ctor level
to find indirect interactions.



2.3 External Factors affecting Aspect

Interactions

Importantly these interactions are influenced fittva following:
Application-specific influences arising from specific
constraints and requirements of the applicatiom. éxample,
composing an encryption and logging aspect dependthe
application-specific  requirements. In  an  untrusted
environment, all data needs to be encrypted béferéogging
aspect reads the data, to preserve the data safely in a
trusted environment unencrypted data suffice.
Domain-specific interactionsAspect compositions differ
across domains. Each domain imposes specific psli@bout
compositions, for example the combination of tw@esss
may cause incorrect synchronisation in a real-tooenain
e.g. applying a caching aspect with a synchromieaispect is
likely to make the software system miss real-tineadlines.
In a non-real-time domain the interaction of the taspects
does however no cause any interaction concern. dfere
aspect weaved at the aspect-connector may alsaaigont
remote reference such that the order in which #reywoven
in one domain may differ to that woven in a diffetrdomain.
Applying the same weaving order in a different domaay
result in conflict semantics. In such cases, tell node
policy needs to be checked to ensure the correstokshe
(re)configuration.

3. SEMANTIC COMPOSITION MODEL

In this section we describe our semantic modektgporting the
detection of interaction issues in the aspect-catappmodel and
resolution of emerging runtime semantics by suppgrtthe
following dimensions: (i) describing semantic agpateractions;
(i) attaching metadata to entities in the aspectqgonent model;
(i) using a resolution engine and policies to ales

inconsistencies. Each of the dimensions is now @x&ainin turn.

3.1 Aspect Interaction Semantic Metadata

In order to detect possible semantic conflicts degendencies
each aspect-component is attached with metadatadésaribes
and explains its functionality. This is used tooimh the selection
and deployment of the aspect—i.e. to help managgositional

and reconfiguration interaction between aspect-aorapts in the
aspect-component model as illustrated. These qésrs are
written in the format as illustrated in the BNFrfoof Figure 2.

The aspect-component interactiomodel consists of the
aspect scope, composition rules, and interactidicies. The
aspect scopeefers to the aspect-component instance of whéther
is deployed on the local host, or is remote, aeicated. More
specifically, an aspect-component is assigned tpasicular
composition policy and has a specific aspect-séopehich it is
defined. Thecomposition policiegleal with the types of policies
options to constrain aspect instances on each cphati (or
multiple) address space. Thateraction policies defines the
aspects in which the underlying aspect-componentiiker
dependent on or conflicts with, or the set of ctinds that can
lead to indirect interactions.

Dependency-specific interactiondefine the coordination-
rules and enforcement rules that the aspect-conmgemeed. The
coordination and enforcement-rules specify the etgparties with
which the composed aspect must coordinate withekample for
an encryption aspect, the underlying aspect muscifyp
enforcement rules for a decryption aspect to be atikled to the

system when the encryption composition takes placel
coordination rules specifying that both should b#deal to
preserve the system consistency.

The conflict-specific interactionsefer to the set of orders and
mutual exclusive aspects that an aspect must beased with
respect to other aspects. Finatlye indirect-interactionslefine
the set of conditions on how the aspect can be osathwhen
dependency-interactions and conflict-specific iatgion occur in
the system.

Figure 2: BNF SCM for Aspect Interaction
3.2 Attaching Metadata

Aspect-components are considered as black-boxeshvgtovide
advices in the form of operations within the praddinterface
(but hide their implementation). Three implicatianfsthis black-
box property are:

1. Metadata can be attached to the interfaces angtestes of
components and aspects, as they are the only apoass
available to other aspect-components at be inspeate
inform runtime decisions;

2. After aspect-components have been woven, theynarked
through their operations such that metadata isralgoired to
be annotated at the aspect-component operatiordetect
runtime interactions; This is because when recanéition is
performed at runtime, already weaved aspect metadajht
be required to detect semantic interactions withe th
reconfiguration aspect(s) and at the join point élspect is
accessed through its operations;

3. The tagged metadata needs to be kept separatetieomain
source functionality. This is because, an aspeptesents
crosscutting functionality such that adding deswis by
extending the implementation, e.g. through a neterface,
will restrict its applicability to different applations and
domains because it couples the consistency cheekithgthe
aspect-component functionality. Thus, keeping netad
separate allows both the core functionality andantegtia to be
reconfigured independently and transparently fracheother.

3.3 Semantic Resolution Engine & Policies

A Semantic Resolution Engine (SRE) provides thé toauery
and reason about the annotated aspect-components;esolve
possible sources of inconsistency that may resoith fa dynamic
reconfiguration. The latter retrieves the assodia@spect-
component metadata as illustrated in Figure 3, biting the
annotation file path from the aspect-component parbing the
Aspect Metadatafile (retrieved from the Aspect Metadata

Repository to extract respective semantic composition tags for



the aspect-component (structured as described by BNF
semantic composition model from Figure 2). Thédme SRE
checks the reconfiguration aspect against a setoafposition
policy on each reconfigured address space (refaseshode to
ensure reconfiguration follow the specified domain running
application policies. The composition policy usescandition-
action’ approach to ensure the associated metadatahe join
point aspects metadata are valid by not causingdamyain or
application inconsistency in the node in which teeonfiguration
take place. In case the validation is successfuk th
(re)configuration is allowed to proceed. Howevercase of any
interaction issue is found, based on the policpescHication the
necessary remedy action is taken. Two alternatofesemedy
actions can be taken by the SRE in terms of: eititepping
reconfiguration from proceeding by calling tf@lback operation
to drive the system to the state prior to whenrdm®nfiguration
started; or if appropriate resolution policies specified these can
be deployed by the SRE and the reconfigurationpcaneed (e.g.
resolving the correct order of advices).

Figure 3: Semantic Resolution Framework

4. VALIDATION

In this section we validate our approach using Age@Com [11].

We first provide some background on AO-OpenCom Hreh

validate the extent to which our Semantic CompaositModel

(SCM) achieves the stated goals of semantic coriposi
resolution, transparency and flexibility. Finallyewneasured the
overhead of deploying the SCM.

4.1 AO-OpenCom

AO-OpenComis an extension of the OpenCom [1] component
model and provides a distributed AO compositiorviser while
allowing aspectual compositions to be dynamicatigonfigured.
The purpose of AO-OpenCom is to build on OpenCom &
associated reflective meta-models and componemhefnaorks
architectures [1], to provide a distributed AO casifion service,
and to allow aspectual compositions to be dynaiyical
reconfigured. The programming model employs comptnéo
play the role of aspects—i.e. an aspect is simplyOgpenCom
component. The AO-OpenCom aspect framework congpeseet
of components that are instantiated across each Ts set of
components is as follows (see Figure 4):

The Configurator manages the other components in the
framework as it is responsible for accepting anchdling
(re)configurationrequeststhat will apply to a set of hosts. The
Configurator also caches join point informatiorreceives from
Pointcut-Evaluators in case similar behaviour ndeisipplied in
the future. TheAspect-Repository holds a set of instantiable
aspect-components e.g. the cache aspect, encrgs@tt, etc.

The Pointcut-Evaluator evaluates the pointcuts provided by
the Configurator and returns a list of the matchjoigp points
found within the local address space. Finally,Aspect-Handler

acts on instructions from the Configurator to weadeices at join
points as well as supporting the invocation of resaspects.

The main API provided by an AO-OpenCom-enabledaimst
for AO (re)configuration is as follows:

Configurator.reconfigure(pc, command, aspect);

Thepc argument specifies a pointcut that picks out tie points

in the target nodes at which the desired recordigum should
occur. Thecommandargument offers options for the action to be
taken at the indentified join points: the ‘add’iantis used to
weave the specified aspect at the join points; ghis used to
remove it, and ‘replace’ is used to add the spetifispect after
removing an existing aspect of the same type thassumed to be
already there. Thaspectargument can be a direct reference to a
local aspect-component, or an indirect referencearioaspect
stored in an Aspect-Repository, or a reference rtoakeady-
instantiated remotely-accessible singleton asp@&tte aspect
weaving orderand thetype of aspect in terms of (before, after,
around) are also specified in the aspect argument.

Figure 4: AO-OpenCom platform Architecture
4.2 Applying the SCM to AO-OpenCom

To ensure the semantic consistency, the SRE and
Composition-Policy aspect are both encapsulatethaspect and
weaved at the AO-connector component join poinheeting the
Configurator and the pointcut component as an raéidvice in
the AO-OpenCom platform. Moreover, thspect Metadatdile
of the SCM is implemented in an XML file with eaelspect
annotated with the path to the XML metadataile.

4.3 Qualitative Validation

To llustrate the semantic reconfiguration consisjfe we
consider the following reconfiguration: the applioa
programmer needs to reconfigure the online gamysiem by
adding an encoder to all mobile wireless node memibe
fragmenter and a logger aspect have previously lemren at
that join point. To perform this reconfiguratiomet application
programmer would provide a reconfiguration requsstwriting
code as shown in Figure 5 (the code is simplifieat f
presentational purposes).

the

Figure 5: Aspect Reconfiguration specification exaple

! Since AO-OpenCom also supports remote aspeclstfielrespective URL path to
the XML file Annotation Metadata Repositoiy provided for remote aspects.



The Configurator.reconfigurg(call takes the given pointcut and
aspect specifications and also specifies that peeified aspect
should beadded.This reconfiguration specification however fails
to capture the semantics of the reconfigurationenms of the:
ordering between the three aspects with the fratenesspect
needing to be woveheforethe encryption aspect; dependencies
involved by weaving an encryption aspect requiritige
corresponding decryption aspect to woven in a doatdd
manner to ensure good running of the applicationflicts due to
the weaving of the logging and encryption aspects.

4.3.1 Semantic Interaction Resolution

The encoder aspect in the AO-OpenCApplication Repository
is tagged with appropriate metadata describing $#snantic
interactions, that is: the encoder aspect interiatagged with the
location path of the xml file containing the met@dhaving: the
type of the aspect, dependency-interaction tagspecifying a
corresponding decoder aspect is dependent and lmeustoven
when the encoder is appliedonflict-interaction tagsspecifying
two constraints are specified in terms of: encadgrect conflicts
with a logging aspect in an untrusted domain if emafter the
logging aspect; the encryption aspect can be atlowe an
untrusted domain and can be allowed based on tderlying
domain policies. The Composition-Policy aspestillastrated in
Figure 6, then contains the ‘condition-action’ mula terms: (i) a
fragmenter must be wovdreforedata is encrypted and similarly
containing another policy describing that the dption aspect
must be wovereforethe reassembler aspect; (ii) the weaving of
fragmenter and reassembler aspects must be comdiaaross
nodes to ensure both needs to be woven as thegependent;
and (iii) the weaving of encryption and decryptaspects must be
coordinated across nodes to ensure that encrypésdages can
be decrypted.

Figure 6: Composition Policy Example

When Configurator.reconfigure(Js called on the Configurator of
one of the nodes (referred as the ‘initiator’), theer calls the
Pointcut-Evaluator to locate all the target joinrps. On returning
the located join points, the SRE aspect get®ked.Using the
target join points, metadata, that is from the rinegter and
logging aspects metadata, together with the enioryphetadata,
the SRE first parses their respective metadata diectd any
semantic interactions. With the encryption aspeshtaining
metadata with an order conflict for weaving withpest type
fragmenter, the SRE checks the Composition-Poligpekt to
determine if the constraint islid for the reconfigured node and
checks for any other application-specific or dorrspecific
restrictions. With the fragmenter metadata comstrmatching
the Composition-Policy Aspect metadata, and no iegipbn-

specific or domain-specific constraints for thisseathe SRE
aspect instructs the AdviceHandler to weave a spmeding
reassembler-aspecwith the encryption-aspectwoven in the
second orderto ensure the reconfiguration can be successfully
done and thus semantically consistent. Moreovemgesithe
original pointcut specification has been updatbd, €onfigurator
caches an updated version of the pointcut spetiditaln case
remedy policies were not specified, the reconfiarawould be
aborted with the rollback operation deployed foy ahanges.

4.3.2 Transparency

The approach naturally supports selectively transparent
approach as the SRE aspect and the CompositioayPatipect
can be pre-configured at application start-up tisee that the
application programmer who wishes to initiate a -tiome
reconfiguration needs only to make the appropriesdl to
Configurator.reconfigure() This achieves complete transparency
of consistency-related mechanisms from the codéntoke a
reconfiguration. At the other extreme, the progranmman be
explicit specifying the SRE and Composition-Poliegpects
should be put in place for each reconfigurationthiis case, both
aspects are woven on-the-fly (if they are not alyegresent)
before proceeding to perform the requested recordtgn. Note
that this extreme is stipjartially transparent as the programmer is
protected from the low level details of actuallyavig the SCM.

4.3.3 Flexibility

The use of a separafespect Metadatdile to attach semantics of
the aspect-components allows new metadata updabesapplied
without having to recompile existing source-codéoreover, our
approach adds the SCM as an independently-depysdlice
which can be used for both local and distributejc@nfiguration.
This means that the SCM imposes no overhead wheut iised,
and can be dynamically woven/unwoven where and when
required. We also believe that the approach, beaged upon
applying metadata and behaviour at common archit@ct
elements (i.e. interfaces), can be applied geryeralbther AOM
not just AO-OpenCom; indeed we see important futuogk in
the deployment of our model in a wider range oteys.

4.4 Quantitative Evaluation

We next evaluate the overheads incurred by the S&Cperform

dynamic reconfiguration. The baseline for our eipents is as
follows; we reconfigure aspects at one join poising AO-

OpenCom without SCM (in this case there are no lmsfto

detect). This was performed locally on one nodethed repeated
with the aspects to be reconfigured spread acradgedt nodes
with another node acting as the initiator of reégunfation. Each
node ran on a separate Core Duo 2 processor 1.8 R&Hwith

2GB RAM, using the Java-based version of the AO#TmEN

platform. Each measurement was repeated ten timketha mean
value was calculated to discount anomalous results.

We then performed four separate reconfiguratioresand
measured the performance overhead compared toabeline
measure above. In each of these cases we incréasettale of
the experiment by increasing the number of aspgoten at the
join point. Figure 7 shows the results of these fmases: (i) SCM
manages reconfiguration where there is no conficta local
node; (i) SCM manages reconfiguration where tlhere conflict
across 5 nodes; (iii) we introduce an aspect ainfind SCM
manages reconfiguration on a local node; iv) SCvhages a
conflicted reconfiguration across 5 nodes. We iifenthe
following results:



The overhead of using SCM increases as the nunibverdes
the reconfiguration executes across increases to 5.

As the number of aspects woven at a join pointeases the
percentage overhead of SCM decreases.

The overhead to weavene’ aspect is the worst case. This is
mainly attributed to the retrieval of the CompasitiPolicy
aspect metadata and once obtained the metadabee qaarsed
for subsequent checks, causing less overhead.
Furthermore, it can be observed that on a singteribe use
of SCM added an average overhead of 15% when ritiaten
where managed; there was an extra 1.84% when aspéht
a semantic concern were woven on the node.

The overhead of the SCM is mainly attributed to tise of
XML and the parsing of the file structure before gemantics
metadata are retrieved.

Figure 7: Overhead of SCM to perform reconfiguration per-
join point in the AO-OpenCom platform

5. RELATED WORK

Few AO middleware platforms have addressed thderigds of
performing consistent semantic (re)configuratio’AMZDAOP
[10] and DyReS [12] are prominent examples of AOBdieware
platforms but do not consider validation for aspemhposition.

Other prominent platforms such as JAC [7] and DyNBic
are limited to solving aspect semantic by checlasgect ordering
only. custAOMware [5] is a runtime AO component dielvare
allowing aspect interactions to be evaluated. Theeraction
model allows the detection of conflicts, dependesciand
resolution of aspects by storing and accessingcsspeetadata in
the runtime kernel repository. However, compared dor
approach, the platform offers only aspect confiore the
semantic validation of distributed dynamic recoofigions is not
supported. Spoon [8] is a Java program-transfoomdtamework
that uses AOP and compile-time reflection to enssemantic
consistency of the middleware components. Howewbis
approach can only provide compile-time validationd ais
therefore unsuitable for adaptive software.

Outside the domain of AO middleware there a numifer
language-based AO approaches. CompAr [9] is a kgepbased
AO approach to detect and solve aspect-composiissues.
However, the approach only detects aspect-ordentagactions
issues. Douence et al., [2] offers a similar apphofor the
automatic detection and explicit resolution of aspeteractions.
However, the approach only allows for static arialyd aspect
interactions. SECRET [3] uses a similar reasonireghmanism as
our SCM by analysing all advices at a join pointfobe
composing them. However, the approach is languaperdient
requiring advices to be written in Aspect-J languégr the
conflicting patterns to be detected. Our approaifferd from
these related approaches, in that we introducenzrge SCM

within the field of AOM which can be applied to &aof the
aforementioned platforms.

6. CONCLUSION AND FUTURE WORK
In this paper we have demonstrated the need todmmaspect
semantics to better support and ensure consisbempasition and
reconfiguration in dynamic AO middleware. We hallestrated
our general approach to SCM for validating distrécLidynamic
reconfiguration, catering for semantic differendasterms of
application-specific and domain-specific conditioidoreover,
our solution also prevents the combinatorial exploghat may
result as a consequence of coupling metadata héttcare aspect
functionality allowing aspects semantics to be dyically
evolving without changing the source-code of rugraspects.
Turning to future work, we first plan to investigatising our
approach in a self-managing autonomic environmantwhich
reconfiguration requests are initiated by the platf itself as
opposed to the user. Then, we also plan to extemdsemantic
philosophy to use an ontology model such that tbecepts
between applications and domain can better be atzhet when
building large-scale distributed middleware applmas.
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