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Abstract

Research in MANETs has resulted in the
development of numerous and diverse routing
protocols. We argue in this paper that this diversity is
inherent to the MANET domain and therefore it will be
important in future environments to simultaneously
support multiple MANET protocols. On this basis, we
propose a highly configurable component framework
that facilitates the support of multiple MANET
protocols and accommodates pluggable protocol
functionality. Importantly, the framework also allows
protocols to be composed, decomposed and hybridised
in a variety of ways to create value-added
functionality. In addition, it has coherent support for
dynamic reconfiguration which opens the possibility
for protocol hybridisation strategies to be safely
executed at run-time. The paper outlines the
functionality of the framework, illustrates its
configurability, and offers a preliminary performance
evaluation that demonstrates acceptable overhead.

1. Introduction

e.g., ASL [15] and PICA [2], and more general
modular router frameworks like Click [16]—in being
much broader in scope (see Section 6).

The design of our framework, which we call
Manetkit, builds on our past experience of develgpi
frameworks for middleware systems [9, 10] and
overlay protocols [8]. Its aims areiforeduce MANET
implementation effort,ii) enhance the portability of
protocol implementationsii) facilitate the exploration
of protocol optimisation/hybridisation efforts, aing
to seamlessly integrate MANET routing in a wider
middleware framework. A final aim, which we are now
beginning to explore, is to support dynamic
reconfiguration in MANET protocols.

The remainder of this paper is organised as follows
Section 2 gives an overview of Manetkit's architeet
Sections 3 and 4 subsequently evaluate the frankewor
by means of case studies and a performance ewluati
respectively whilst Section 5 examines reconfigarat
aspects. Finally, section 6 analyses related woik a
section 7 offers our conclusions.

2. Architectural Overview

Mobile ad hoc networks (MANETS) require routing \anetkit is a component framework that supports the

protocols to ensure that out-of-range nodes cangeyelopment, configuration (and potentially dynamic
communicate with each other via intermediate nOdes-reconfiguration) of ad hoc routing protocols. It

This task is by no means simple as MANETS vary gypnorts the development of protocols in multiple
radically (and dynamically) in size, density andffic programming languages and is generally assumed to
patterns. As a consequence, MANET researchers have ., in user space on top of commodity OSs. In tesfs
proposed a plethora of routing protocols - e.9. AOD  rotocol design and implementation, it provides the
[21], DYMO [3], OLSR [6], ZRP [12], TORA [20]'_ developer with an extensible set of common protocol
CGSR [4] to name a few—that are based on varying fnctionality and tools to configure protocol graph

design philosophies and designed to meet specificaccording to the application needs and environmenta
requirements from various application domains. contexts.

We argue in this paper that this diversityriserent In more detail, we propose an architectural model

to the MANET domain and therefore it will be hat employs run-time deployable software companent

important in future environments to support muéipl (based on our OpenCOM system [9]) and component
MANET protocols (including simultaneously). On this  fameworks (hereafter, CFs) to decompose and

basis, we propose a highly configurable component .,nfigure protocol functionality (as shown in Fitj.
framework that facilitates the support of multiple cpg are scoped compositions of components that
MANET protocols and accommodates pluggable gecept plug-in components (including other CFs} tha

protocol functionality. This goes beyond other e validated according to constraints specifiedHsy
frameworks developed by the MANET community— cF designer to ensure that plug-ins do not produce



nonsensical configurations. CFs are

themselves

The CFS pattern encourages both horizontal and

packaged as components, so they can be loaded andertical composition such that protocol-stacking in

unloaded dynamically so that only functionality ttiea
actually instantiated needs to be paid for.
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Fig. 1. The Manetkit framework architecture

Manetkit comprises of two key sub-CFs: i) the
System CF which encapsulates common system-related
common functions; and ii) thévlanetProtocol CF
which encapsulates protocol-related functions.
illustrated in Fig. 1, an instance of Manetkit ringnon
a mobile node consists of a number of ManetProtocol
CFs atop of a System CF (general tree-like
compositions are supported; not just stacks). All
interaction between the CFs occurs in the form of
event-propagation and calls across explicit ‘bigdin
between interfaces (represented as small circled) a
so-called ‘receptacles’ (represented as small cups)

As

Receptacles are ‘required interfaces’ that denote a

dependency on an interface provided by another
component.

2.1. The CFS Design Pattern

To structure the implementation of protocol plug;in
we employ a generic design pattern calleddbrrol-
forward-state pattern [8] (hereafter referred to as the
“CFS” pattern). Using this pattern, each protocol
implementation consists afi acontrol element (in Fig.

1, ManetControl in the ManetProtocol plug-in and
SysControl in the System plug-in)j) a forward
element andiii) a state element. The pattern
corresponds naturally to the domain of MANET
protocols: the ManetControl element encapsulates th
routing algorithms used to establish and maintaiftim

Manetkit occurs in a hierarchy of aggregation (agai
see Fig. 1). For example, an AODV plug-in can be
stacked on an MPR plug-in to flood its route redgles

It also integrates straightforwardly with highevdé
middleware and protocols so that, for example, a
service discovery overlay might be stacked on an
AODV plug-in to send and route its control messages
in the MANET. In the following two sub-sectionsew
discuss in more detail the System CF and the
ManetProtocol CF respectively.

2.2. The System CF

The System CF (shown in Fig. 2) performs two main
tasks: event handling and the provision of a generi
operating system interface.

IPop IPush IEvent  IControl IForward IState
Y 0 9 Q

f \ | |
"(’-‘ Event Forward|| State
[ Handlers >
N

[Gassiner HI35"Y
PacketBB |—°D—
[ Queve |-

Scheduler |-é

SysControl

Control

Event
Regist

»

Fig. 2. The System CF

Event handling: The CF generates two types of
events: control-events and information-events, which

are then demultiplexed and forwarded by the Classif
component in itsSysControl sub-CF. To receive
required events, protocol plug-ins in the layer\abo
must explicitly register an interest for such egentth

the SysControl CF’s classifier. This avoids thechfe
events to cross all the layers in the routing stack
Control-events (generated by the SysControl element
are data structures containing protocol messagssga
from a generalised packet format [5] using the
PacketBB component. These protocol messages are
captured using a packet capture library such asdip,

or packet filters (like Netfilter under Linux ordtNDIS
intermediate driver under Windows). Information-
events, on the other hand, are generated by event
components to report contextual information (packet
inter-arrival time, packet loss, signal strengtimd a
computed statistics) or reactive routing events.

Generic system interface provision: To facilitate

hop routes; the forward element encapsulates theportability, the System CF acts as a generic sateotp

protocol's send/receive functionality; and the estat
element gives access to the protocol-specific stath
as control message history or a topology tablehkdc

targeted OS-specific APIs. Its state component
provides OS-independent operations to manipulate th
kernel route table, its forward component usesialPa

the CFS elements implements standard interfaces andocket to inject packets back in the kernel outatin

receptacles.

just before the packet forwarding function. Thet8ys

CF also provides a consolidated API for thread and



socket management that transcends platform-specificsemantic information about new event types sucinas
differences and abstracts over the use of multipleevent type identifier, the producer component,
network technologies. associated internal handlers and the order thetodve
executed and the event's direction of propagation
2.3. The ManetProtocol CF propag

h Lin th . K is reali (upwards or downwards). Any unhandled event is
Each protocol in the MANET routing stac IS reaise passed up or down the protocol graph dependingson i
as a CFS-baseMlanetProtocol CRhat consists of a

direction.
ManetControl sub-CF, a forward component, and a IPO@ IPush IEvent IControl IForward I<Proto>State
o 0

protocol-specific state component. The ManetControl Q
1
Control Handlers < ;orward State

element is the main locus of accommodating MANET
Event O Event w

protocol diversity, and it also encapsulates a remalf
areas of commonality, thus enabling coverage of the
Jueue —
Manet| onLroI| —L@ )
IPop 1push IForward IForward I<Proto>State

i
diverse ad hoc routing protocol taxonomy. The fodva

and state components are much more specific to
individual protocols. Therefore there is less valoe
providing configurable sub-CFs in those areas.

The ManetControl element (see Fig. 3) is
responsible for encapsulating a number of common Fig. 3. A ManetProtocol CF
utility tasks and algorithms that many routing pmﬂ_s Queue: Queue plug-ins are accepted at the IQueue
shqre._ For example, all need to schedule t'mers’receptacle and are used by the control component to
maintain packet queues and flood control messages, er incoming events if a thread-per-protocol
(route requests, LSUs) across the network. Thelsimp paradigm is adopted by the protocol developer.
tasks are encapsulated as components that areeplugg However, event queuing is optional if the developer
in the CFs. For instance, the Scheduler comporgent i \\:chas to take advantage of the absence of race
used to register periodic event-generation funstion .qnjitions in a thread-per-event concurrency model.
such as Link State Update (LSU) dissemination or Hence, the concurrency model of the framework & ke

timeout functions to expire transient s_t_ate suchgas _ orthogonal to its design to provide the choice itifez
user-space route table. Because naive flooding 'Sapproach

heavily__ resource-intensive anq thereby limits the Neighbour discovery: Neighbour discovery plug-ins
scalability of pr_otocols, _Manetklt prowdes a rat‘@fe (accepted at the INeighbour receptacle) are thewsel
pluggable flooding algorithms that includes mulbifit ;4 hetprotocol CFs that are used to maintain 2-hop
rellayl_nrg]; (MPR) [12] and ;he fuzzy-3|g|_hteg link stat  anyork neighbourhood information. The Neighbour
algorithms (FSLS) [17]. These are realised as s#@ar niqcovery protocol has the responsibility of repagt
ManetProt(_)coI CFs that can be individually P"%gged link breaks with lost neighbours to the control
below routing protocol CFs in the stack depending 0 ¢qmponent for purposes of route invalidation. &oal

particular sets of circumstances. For example, NEPR . offer a useful means of disseminating information t
used for dense networks whereas FSLS is better 'nneighbourS' for instance, OLSR [6] piggybacks

sparse networks of large diameter. multipoint relaying (MPR) information on neighbour

In addition the above, the_ ManetControl e_lement discovery messages for MPR set advertisements.
accepts a number of plug-ins, among which the

following three are key: 3. lllustration of Use

Control: This is the pluggable control component that To illustrate the configurability of Manekit, we wo
implements a particular routing algorithm as aa®et demonstrate its use in building two ad hoc routing
event handlers and event producers. It also uses thprotocol configurations, both of which have been
services of an event queue, an event classifier, aimplemented in our Java-based Manetkit
scheduler, and a neighbour discovery protocol CF inimplementation (see Section 4). In the first instarwe
addition to the forward and state components. Papl| use Manetkit to compose the well-known AODV
and IPush interface-receptacle pairs define theanppw reactive protocol, showing in the process how it ba
and downward event routing directions to adjacent extended to accommodate multipath routing (thus
ManetProtocol CFs respectively. Since Manetkit illustrating Manetkit's capacity for fine-grained
supports an open and extensible event-model, theaddition of value added behaviour). The second
IEvent interface allows developers to extend the set of example focuses on a hybridised protocol configomat
event types and bind new event handlers to new orthat combines AODV and OLSR to further demonstrate
existing event types. The Event Registry records the flexibility of our framework.




3.1. Implementing and Extending AODV dispatched by the System CF to the AODV plug-in.
Fig. 4 illustrates our framework implementation of Because of explicit event registration, this eveéoes
AODV. It consists of an AODV and a Network nhot cross intermediate CFs. The AODV CF then uses
Neighbourhood ManetProtocol CF layered directly on the bordercasting services of the underlying Border
top of the System CF. To set up the required itaper Resolution Protocol (BRP) CF [12] to efficiently
communication all that is required is fay:the AODV forward its RREQs to peripheral nodes. Buildings thi
and Network Neighbourhood ManetControl component complex, non-vertical routing stack for zonal rogtis

to be connected to the underlying System CF’s eventstraightforward; it requires only connecting the
distribution and packet sender servicisthe higher-  protocol CFs and configuring protocol parameters.
layer forward components to be connected to the

, AODV CF
packer sender; arid) the AODV state to be connected | y? ??OLSR?CF ? Network Y999 ¢ Q
to the System CF's state component. Using either c'?,i:f;.] Forward | state Neighbourhood CF [g:“::;,] Forward || State
packet snooping or packet filtering, the SysControl |G —— 7 7 =

.. - m Manet || Forward || State
element detects data packets requiring route désgov | Y999 4 ? conral 7999 ?
and sends RouteDiscoveryEvents to AODV's c“c;ré.l Forward]] Stete ¥ S “ S |[ o[ State ]
ManetControl element. Packet queuing occurs in a|'S=F—% \ 2 A:A %
Queue component at the SysControl element (a MPR CF V:a:.? L : BRP CF
particular packet dropping policy can be appliedehe System CF
or the buffered packets can be re-injected when the S84 & &

System CF is notified by the routing protocol CRlof
new route establishment).

In highly dynamic MANETSs where link failures and 4. | mplementation and Early Evaluation

route breaks occur frequently, multi path routing \whjle Section 3 has already evaluated our framework
techniques such as AOMDV [18] provide efficient i, terms of its configurability and expressibilitye
fault tolerance and faster recovery. Using Mangtki now offer a preliminary evaluation of the overheadls
protocol configuration in Fig. 4 can be easily niedi our framework. This is based on a performance
for AOMDV operation byi) replacing the RREQ  comparison between an existng AODV Java
handler to process multiple RREQs, andreplacing  jmplementation (UoB-Jadhoc [14]) and the Manetkit-
the AODV State component to accommodate new pased AODV implementation that was described
fields required by the algorithm. Deploying several gpove. The overheads we focus on are ) typical
other optimisation techniques is just as easy. performance impact in a multi-node MANETayy
route discovery delay’), ii) the overhead of passing

Fig. 5. Hybrid protocol configuration

Network voo oAODVCFo o ; P
Neighbourhood CF (" | packets between layers on a single nodeng’ to
INeiahbggr Lt <1:-v. rward| [ State process RREQ’), iii) per node memory footprint
ontro A N . e .
Contro || Forward || state Event |t evert ‘| Msg overhead, and iv) the time required to initialiseode.
CF > [] components ahle History] .
T e
\';;;an hrrtho) L@ Seheduier | Table 1. Evaluation Results _
— I J UoB-Jadhoc MANETKit-AODV
IPop $ (# QP @m ?DIState Avg route discovery delay | 328 ms 345 ms
| .| I 1 I I "
Sys Forward State Time to proces.s RREQ < 1ms < 1ms .
Control System CF Memory footprint 107 KB 218 KB (incl OpenCOM)
CF Initialisation time 68 ms 99 ms

In Table 1,avg route discovery delay measures the
overall delay between sending a route request, and
receiving and processing a route reply in a smalbp
MANET testbed. The results demonstrate that Mahetki
imposes no major impact on system-wide AODV
protocol performance. At a finer-grained levie to
process RREQ measures the delay incurred between
receiving a route request message from the keanel,
sending it out again. This is a good indicator loé t
overhead of Manetkit's componentisation of the gack
processing path. Similar numbers are recorded for

Fig. 4. AODV protocol configuration

3.3. A Hybrid AODV/OL SR Deployment

Manetkit can easily be configured as depicted @ bi
for hybrid ad hoc routing (by multi-scope operatiah
AODV and OLSR). Firstly, the OLSR CF is configured
to proactively maintain routes to all destinatiomghe
node’s zone (defined by a zone radius). It is stdck
atop the MPR CF to utilise its efficient-flooding
services. Further, whenever a route look up failthe
proactive zone, an inter-zone route discovery eient



route reply messages. As the numbers indicate, theinvolved than if flooding were to be solely perfath
differences between the two implementations are using MPR.

minimal to the point of insignificance. In threemory
footprint metric, Manetkit-AODV incurs a 50%
memory overhead over UoB-Jadhoc. This is mainly

due to the (necessary) inclusion of the OpenCOM distributed

runtime (71 KB) [9]. Although this is non-triviail, is a
‘once-only’ cost in that the same runtime can suppo
multiple protocols and also an overlying OpenCOM-
based middleware system and application.
generally, the memory cost is part of a trade-offthe
increased flexibility. Finally, theinitialisation time
metric measures the time required to load the podto
modules, configure them and start listening forkets:

To realise such strategies, OpenCOM'’s reflection
facilities [9] already provide good support for cld’
reconfiguration (i.e. in individual nodes). In teyrof
reconfiguration support, the multi-hop
nature of MANETs makes it difficult to reliably
perform tightly synchronized reconfiguration on all
nodes (as is supported, for example, by our exjstin

More work on distributed component framework -based

reconfiguration support [11]). We are therefore
investigating the use of gossip protocols to adhiev
consensus in the face of message loss and node. chur
The gossip protocols can themselves be implemented

We find that our CF-based approach does not lead tousing the Manetkit framework.

significant overheads. This metric is also a good
indicator of reconfiguration costs in our futurerkio

5. Dynamic Reconfiguration

As different protocols are optimised for different
conditions and assumptions, the opportunity ariees
dynamic reconfiguration to optimise running protoco

6. Related Work

As mentioned, there have been earlier efforts & th
MANET community to develop frameworks with
integrated functionality for implementing ad hoc
routing protocols. The Ad Hoc Support library [E5]d
PICA [2] enhance underlying system services and

deployments (e.g. to make them more reactive orprovide MANET-specific APIs such that routing

proactive) or even to switch the routing strategy
altogether. Table 2 indicates some likely posdibdgi
for dynamic reconfiguration that we are currently
exploring. The table sets out reconfiguration sty#s
together with some corresponding conditions thagini
trigger such strategies.

Table 2. Some Reconfiguration strategies

Condition Reconfiguration Strategy

drop in bandwidth Switch to reactive routing. If large network

diameter, use MPR for RREQ flooding.

Frequent transmissions,
random source-destination pair
and/or bounded delay jitter

If sufficient bandwidth available, switch to
proactive routing, else if only subset of nodes
involved, use reactive protocol

High packet loss rate and high
network churn

Reactive routing: turn on path accumulation
or multipath routing

Proactive routing: schedule earlier
transmission of LSUs

Multi-scoped operation with intra-zone
proactive routing and global reactive routing

Large network with dense
islands

Hot destinations such as
internet gateways or certificate
servers

Create a proactive routing zone around
destination, or maintain routes to these nodes
though route repairs or periodic self-
advertisements via RREPs.

In purely ‘local’ terms, reconfiguration amounts to

changing protocol parameters and plugging protocol-

optimisation sub-frameworks into protocols. For
example, in Fig. 5 the zone radius can be adjussea
‘virtual knob’ a la ZRP to control the mix of prda®
and reactive routing, and achieve a desired trdide-o

protocols can be developed in user-space. The PICA

APl is notable for providing multi-platform
functionality for process management, memory
management for packet queues, socket-event

notifications to waiting threads, and network devic
listing, as well as eliminating platform-related
differences in socket APIs, and kernel route table
manipulation. However, these systems are restricted
providing programming abstractions for operating
system-level services only; they ignore generidingu
protocol commonalities that could be reused across
implementations.

Click [16] offers a component-based approach to
protocol composition in terms of fine-grained elerse
that are connected together in a packet flow grBpih.
our framework goes beyond this through its constste
use of the CFS pattern to guide the composition of
protocols from fine-grained elements. Also, in &kl
router graph fine-grained elements have to be
incorporated in the packet forwarding path evethéfy
don't participate in packet forwarding; e.g. rogtin
tables. In comparison, Manetkit does not require
packets to flow to all plug-in components and sub-
frameworks: the packet forwarding and routing
functions are kept separate. In addition, Manetlihs

between delay jitter, packet loss rate and control from building on OpenCOM and can leverage its
overhead. As a coarser-grained example, the Fig. 5associated services (e.g. its dynamic reconfigumati
scenario can be optimised by plugging in a FSLS support [13] and natural integration with highevele

flooding CF when the network topology changes to

middleware services [8,10]). In terms dynamic

being sparse and large. This increases the preactiv reconfiguration support, Click supports only local
zone coverage at a fraction of the maintenance cost
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