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Abstract. Component-based software engineering has recently echergea

promising solution to the development of system-levelvaodt Unfortunately,
current approaches are limited to specific platforms and dims This lack
of generality is particularly problematic as it preventsoedge sharing and
generally increases development costs. In this paper weepteOpenCom,
a generic component-based platform that is specificallyigihesl to support
a wide range of system software, both in terms of deploymanto@ments
(e.g. PDAs, embedded devices, network processor-baséerspand target
domains (e.g. embedded systems, middleware, OSs, progtdenmetwork-

ing environments). We discuss the fundamentals of OpersQuogramming
model, present a performance evaluation, and illustratedtdvantages of our
model based on several case studies.

1. Introduction

Component-based technologies are nowadays widely useevidop application-level
software, as illustrated by the numerous component-bdadfdipns available to applica-
tion developers (e.g. Mozilla plugins, Enterprise JavarBeaNET) [20, 18, 27].

Building on this success, a number of approaches have hetsE®n proposed to
apply component-based programming to system-level saftwgEhese approaches cover
a wide range of systems, from embedded devices [10, 23] aedapg Systems [7, 11],
through to programmable networks [19, 16, 2] and middleyaadorms [6, 25].

These early researches have shown that components arsuitetl for system
software for two key reasons: first, they provide a high degremodularisation, thus
allowing complex system software to be divided into simpid @asy-to-develop func-
tional parts. This ‘divide and conquer’ approach faciésathe design, development and
debugging of complex system software. Secondly, becausieeafinherent modular-
ity, component-based platforms tend to be much more perthiain monolithic systems.
This is particularly advantageous for system software, sghportability is often inher-
ently difficult to achieve and can provide a key competitidgantage in terms of reuse
and software quality.

Unfortunately, these efforts on component-based systéma@ tend to be highly
non-generic. They are limited both in terms tafget domain(e.g. embedded sys-
tems, middlewares, operating systems or programmableonidtyg environments) and



deployment environmel¢.g. standard PC environments, network processors opmicr
controllers). For example, OSKit [8], THINK [7], and MMLIitf1] exclusively target
component-based operating systems and cannot be usedise @@grammable net-
working software or to implement a distributed middlewagemilarly, most approaches
can only be deployed on conventional desktop machines,@ssep to less conventional
environments such as PDAs and embedded devices. Thosatsnggonbedded devices
typically only support one type: Vera [16], NetBind [2] and®Click for instance are
limited to the Intel IXP family of routers [13].

Because of this narrow focus, existing component moddl$dfagupport systems
that span multiple deployment environments, and cannotsed to develop platforms
that combine multiple target domains. As a consequenceereift environments and
different target domains require different programmingdedle and different APIs. This
lack of generality inhibits skill transfer, prevents compat reuse across platforms, and
generally drives development costs up.

In this paper, we propose a new component model called Opeartkat addresses
the above deficiencies. OpenCom’s programming model stppioe development of
system software in a wide range of target domains (OSs, eudik, network stacks) and
deployment environments (PC, routers, sensor nodes) atianalicost. More precisely
our component model has the following three key properties:

e Target system independene@penCom does not recommend any policy or facil-
ity that is specific to a particular target system (e.g. temaé support or media-
streaming support). When required, such features can hdessly added through
a clear and principled extension mechanism.

¢ Independence of the deployment environm@&penCom’s programming model
can be easily ported to wide range of deployment environspéram standard
PCs, set-top boxes, and resource-poor PDAs, through toddebesystems with
no OS support, and high speed network processor-basedsoutkis portabil-
ity results from an incremental design based on a core setimfimal features.
This minimality ensures this core can be accommodated evémninvwhe most
constrained devices.

¢ Negligible overhead As our prototype evaluation shows, OpenCom incurs neg-
ligible performance overhead and has a very small memortpfod. This is
particularly vital for deeply embedded software that runshaghly-constrained
devices.

The remainder of this article is organised as follows: we firsvide some back-
ground on component technology and discuss the correspgpreiearch challenges (Sec-
tion 2). We then move on to present OpenCom’s architectulledatuss its fundamental
programming concepts (Section 3). In Section 4 we preseataléld performance eval-
uation of OpenCOM based on a prototype that combines a sthifa and a network-
processor board. We then discuss three case studies thahdieate the genericity of our
approach (Section 5). Finally, we review related work (®&c6) and conclude (Section
7).

2. Component Technology

This section introduces the main notions behind compohaséd software development.
We start with basic concepts (components, interfacesptackes, bindings, and compo-



nent frameworks), which serve as a key structuring mechampenCom.

As we go along, we will use this conceptual overview to disctie research
challenges pertaining to the use of components in systetwa@. We wrap up this
section by outlining the key differences between our presiwork and the new general-
purpose component model.

2.1. Components, Interfaces, Receptacles, Bindings, anad@ponent Frameworks

OpenCom is a component-based programming framework andcasshares the same
basic common concepts as most component programming nj@8gls

Componentare central to these models and denote encapsulated udiplofy-
ment and functionality that interact with the outside wdaHdoughinterfacesandrecep-
tacles Note that a component may have multiple interfaces angtackes.

Interfacesare units of service provision which are supported by corepts) They
define sets of operation signatures and their associatatydas. In OpenCom, interfaces
are expressed in OMG IDL to support language independence.

Receptaclesre ‘required interfaces’ that define a unit of service reguent.
Receptacles make explicit the dependency of one componather components. Inter-
faces and receptacles are collectively termeh&saction points

The association between a single interface and a singlptaatie is represented as
abinding Different binding types are often identified, dependingloe semantic of the
association, and the particular interaction protocol ussEdeen the two service points.

Component framework®ereafter CFs) have evolved out of the basic notions of
components, interfaces, receptacles and bindings asasing mechanisms to develop
complex component-based applications. A Component frameis usually defined as
“collections of rules and interfaces that govern the intéiacof a set of components
‘plugged into’ them [28]. A CF embodies rules, constrains, and interfaces thake
sense in a specific application domain.

2.2. Research Challenges

A number of component technologies have been proposed entgears to develop
system-level software. Although seminal, these worksesdfbm a number of deficien-
cies, which we discuss here in more detalils.

First, these technologies tend to be tightly coupled fmarticular target domain
(e.g. embedded systems, programmable networking enventanor middleware plat-
forms). They are optimised for the construction of a palticiamily of systems and
usually focus on one particular challenge: maximisingg@antance, minimising memory
requirements, allowing dynamic reconfigurations. NetBifwi instance, [2] is limited
to programmable networks development and focuses edéentiadynamic data-paths
construction.

Similarly, these technologies tend to suppame particular deployment environ-
mentonly. The PECOS component model for instance [30] is limitedield devices;
VERA [16] and NetBind [2] focus on network processor-basmaters. More crucially,
most of the remaining approaches have so far only been degloya conventional PC-
based environment (e.g. K-Component [6], Click [19]). Inl#&dn, some of them (e.g.



Koala [23], and VERA [16]) strongly depend on the underlyamgrating system and thus
cannot be easily ported to other environments.

In terms of adaptation, many of these approaches do not suppetime recon-
figuration This is particularly inhibiting in embedded mobile desoghere resources
are particularly constrained and resources availabiliphe dynamically. This is also a
strong limitation for long-running systems where unplahfienctionalities often need to
be inserted without any service interruption (e.g. theoaitiction of a new forwarder in a
programmable router).

These technologies also have varymgmory footprint overheadepending on
the target system they were aimed at. This variability frrtiestricts reuse and technol-
ogy transfers. PC-based component models for instancetdédmel rich in features (e.g.
reflection, a large number of binding types). As a conseqeiethey have quite a high
memory overhead and cannot be deployed in constrainedoamants [6]. Conversely,
components models that target constrained devices tekdHacrich features that are
expected in unconstrained environments and cannot bed@usePC-based context.

In this paper, we propose to address these challenges wgh@ym, a generic
component model that provides the necessary infrastritbuconstruct any type of sys-
tem for any deployment environment. Thanks to its incre@esesign, OpenCom is in-
herently extensible to accommodate domain-specific feeglin a natural and explicitly-
supported way. OpenCom also supports run-time reconfigaras illustrated with our
case studies. Last, but not least, because of its minincalisf OpenCOM incurs minimal
overheads as shown in our performance evaluation section.

2.3. Discussion: OpenCOM versus OpenCom

It is important to highlight that Lancaster Oge@M [5] refers to a previous compo-
nent model targeted at middleware platforms, while Gx@n concerns our new general-
purpose component model. The former, i.e., Gp®M is built on top of Microsoft COM
and has been successfully applied to constructing re-amafide middleware platforms.
However, the main limitation with OpenCOM is its inability tonstruct systems for a
heterogeneous environment. For example, OpenCOM is utalgenstruct systems in
several embedded devices because these devices oftestadmsultiple deployment en-
vironments, each of which requiring its own mechanism tdaepomponents. As an il-
lustration of this, consider the IXP1200 router platformg$igure 3) that consists of PC,
StrongARM and microengine environments. OpenCOM is unabteEploy components
in such a heterogeneous environment in a natural and etpstipported way. Another
limitation which was identified in OpenCOM is the high memdoptprint, which hin-
ders its deployment in resource-constrained devices. igterhemory overhead comes
primarily from the Microsoft COM component model that is ded in OpenCOM.

On the other hand, Op&om is designed to address the above mentioned short-
comings, and thus, it is aimed at constructing systems inyathat is independent of
the deployment environment (e.g. heterogeneous envirotatige the IXP1200 routers
which are resource constrained devices) and also aimedsttraoting systems for a wide
range of system domains (e.g. middlewares and operatirignsgs As a result, Open-
Com consists of a more comprehensive programming modeisipatrticularly targeted
at overcoming the heterogeneity that is often found in erdbddlievices.



3. A General-Purpose Component Model

3.1. Architectural Overview

OpenCom uses an incremental design based on three key ¢erfiparun-time kernel
(ii) an extension frameworland (iii) tworeflective meta-mode(§igure 1).

[ target system J

{reflective meta—mode}s [ extensions framework]
. OpenCom
component run-time kernel Platform

[ deployment environment (hardware & software) ]

optional elemems/

Figure 1. Overall OpenCom architecture

OpenCom’s run-time kernel provides a core set of primitieg support a mini-
mal yet extensible component-based programming modelth&lremaining layers (the
reflective meta-models, the extensions framework and tgettaystem layers) extend the
kernel and are implemented using OpenCom’s componentsim@adehey are deployed
and managed by the kernel. The arrows in Figure 1 indicatpdksible interactions be-
tween the layers (e.g. tharget systemss allowed to invoke functions implemented in
thecomponent run-time kernklyer).

In the remaining of this section we discuss in details eagdh@fbove three ele-
ments, starting with the kernel.

3.2. The OpenCom Kernel

The OpenCom kernel supports the life-cycle of componemts the Kernel API provides
primitives to load, unload, bind and unbind components. ¥#aned above, the kernel
is only capable of deploying a particular style of comporeatied theprimary-stylecom-
ponent. In our prototype implementation, this primary sty the XPCOM component
format [20].

To enable the deployment of OpenCom in resource-consttaleeices, the ker-
nel follows amicrokernel-stylearchitecture, i.e., it only implements the minimal and re-
quired functionalities. It only supports the basic sena€déoading and binding compo-
nents (througtoad(), instantiate(Jandbind()), since these functionalities are required by
systems targeted at any domain and environment. This miitynadso ensures that the
kernel can easily be ported to many deployment environments

The kernel can only deploy components in a single addresespae deployment
of components in environments with multiple address spisoasly possible through the
extensions frameworkhich is covered in detail in the next section. By factoring this
functionality, we can make the OpenCom kernel lightweigid deployable in resource-
constrained devices (e.g. a sensor node) where the sugpuottliiple address spaces is
often not required.

In order to support dynamic reconfiguration and reflectivieesions, the kernel
is capable of loading and binding components at runtime vwhey are required and of



unloading and destroying them (through thdoad()anddestroy()calls) when no longer
demanded.

In terms of component life-cyclépad() reads component meta-data from the li-
brary in which the requested component is packagedjrastdntiate()utilises this meta-
data to create an instance of this component. Componentaagédas kept in a repository
called the kerneftegistry. The kernelregistry stores the meta-data of all components,
interfaces, receptacles and bindings.

An Interface is bound to a receptacle using kived() operation. This operation
enables the construction of systems by selecting compsrastt connecting them up
according to the needs of the target system. The discomelstween components is
effected through thdestroy()operation.

3.3. Reflective Meta-Models

As explained earlier, theeflective meta-modelayer is itself a component framework
and therefore an OpenCom component that is deployed (whetedg by the kernel. It
is optional and implements the necessary functionalityngpéct, adapt and extend the
target system at runtime. In addition, since the meta-nsoalel themselves components,
their precise configuration can be tailored to the needs efdiget system. Here we
discuss in detail the two meta-models provided by defauthleyOpenCom architecture:
thearchitecture meta-modeind theinterface meta-model

The architecture meta-modaises structural reflection to represent the current
topology of a system. In OpenCom, the architecture metaemoahsists of a repre-
sentation of components and their bindings. This reprasentallows the topological
adaptation of a target system. Timerface meta-modedupports two different capabil-
ities: first, it can discover the details of the interfaced agceptacles in terms of their
operation signatures. Secondly, the interface meta-netddles ‘dynamic invocations’
to be undertaken on dynamically-discovered interfacess@&ltapabilities enable compo-
nents to invoke interface types which are unknown at coding.t

3.4. The Extensions Framework

As mentioned in Section 3.2, the kernel is only capable ofayépg primary-style com-
ponents. The extensions framework removes this limitaiwhallows the kernel to sup-
port heterogeneous types of components. This frameworqgusired whenever compo-
nents relying on incompatible technologies need to cot@’ikin the same application.

The extensions framework relies on three new abstracteapdets loaders binders
(Figure 2). A combination of these is necessary for each ype df component that is
to be supported by the kernel. From an implementation pdiniew, caplets, loaders
and binders are primary-style components and are deploy#uketkernel. They provide
a bridge to a new deployment environment.

The sum of all components, primary and non-primary, thatnaa@aged by the
kernel belong to what we have termed asapsule We discuss each of these new terms
in more detail below.

Capsulesre “component containers” that may encompass multipleesddpaces
and are managed by one single kernel. They provide a nanmegpadich all compo-
nents and interfaces are individually identified by a uniglentifier. Each capsule is
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Figure 2. The elements of the OpenCom programming model (the loaders are
represented as rectangles on the right)

associated with one specific OpenCom kernel that is resplentsir deploying compo-

nents in that particular capsule. Usually, an entire systglinreside in one capsule,

as in the example shown in Figure 3, where a capsule encosgpassentire IXP1200

router (PC, StrongARM processor and microengines). Thiemof capsule helps reason
about cases where multiple kernels must interact (for kgacompatibility reasons, for
instance).

capsule

IXP1200 Router
Microengines (no OS)

[ Scralch]

StrongARM
PC Pl (Linux)
(Linux/Windows) Bus

Figure 3. An example of capsule

Capletsare OpenCom’s representation of a “locus of deployment”arirenvi-
ronment that supports virtual memory for instance, a capiktypically be mapped to
an address space. However, in more limited environmentsraecaplets may share the
same single address space, with additional protectiorsigpsntegrated in the binders,
the loaders, or the components themselves. Conceptuafiiets allow the kernel to sup-
port different technologies in the underlying deployingiesnment. They also provide
an isolation mechanism between components which are niytlistrustful or have dif-
ferent privileges. They are similar to the notiond@fmainsimplemented in the THINK
component model [7]. For example, if a system requires depémt of both C++ and
Java components, this can be achieved by creating separdetscfor each technology
domain.

Note that caplets and capsules differ in that caplets arkcéipcreated, unlike
the capsule associated with each kernel. In this respeepsute should be regarded a
logical component containers that may encompass several addeessssgnd hardware
domains and may therefore contain several caplets.

Loadersencapsulate the complexity of loading components in a bgésreous
environment. Each loader supports a specific loading mesimanthus allowing a wide
range of component styles to be managed by the same kernel.

Finally, bindersare OpenCom components designed to provide a wide range of



‘binding mechanisms’. Using binders, developers are fee@rplement any binding
mechanism that might be required in the underlying deploytreavironment. For ex-
ample, they may implement a binder that creates connedtietvgeen Java components
or a binder that connects components written in Assemblydage.

When the kernel starts, it only contains a single capletptimary caplet At this
point the caplet coincides with the enclosing capsule. Aaldal caplets termeextension
capletsmay then be progressively added to the system through teasrns framework
to support new styles of components.

3.5. The OpenCom Programmer Roles: Creating and Using Extesions

OpenCom’s programming model provides a strong separaticonzerns between porta-
bility issues and functional development. In particulape@Com supports two distinct
programmer roles:

e Deployment programmersnsure OpenCom’s programming model is available
in a given deployment environment. More precisely, deplegtrprogrammers
port the kernel to a specific deployment environment andemeint the required
caplets, loaders and binders.

e Target developerslevelop target systems by using the OpenCom programming
model. If needed, target developers can use the set of adalittaplets, loaders
and binders provided by deployment programmers.

4. Performance Evaluation

4.1. Overview

This section examines a quantitative evaluation of thereteperformance properties
and incurred overhead by OpenCom. To obtain an accuratefigieroften computed the
average of million measurements. For example, the loading 6f OpenCom primary-
style components was computed by calculating the averageefigom over a million
load() calls.

The experiments in this section were all carried out usingedi Precision 340
series workstation with 4 x 1.6GHz Pentium CPUs, 512 MB of RAIMd running Linux
Redhat 8.0. With regard to software, all the measurements walected by using the
kernel implemented in C++ for Linux. The primary-style cammgnts are all stored in
the Linux Shared Obiject libraries, which are equivalent tod@ws DLLs. It should be
pointed out that some experiments were also carried out@RallsydXP1200 router
environment [13]. This network processor-based routes BlneCatembedded Linux as
the OS.

4.2. Evaluation of the Kernel

The kernel for this evaluation was implemented in C++ ushg&NU GCC compiler
for Linux environments (Redhat Linux version 8.0). Primatyle components deployed
by this kernel are stored in Linushared objeclibraries, which enable components to be
deployed dynamically at runtime. The kernel uses the C+eddlgreation mechanism for
component creation. On top of the kernel optional exterssfoaamework and reflective
meta-models are also implemented in C++.



4.2.1. Memory Footprint

The table below illustrates the memory overhead requiratiéiernel, extensions frame-
work and reflective meta-models. As shown in the table, thadtatself is lightweight
and can enable its deployment in resource constrainedetesich as a sensor node. For
comparison purposes: MMLite [11] kernel requires 26 KBydEsiemory footprint which

is close to that required by OpenCom.

Architectural layer | Memory footprint Cl)_perdgtrllon O%enCom §++
Kernel 32KB EI)'?mleg -Bus ps
Extensions framework 10KB —
Reflective meta-models 8KB InstTair:rt::Uon 0.47us | 0.28s

The memory footprint required to accommodate a single nuthg@ry-style com-
ponent was measured as 24 bytes. The component in this exgriias no interface and
receptacle. In addition, it has null initialisation and fisation routines. The per-interface
and per-receptacle memory overhead is 8 bytes with an addltb bytes per operation.

To obtain an accurate figure, several components (i.e. aredhdere deployed
to compute the memory overhead incurred by each null comyporiégne memory over-
head produced by one hundred components was then divide@which provided the
overhead imposed by each deployed null component. The saltidation was applied
to measure the per-interface and per-operation overheatianed above.

From the above results, the component memory footprintii® q@mparable to
that required for a single null C++ object which was measa®d0 bytes.

4.2.2. Component Loading and Instantiation Time

The time measured to load a single null primary-style conepois 9.8:s. This includes
the time taken to read a shared object library from the distage and extract the informa-
tion of each primary-style component stored in the librarge extracted information of
primary-style components includes the constructor fumgtivhich is utilised to instan-
tiate a component. This measurement was computed by cahguthe average figure
from over a millionload() calls. This is quite comparable to that obtained when Iaggdin
null C++ object by means of the same shared object librarg. tirhe computed for C++
object was measured ag¥. Thisloadingtime is the measurement of the overhead taken
to read a shared object library from the disk storage.

To instantiate a null already-loaded component, OpenCaik @4 7.s compared
to 0.28us taken to instantiate a null C++ object. The differencesis measurement can
be attributed to the larger file size that is required by Omsn€omponents to accommo-
date information for the meta-data. In addition, it can dsaattributed to the complex
instantiation mechanism that is employed in OpenCom, whicludes the interaction
with the kernel registry (see figures on the table above).



4.3. Performance of the Extensions Framework Mechanisms

Performance evaluation of the extensions framework mesimawas carried out in the
IXP1200 router environment [13] (see Figure 3). This roiggarticularly interesting be-
cause itis) heterogeneous (e.g. it has a number of processors, ingtii microengines
that are specialised for packet processing)resource-poor, having a small amount of
memory; and finallyjii) performance constrained (i.e. packets must be procesdiee a
speeds). In terms of the implementation, we have develomegblat, loader and binder
components to deploy Microcode components that run in tiseaangines. Microengines
are RISC CPUs that are targeted at packet forwarding anckgsowy, while Microcode
is the Assembly language for the microengines.

4.3.1. Microcode Loader and Binder

To evaluate the performance of the implemented microcodédoand binder plugins,
a comparison was made with that obtained by NetBind [2]. NetBs a good point of
comparison given that our microcode loader and binder eyrgol@approach that was pio-
neered by their project. NetBind loads at the granularityotalledpipelines A pipeline

is a pre-configured assembly of singleton microcode compusné hese pipelines con-
strain the modules to be deployed in a linear topology anccerated whenever these
modules have to be loaded and bound. Unlike NetBind, theamphted loader and
binder extensions allow the components to be deployedichaiy by creating any kind
of arbitrary topology.

To compare the NetBind performance with that obtained byrtipgemented plu-
gins, this experiment evaluates the imposed overhead tenmentally extend the linear
topology of components in a single microengine. In paréicuhe time taken to include
each microcode component in the existing pipeline is measurhe results given in Fig-
ure 4 show that NetBind incurs an increasing linear overh&hi results from having to
rebuild the entire pipeline for each new configuration. kmiNetbind, the implemented
binder plugin incurs a constant overhead for each extenastine components are bound
incrementally. The binding overhead is minimal as it onlyoilves changes in the branch
instructions. It should be underlined that in this expenimall the microengine compo-
nents were deployed in one single microengine.

Microcode Binder Overhead
120

100 -
80

60

“or NetBind —+— -
Microcode Binder ----x-—

Time to setup (in microsecs)

20

2 3 4 5 6 7 8
Number of components in pipeline

Figure 4. Time to make an incremental addition of a component to an existing
configuration



5. Case Studies

In this section we present three case studies that demt#teasuitability of our com-
ponent model in a wide range of environments and system d@mdihe case studies
also illustrate the capacity of the extension componergsaplets, loaders and binders)
to deploy a variety of component styles in diverse enviromsieThis demonstrates that
OpenCom is suitable for constructing systems that run inraateling heterogeneous
environment like a network processor based router.

5.1. Case Study I: Programmable Networking Environment on Network Processors

Network processors (hereafter called NPs) consist of aiprdtessor programmable de-
vice that forwards and processes packets at high speeddtiypgigabit/s). Like conven-
tional CPUs, these processors are programmable. Howevée conventional CPUs,
NPs are optimised for packet forwarding and processing.

These environments offer an ideal case study to validatgtbposed generic
systems-building technology for the following reasons:

e NPs are widely known to be very difficult to program. For exéenthey have their
own hardware architecture, often with no OS and rely on aiajiged language
to program these devices. They also operate in a heterogeeegironment with
a multiple processor and memory types.

e The developed system must be extremely efficient to meettilgnements set by
these devices, namely to meet the imposed gigabit forwasheeds.

This case-study applies the OpenCom programming modelrnsteat systems
in such environments, more precisely, in the Intel IXP1280ge of NPs [13]. This
router is composed d) a StrongARM CPU running Linux, which acts as the general
control processor in the routeli;) an array of six so-called microengines RISC CPUs
that are attached to each other and share three types of mamahown in Figure 3
(i.e. Scratchpad, SDRAM and SRAM); aiid a set of dedicated hardware elements (not
illustrated in the figure above) such as the network interéaed hash unit.

The components that are deployable by OpenCom in the mignoes are coded
either in microengine-C (i.e. a subset of C for the IXP platfs) or Assembly. Both
languages are very primitive and highly constrained. Cguestly, particularly our mi-
croengine components have only one interface and recegadlthey only support oper-
ations that accept and return integer values. To supportbeengine components we
implemented a specialised caplet, loader and binder artenas described below.

The microengine capleprovides a communication channel between the primary
caplet in the StrongARM and the target microengine caplieis ¢hannel is implemented
through the libraries provided by Intel that support diractess from the StrongARM
to the microengine microstore, and memories such as thecBpeads, SDRAMs and
SRAMs. Instructions and data can be exchanged between ecanisan the StrongARM
and components in the microengines by sharing these regjisk®r example, compo-
nents in the microengines can place an integer value in anABDRegister that can
subsequently be retrieved by components running in then§&BM.

Themicroengine loadeembodies the capability to load and instantiate microcode
components. In particular, this loader enables the tamgetldper to deploy components



in the same fashion that takes place for the primary stylepoorants, despite the prim-
itive underlying environment. Moreover, loading compatsein these environments is
extremely complex and cannot be undertaken in a straigidfial way. For example, it is
only possible to load components into the microenginesenthiéy are in thstop mode
The stop mode is the mode where the microengines do not pedioy instruction. In this
particular context, thenstantiate(Joperation activates a previously loaded component by
starting its execution on the microengines.

Due to the constraint of the platform, microengine compémean only support
one type of sequenti@indingwhere the exit point of one component is connected to the
entry point of another one. This is implemented by morphirggliranch instructions (i.e.
branch instructions ammorphedto change the execution path to the target component).
The morphing technique is particularly well adapted to mekyprogramming, and is
similar to what was done in the NetBind project [2]. This skdhat OpenCom concepts
are highly flexible and can be adapted to a variety of prograngmodels.

OpenCom defines a novel programming model that facilitatédibhg software,
particularly in complex and heterogeneous environmentd) as an NP-based router. In
particular we were able to use a single programming modelpgpart both primary-style
(Linux/C++) and microcode components in an integratedesysiSimilarly, bindings are
uniformly created for primary-style and microcode compusgagain relying on a single
programming model. This uniformity, in which components kraded, instantiated and
bound in the PC, StrongARM and microengines through an @npjagramming model,
eases the problem of programming these complex and hetexoge environments.

Section 4.3.1 outlines a quantitative evaluation of thelem@nted microcode
loader and binder. The graph in Figure 4 makes a comparistwveba the reconfigu-
ration overhead incured by our extensions and that by NétBin

5.2. Case Study Il: Middleware for Parallel Environments

In view of the current diversity of applications and depla@mhenvironments, it is desir-
able that middleware platforms are capable of being tadléoea particular applicability
(e.g. mobile computing middleware, sensor network middleyparallel environment
middleware, etc.).

This case study applies the OpenCom programming model idah&in of mid-
dleware platforms for parallel environments called FlexHzssentially, it evaluates the
use of OpenCom in constructing a flexible middleware thaaable of building parallel
software at runtime. In addition, it also demonstrates @@nCom is not only targeted
at constructing programmable networking environmentsjdtather a generic form of
technology that can be adopted to construct systems foraaggttdomain.

In short, FlexPar is a reconfigurable middleware that is lolgpaf constructing
parallel software at runtime. It builds parallel softwakedeploying multithreaded com-
ponents that make use of the CSP (Communicating Sequerdi@$ses) [12] disciplines.
CSP is a paradigm for concurrent programming that prevemtsmon problems found in
concurrency, such as deadlocks, and race hazards. Flegplays components in JCSP
[24] andoccam-pi [29] as both support the CSP paradigm. JCSP is a set of Jaaadid
that provides CSP disciplines for Java programmaerscam-pi is another CSP-based
language that has lower performance overhead than thataf Aa a resultpccam-pi is



often adopted to construct parallel embedded systems iro@ments with low resources
[14]. We implemented the FlexPar infrastructure in thedwihg way:

e Kernel In this case study, we coded the kernel in Java in order tplginthe
deployment of components written in JCSP. The constructioine kernel proved
to be straightforward, on account of its size and simplicithe FlexPar kernel
required a minimal memory footprint of 40 KBytes.

e Caplets, loaders and bindersCaplets, loaders and binders were implemented
to support a range of component styles, including the pymiiar C++) and in-
terpreted (in Java and JCSP) styles. Thus, extensionso@elets, loaders and
binders) to support primary-style components and Javaebesmponents were
employed in this case study. In addition, a caplet, loaddrtander that support
the deployment of componentsaccam-pi are now under construction.

The FlexPar architecture is structured as depicted in Ei§uiThe architecture is
composed of a kernel whose role is to deploy the JCSPecam-pi loaders and binders.
This kernel follows the microkernel style to enable its @gphent in environments where
resources are particularly scarce.

‘ jesp ECSh, ‘ applications layer
" x ' x i occam ‘I occam | [ JCSP JCSP ions |
{ binder i loader ;" binder i loader | [ binder M loader } extensions layer

microkernel kernel layer

[ hardware & operating system ]

Figure 5. FlexPar architecture

It is important to mention that there is no bias for JCSP eoxhm-pi as the ar-
chitecture is extensible and supports other parallel laggs. This is illustrated in Figure
5 throughx loaderandbinderthat are designed to load and bind, respectively components
written in a fictitiousx language.

The OpenCom flexibility is also valuable to tailor middleesto a wide range of
target domains. As an illustration of this, a middlewarefmbile computing called ReM-
Moc (Reflective Middleware for Mobile Computing) [9] was ctructed by applying the
principles adopted by OpenCom (i.e. component-based amdtengineering, component
frameworks, reflective meta-models). A middleware for gradnputing [4] has also been
implemented, which adopts the OpenCom approach.

As part of the FlexPar project, we are now constructingamaam-pi loader and
binder extensions. We will also construct a cross-bindesreston which will let us create
connections between a JCSP adam-pi component.

5.3. Case Study lll: Software for Sensor Motes

OpenCom was employed in this case study to construct loal-leftware targeted at
sensor motes. Sensor motes are very primitive environntiegitsonsist of a small circuit
board that hosts a number of electronic sensors and a sirpten8crocontroller. This



third case study demonstrates that OpenCom can be usedduinow-level software
running in resource-constrained devices such as a senger mo

To deploy OpenCom in the sensor motes, the kernel had to Iiteobuiop of a
simple microcontroller monitor program callé€bntiki. Contiki supports some simple
facilities to load C code modules dynamically and bind th&me provision of the Open-
Com kernel on top of Contiki makes it easier to program theseifive environments and
also provides a standard and uniform programming modeigtzgaplied ubiquitously, in-
cluding in the standard PCs.

Essentially, this kernel for Contiki leads to the followibhgnefits:

e It provides the notion of components with multiple intedacand receptacles,
whereas in Contiki, there are only code modules with a sisgtef functions.

¢ It allows multiple instantiations of a single componentasdas Contiki only sup-
ports singleton modules.

¢ Finally, it offers the facility to rebind components, whasan Contiki one has to
destroy an instantiated component and reload it againisiiiecessary to create a
binding to a different component.

This case study demonstrates that the OpenCom approacvistated to low-
level software targeted at primitive and resource-comrstthdevices, like a sensor mote.
The implemented Contiki-kernel (described in further deta[3]) occupies only 30
Kbytes, which demonstrates that it is portable to a wide tspetof deployment envi-
ronments.

6. Related Work

We now briefly discuss several component models that we s@alwith a focus on the
flexibility of the architecture in constructing systems ependent of the target domain
and deployment environment. The analysed component moaeésclassified into four
distinct categories that were based on the domain of thettaygtems at which they were
aimed: embedded systems, middleware platforms, opersyistgms and programmable
networking environments.

In the first category a number of component models for emlzedgstems have
been proposed (Koala [23], RoboCop [21], PECOS [30], an&éG&wW [10]). Unfortu-
nately, none of them provides a generic programming modeldan be used outside of
their narrowly targeted area. They are primarily concemnwvetl implementing a model
that can ensure that the constraints for a real-time systemalbfulfilled. For example,
some of them (SaveCCM, PECOS, and RoboCop) providagonent description lan-
guagethat is particularly designed to ensure that all the infatroenstraints are fulfilled.
However, this description language cannot be applied witdedther target domains since
it is narrowly-targeted at real-time systems.

In the second category, component models for middlewar#optas have been
proposed (K-Component [6], DPRS [25], Fractal [1], and OBIGORBA Component
Model (CCM) [22]). These component models demonstrateittiiey have poor support
for deploying multiple component styles, particularly qoonents written in Assembly
language. This precludes the adoption of these componetsfor primitive environ-
ments such as an embedded device. In addition to this, itdeetfrom this analysis that



most of the above component models do not aim to deploy coemsin environments
that are resource-constrained. This is normally refleatetie higher memory footprint
overhead that is imposed by most of the analysed componedisno

In the third category, an investigation was made on compomenlels targeted
at operating systems. This investigation included THINK MMLite [11], 2K [17]
and OSKit [8]. It was noted that most of the component modedspaimarily targeted
at providing modular OS functionality and that this hind#ére adoption of such tech-
nologies for constructing systems for other domains. Aeofhctor is that some of the
technologies investigated rely on heavy-weight platfothad preclude their use, partic-
ularly where memory resources are poor. For example, 2Kiis dutop of CORBA,
whereas OSK:it relies on a subset of Microsoft COM. This hiadlee use of both 2K and
OSKit in resource-poor embedded devices.

Finally, we also analysed the component technologies tizlget programmable
and active networks. This includes models such as NetBihd2RA [16] Shalaby’s
router [26], ACE [13], and Click [19]. This analysis suggabthat these component mod-
els for networking environments are all narrowly-targesed particular router platform
and unable to be employed to construct systems targetetietaddmains. This reflects
the goals and nature of these component models: they aryusugeted at solving one
particular challenge in the domain of computer networks.éxample, NetBind is a com-
ponent model that is aimed at constructing data paths teataonfigurable at runtime.
ACE proposes a component model that is particularly tadyateleploying components
on the Intel IXP routers.

7. Conclusions and Further Work

This paper described the design of the OpenCOM componentliredovel component
technology for building system software. The primary foofishe design is to provide
a generic facility for building system software that is ipdadent of the deployment en-
vironment and the target domain at which it is aimed. Thisegalpurpose component
model is beneficial as it enables programmers to rely on desitogl to build systems
targeted at any domain and/or deployment environment. Openproposes a flexible,
extensible and language independent component model wiihianal kernel. Since the
kernel is minimal, it can be easily ported to other deploytremvironments. Finally,
OpenCom has been applied to the needs of both present amd fubuk. For example,
the Runes (Reconfigurable Ubiquitous Networked EmbeddsteB)s) is an EU-funded
project that aims to build an architecture for networked eddgd systems that encom-
passes dedicated radio layers, networks, middlewaressuilised simulation and ver-
ification tools. This project aims to employ OpenCom as tleg@mming platform which
lies at the heart of the Runes architecture. Plastik [15]nseta-framework that attempts
to integrate an architecture description language (ADLQp@nCom.
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