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Abstract

The past few years have seen a significant increase in the
importance of group based distributed applications such
as media dissemination, computer supported collaborative
work or fault tolerance through replication. However, most
distributed object based middleware platforms, which are
increasingly being used as an implementation environment
for such applications, fail to provide suitable support for
group applications in their full generality. In this paper
we describe a component based approach to the provision
of group services in a middleware environment in which
application tailored group services can be built by defin-
ing particular configurations of components or by incre-
mentally modifying existing configurations. In addition,
our approach uses reflective capabilities of the middleware
platform to support the run-time reconfiguration of exist-
ing and running group applications.

Keywords: group service, component-based systems,
middleware, configurable groups; reflection.

1 Introduction

The past few years have seen a significant increase in the
importance of group-based distributed applications. Al-
though they have in common the use of multiple end-
points, the class of group applications is characterised by
great diversity. Included in the class, for example, are
such diverse applications as dissemination of audio and

video, distribution of events, computer supported cooper-
ative work, and fault-tolerant or highly available applica-
tions based on replication of servers.

Unfortunately, present day distributed object based
middleware platforms (e.g. CORBA [24] or DCOM [18])1,
which are increasingly being used as an implementation
environment for such applications, fail to provide suitable
support for group applications in their full generality. If
they provide any support at all it is typically targeted at
a limited subset of group applications. Examples from
the CORBA world are the (completely separate) CORBA
event service [22], and the recently developed fault toler-
ance service [25]. This lack of integration, although un-
derstandable for reasons of pragmatism, is problematic in
a number of ways. For example, it leads to missed op-
portunities for common solutions (e.g. in multicast chan-
nels, group addressing, access control and management)
and makes it harder than it should be to combine related
services (e.g. to provide a fault tolerant event service).

The aim of our work is to provide a fully general and
integrated platform for the support of group applications.
Because of the diversity involved, this is a challenging un-
dertaking. The different types of group application vary
dramatically in their requirements in terms of topology,
dynamicity of membership, authentication of membership,
logging of messages, reliability of communications, order-
ing guarantees on message delivery, use of network multi-

1For the purposes of this paper, the term middleware refers to
a distributed software layer, or “platform” which abstracts over the
complexity and heterogeneity of the underlying distributed environ-
ment with its various network technologies, machine architectures,
operating systems and programming languages.



cast services etc.

Our approach is to satisfy all such requirements in a mid-
dleware environment known as OpenORB which, in addi-
tion to supporting (group) applications, also supports the
development of application tailored group services. This
is primarily achieved through the use of component tech-
nology [31] which allows programmers to build application
tailored group services in terms of an extensible library of
basic building blocks (components). Components are used
not only at the application level; the middleware itself is
built from components. Interestingly, this allows groups to
be used recursively to support communication among the
various middleware components themselves. For example,
basic middleware components such as the name service can
be made fault tolerant by means of groups.

A further aspect of our work is the support of run-time
reconfiguration of group services. As an example, con-
sider a scenario involving a highly available service built
from a group of server replicas. In such a scenario, it may
be desirable to change the inter-replica reliability protocol
(e.g. from an active replica to a passive replica scheme)
as the number of replicas, the number of clients and the
performance/ reliability needs change over time. Another
example could involve adding or removing media filters
such as video compression components to support media
dissemination in multimedia conferences involving nodes
with heterogeneous network connectivity and processing
capability [7]. To support such requirements, we apply
the notion of reflection2 [16]. In particular, we maintain
run-time component graphs which allow component con-
figurations to be adapted in a “direct manipulation” style
(see section 2).

This paper is structured as follows. Firstly, section 2 de-
scribes our basic middleware architecture and its reflective,
component based, computational model. This is presented
in some detail as the group architecture heavily depends
on it. Subsequently we discuss, in section 3, our approach
to the construction of group services in the context of the
component model. Section 4 then presents some imple-
mentation details. Finally, section 5 deals with related
work and we offer concluding remarks in section 6.

2Reflection is the capability of a system to reason about and
act upon itself. A reflective system contains a representation of its
own behaviour, amenable to examination and change, and which
is causally connected to the behaviour it describes. “Causally con-
nected” means that changes made to the system’s self-representation
are immediately reflected in its actual state and behavior, and vice-
versa.

2 The OpenORB Component
Based Middleware Architecture

As mentioned above, OpenORB [4, 6] is built according
to a component-based architecture. At load-time, compo-
nents are selected and appropriately composed to create a
specific instance of the middleware. For example, compo-
nents encapsulating threads, buffer management, the IIOP
protocol and the Portable Object Adapter may be selected,
among others, for placement within a CORBA capsule (i.e.
address space). In addition, components can be loaded
into capsules at run-time and, because they interact via
a binary level standard, there are no restrictions on the
language in which they are written. As explained below,
reflection can be used to facilitate the change and reconfig-
uration of the set of components in a capsule at run-time,
and thus dynamically adapt the middleware functionality.

In our architecture, component interfaces are specified in
(an extended version of) the CORBA Interface Definition
Language (IDL), and components may export any number
of interface types. Furthermore, any number of instances
of these types can be created on demand at run-time. Mul-
tiple interface types provide separation of concerns; for ex-
ample, operations to control the transfer of state between
replicas in a fault tolerant service can be separated from
operations to provide the service itself. Multiple instances
of these multiple types are then useful for giving multiple
clients their own private “view” of the component.

In addition to standard operational interactions (i.e.
method calls), we support signal and stream interaction
types as defined in ISO RM-ODP [12]. Typically, signal
interactions are used for primitive events and stream in-
teractions for audio or video etc. RM-ODP claims that
this set of interaction types is canonical and functionally
complete (or at least can serve to underpin any other con-
ceivable interaction type). Apart from interaction types,
each interface takes one of two possible roles: provided or
required. Provided interfaces represent the services offered
to the component’s environment, while required interfaces
represent the services the component requires from its en-
vironment (in terms of the provided interfaces of other com-
ponents). This explicit statement of requirement eases the
task of composing components in the first place and also
makes it feasible to replace components in running config-
urations (see below).

Communication between the interfaces of different com-
ponents can only take place if the interfaces have been
either explicitly or implicitly bound. In terms of role, re-
quired interfaces can only be bound to provided interfaces

2



and vice versa. To-be-bound interfaces must also match
in terms of their interaction types (i.e. method signatures
etc.). Crucially, bindings between interfaces are them-
selves components; see figure 1. There are two categories
of binding component: local bindings and distributed bind-
ings. The former, which are simple and primitive in na-
ture, are used only where the to-be-bound interfaces reside
in the same capsule; they effectively terminate the recur-
sion implicit in the fact that distributed bindings have in-
terfaces which need to be bound to the interface they are
binding! Distributed bindings themselves are composite
and distributed components which may span capsule or ma-
chine boundaries. Internally, these bindings are composed
of sub-components (bound by means of local bindings) that
typically represent aspects of the communications system.
Examples are primitive transport level connections (e.g., a
“multicast IP binding”), media filters, stubs, skeletons etc.
Distributed bindings are often constructed in a hierarchi-
cal (nested) manner; for example a “video binding” may
be created by encapsulating a configuration consisting of
a “primitive” multicast IP binding augmented with H.263
filter components.

Binding
Component

local
bindings

ComponentA ComponentB

Figure 1: Binding components represent the interaction
between components.

It should be noted that distributed bindings are not
unique in being distributed and composite; any compo-
nent is allowed to have these properties. In other words,
distributed binding components do not enjoy any particu-
lar status as compared to other components.

Components are created by factory components (or fac-
tories). Factories for composite components are typically
implemented as compositions of factories for the compos-
ite component’s various constituents. In addition, each
capsule has a generic factory which allows capsules to be
instantiated in that capsule. If the code for a given com-
ponent type is not available in a given capsule, it can be
downloaded on demand from elsewhere. Factories are pa-
rameterised by means of templates which define the re-
quired configuration and characteristics of to-be-created
components. Templates are specified in the Extensible

Markup Language (XML) [37] and are further discussed
in section 3.1 below.

In terms of reflection, every OpenORB component has
an associated meta-space, which is accessible from any of
the component’s interfaces, and which provides reflective
access to, and control of, the component in various ways.
To help separate concerns, meta-space is partitioned into
various orthogonal meta-models. For example, the encap-
sulation meta-model allows access to the component’s in-
terfaces and their methods and bindings, and the resources
meta-model gives access to the resources (e.g. threads or
memory) used by the (non distributed) component. The
meta-model of most relevance to this paper is the compo-
sitional meta-model. This, as mentioned above, takes the
form of a component graph data structure which serves
as a causally connected self-representation of a composite
component’s internal structure. This means that manip-
ulations of the component graph’s topology result in cor-
responding changes in the component’s composition. Sup-
port is provided to make such changes atomic (e.g. by
freezing any threads executing in the changed component).
The other meta-models, which are beyond the scope of this
paper, are described in detail in [4, 6].

3 The Construction of Group Ser-
vices

3.1 Architecture

The construction of group services is heavily predicated on
the availability of composite and distributed components.
Given this support, it is natural to view groups as compos-
ite components and group members as sub-components of
the component representing the group.

Following ANSA [26], we distinguish closed and open
groups. With closed groups, no interaction is required with
the environment outside the group. An example of such
a group could be a conference in which the members were
registered participants. Open groups, on the other hand,
have externally visible interfaces which allow external com-
ponents to interact with the group. An example could be
a replicated service made up of a group of server compo-
nents which is accessible through a single service interface.
Open groups can support either required or provided ex-
ternal interfaces (or both).

Our approach to providing both open and closed group
services in the OpenORB environment is to offer:

i) one or more specialised group factories whose template
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schema appropriately supports the notions of open
and closed groups, and

ii) a library of base components (such as: group man-
agement, basic communications, ordering protocols,
collation policies etc. [28]) from which groups can be
composed by a group factory according to given tem-
plates.

Our prototype group factory provides the following in-
terface (see listing 1); the template schema accepted by
the factory, defined as an XML Document Type Defini-
tion (DTD), is presented in listing 2.

Listing 1: IDL for the GroupFactory interface
// CORBA IDL
i n t e r f a c e GroupFactory {

typede f s t r i n g ComponentID ;
typede f s t r i n g Template ;

ComponentID createGroup ( in Template template ) ;
} ;

Listing 2: DTD for templates
<?xml ve r s i on = ‘ ‘ 1 . 0 ’ ’ ?>
<!−− DTD templates f o r groups −−>
<!ELEMENT GroupFac : template ( c o n f i g u r a t i o n ,

member types ,
s e r v i c e t y p e s )>

<!ELEMENT member types ( p a r t i c i p a n t t y p e+)>
<!ELEMENT s e r v i c e t y p e s ( p a r t i c i p a n t t y p e ∗)>

<!ELEMENT p a r t i c i p a n t t y p e ( i n t e r f a c e t y p e ,
c o n f i g u r a t i o n ?)>

<!ATTLIST p a r t i c i p a n t t y p e
name CDATA #REQUIRED
mi n ca r d ina l i t y CDATA #IMPLIED
max card ina l i ty CDATA #IMPLIED>

<!ELEMENT c o n f i g u r a t i o n ( component ∗ ,
l o c a l b i n d i n g ∗)>

<!ELEMENT l o c a l b i n d i n g ( b indable ,
b indable )>

<!ELEMENT bindable ( component ,
i n t e r f a c e t y p e )>

<!ELEMENT i n t e r f a c e t y p e (#PCDATA)>
<!ELEMENT component (#PCDATA)>
<!ATTLIST component

template CDATA #IMPLIED>

The group factory’s template schema defines a group
as consisting of a global configuration, one or more mem-
ber types and zero or more service types. The global con-
figuration is a configuration of components that is instan-
tiated when the group is created; an example could be one
or more distributed binding components of various types.
It is specified as a list of components and a list of local
bindings to be established between specified interfaces of

these components. Because only local bindings are specifi-
able, distributed binding components must be used to bind
any interfaces not located in a common capsule. Note that
all components appearing in a template specification (op-
tionally) have their own template attached as an attribute.

A member type is essentially a template for future mem-
bers of this group. It is possible to specify any number of
member types (e.g. it is useful to distinguish producers and
consumers in a media dissemination group). Each mem-
ber type consists of an interface type and a per-member
configuration. The latter is used to specify things like per-
member protocol stacks, filters and collators etc. (see sec-
tion 4). There are also attributes associated with each
member type that permit the specification of a name for
the member type and the minimum and maximum number
of instances of this type that may be in existence. The
interface type is the type of interface that a prospective
member of the associated member type must provide to
group management on joining the group (group manage-
ment is discussed below). The configuration is a graph of
components (similar in structure to the global configura-
tion) that is dynamically instantiated each time a mem-
ber of the associated member type joins the group. The
interface of the prospective member is bound to an inter-
face of this per-member configuration (as defined in the
template) and, further, one or more interfaces of the per-
member configuration are bound to interfaces of the global
configuration, in order to bind the new member into the
group topology.

Service types are used in connection with open groups;
a “service” represents an externally visible view onto the
group. As with member types it is possible to have multiple
service types, each of which consists of an interface type
and an associated per-service-instance configuration that
is bound to the global configuration when a new service
instance is created.

Each group created by the group factory supports the
following default group management interface (see listing
3). This interface is provided by a default group manage-
ment component that acts as a factory for new instances
of the member and service configurations specified in the
template.

Listing 3: IDL Interface for the GrMgmt

// CORBA IDL
i n t e r f a c e GrMgmt {

s t r u c t IRef { . . . } ;
typede f sequence<IRef> IRe fL i s t ;

void j o i n ( in member type memtype ,
in IRef i r e f ) ;

void l eave ( in IRef member)
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IRe fL i s t getMembers ( ) ;

IRef newService ( in i n t e r f a c e t y p e servtype ) ;
void d e l e t e S e r v i c e ( in I r e f s e r v i c e ) ;
IRe fL i s t g e t S e r v i c e s ( ) ;

} ;

The join(), leave() and getMembers() operations pro-
vide basic membership management. Each time join() is
called, the given interface is bound to a newly instantiated
per-member type configuration which, in turn, is bound to
the global configuration as specified in the group’s tem-
plate. The leave() operation reverses this procedure and
the getMembers() operation returns a current list of mem-
bers. Similarly, the newService(), deleteService() and get-
Services() operations provide basic service management;
newService() returns an interface representing a new in-
stance of the given service type, deleteService() destroys
an existing service instance, and getServices() returns a
list of all currently active service interface instances.

Note that the GrMgmt interface is intended to support
only basic group management functions. If a given group
service requires additional management functionality, then
an appropriate interface would be defined and configured
as a service type supported by the group. The GrMgmt
service would then serve only as a bootstrap mechanism
through which the enhanced group management service
type could be obtained.

Note also that the full power of the OpenORB reflec-
tive capabilities are available on groups. For example, the
compositional meta-model can be used to inspect a group’s
topology and the encapsulation meta-model to obtain in-
formation on the types and capabilities of all the interfaces
and local bindings involved. Furthermore, the group can
be adapted and reconfigured as desired through the various
reflective meta-models.

3.2 Examples

In this section, we present some examples which illustrate
the generality of the group architecture by demonstrating
its applicability to a diverse range of group scenarios.

The first example (see figure 2 and listing 4) employs
a very simple group which is primarily intended to illus-
trate the use of the group factory’s template schema. It
is an open group with a single service type, the cardinal-
ity of which is restricted to a single instance, and a single
member type with unconstrained cardinality. A single dis-
tributed binding, which has a control interface, ctrl, is
employed as the global configuration.

Listing 4: Example of a template in XML

ctrl

foo_service

distributed_binding

foo_server

management
component

end_point

GrMgmt

~end_pointproxy

Figure 2: Example of a group.

<?xml ve r s i on = ‘ ‘ 1 . 0 ’ ’ s tanda lone =‘ ‘ no ’ ’ ?>

<!DOCTYPE GroupFac : template SYSTEM ‘ ‘ template . dtd ’ ’>
<GroupFac : template>
<c o n f i g u r a t i o n>
<component>

d i s t r i b u t e d b i n d i n g
</component>

</c o n f i g u r a t i o n>

<member types>
<p a r t i c i p a n t t y p e name = ‘ ‘ f o o s e r v e r ’ ’>
<i n t e r f a c e t y p e>f o o s e r v e r
</ i n t e r f a c e t y p e>
<c o n f i g u r a t i o n>
<l o c a l b i n d i n g>
<bindable>
<component>t h i s</component>
<i n t e r f a c e t y p e>f o o s e r v e r
</ i n t e r f a c e t y p e>

</bindable>
<bindable
<component>d i s t r i b u t e d b i n d i n g
</component>
<i n t e r f a c e t y p e>end point
</ i n t e r f a c e t y p e>

</bindable>
</ l o c a l b i n d i n g>

</c o n f i g u r a t i o n>
</p a r t i c i p a n t t y p e>

</member types>

<s e r v i c e t y p e s>
<p a r t i c i p a n t t y p e name = ‘ ‘ f o o s e r v i c e ’ ’

m i n ca r d ina l i t y = ’ 0 ’
max card ina l i ty = ’1’>

<i n t e r f a c e t y p e>f o o s e r v i c e
</ i n t e r f a c e t y p e>
<c o n f i g u r a t i o n>
<component>proxy</component>
<l o c a l b i n d i n g>
<bindable>
<component>proxy</component>
<i n t e r f a c e t y p e>˜ end point
</ i n t e r f a c e t y p e>

</bindable>
<bindable>
<component>d i s t r i b u t e d b i n d i n g
</component>
<i n t e r f a c e t y p e>end point
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</ i n t e r f a c e t y p e>
</bindable>

</ l o c a l b i n d i n g>
</c o n f i g u r a t i o n>

</p a r t i c i p a n t t y p e>
</s e r v i c e t y p e s>

</GroupFac : template>

The second example, which employs a closed group, il-
lustrates an audio/ video dissemination scenario (see fig-
ure 3). In this case, we omit the template due to space
constraints. The scenario employs three distinct mem-
ber types, each with their own per-member-type config-
uration (AF and VF stand for audio and video filter re-
spectively). The global configuration employs separate dis-
tributed bindings for audio and video.

Finally, our third example illustrates two fault tolerance
scenarios; one (figure 4(a)) involving active server replica-
tion and the other (figure 4(b)) passive replication. An
open group is employed in both cases. In the active repli-
cation scenario, a single service type (with single cardi-
nality) is associated with a per-service-type configuration
involving a proxy, stub and filter (F). The service type ex-
ports the same interface type as the group members (i.e.
the replicated servers) and provides a transparent view of
the replicated service. Note that the proxy could usefully
contain a collation function (see section 4). The single
member type (of unconstrained cardinality) is associated
with a slightly simpler per-member-type configuration con-
sisting only of a stub and a filter.

The passive replication scenario (figure 4(b)) is con-
structed from a similar set of components but combines
them differently. This scenario also differs in that it in-
volves a nested group. Nesting, or encapsulation, is a pow-
erful mechanism for abstraction and reuse of group services
which is realised by means of recursive applications of the
group factory. In this scenario, the outer group supports
a single service type, the configuration of which employs
a component (labelled “Primary”) which is of the same
type as the single member type (labelled “Backup”). The
primary and backups are bound to instances of the single
service type of the inner, nested, group. The inner group is
used to support a state transfer protocol running between
the primary and the multiple backups.

4 Implementation

Our current implementation environment is a prototype
of OpenORB written in the Python interpreted language.
This prototype [2] implements the component architecture
described in section 2 with the limitation that only compo-

nents written in Python are supported. A number of mid-
dleware related components are deployed in the prototype
which conspire to approximate a CORBA programming
environment.

The environment also provides the necessary bootstrap-
ping machinery to underpin reliable groups. Following the
CORBA fault tolerance specification [25], this is imple-
mented by enabling interface references to hold a list of
addresses rather than just a single address, and providing
clients with the capability to transparently try the sec-
ond address if the first one fails, and so on. This support
allows centralised components in groups (e.g. the group
management component) to be passively replicated with-
out (recursively) relying on another group to provide the
replication.

Within our prototype environment we have imple-
mented the group factory, the bootstrap group manage-
ment component, and a number of useful group related
components. The most basic of these components is a
primitive multi-party channel. This is a distributed bind-
ing that implements basic multi-party communication us-
ing multicast IP. It supports a single interface type through
which the user can send or receive a message to/ from all
the currently active interface instances. We have also im-
plemented a reliability component which can be used in
conjunction with the primitive channel to yield a reliable
multi-party binding. Multiple instances of this component,
one at each site, interact according to a simple SRM-like
protocol [10] to deliver reliable messages over the primitive
multi-party channel.

We have also developed a number of filter components
that deal with various aspects of audio and video encoding
and compression (because of our use of Python we can only
deal with very low resolution video). In addition we have
implemented collators, which are used to receive a set of
messages and reduces them to one single message accord-
ing to a configurable policy. These are typically used in
the implementation of actively replicated servers to yield
a single reply from n servers. They can also be used to se-
lect an appropriate output from different implementations
of the same function in an n-redundant array.

We have experimented with a large number of group
configurations, including various audio and video confer-
encing scenarios and both active and passive replica fault
tolerant groups, by combining the above components in
various ways. We are currently developing additional com-
ponents to further extend the scope of the architecture.
Most notably, we are developing components which imple-
ment ordering protocols such as causal and total order-
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Figure 3: Example of audio/video dissemination scenario.
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Figure 4: Example of fault-tolerant scenarios.

ing [3].

5 Related Work

Our component model is influenced by models such as
COM+ [18], Enterprise JavaBeans [30] and CORBA Com-
ponents [23], all of which support similar container-based
models for the construction of distributed applications.
We add a number of novel aspects to such models including
the support of multiple interaction types, and the notion of
local/ distributed bindings. We also add sophisticated re-
flection capabilities in the form of our multiple meta-model
approach.

A number of researchers have attempted to build group
services in terms of components (in a loose interpretation
of the term). Notable examples are the Ensemble toolkit

from Cornell University [33], work at Michigan [15] and,
more recently, the “building block” based reliable multi-
cast protocol proposed by the IETF [35]. However, these
efforts are primarily targeted at low levels aspects of group
provision (i.e. communications services) and their compo-
nent models are far less general than ours.

More recent work at Cornell on the Quintet system [34]
uses COM components to build reliable enterprise services.
This work recognises an increased need for flexibility (e.g.
rather than prescribe transparency, they allow groups to be
explicitly configured), but is not as radical as our reflection
based approach. In addition, the work is not targeted at
the full range of group applications.

In the CORBA world, the Object Management Group
(OMG) has defined a multi-party event service [22] and has
recently added fault tolerance by replication of objects to
its specification [25]. However, as outlined in the introduc-
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tion, these efforts are limited in scope and fail to address
the needs of the full diversity of group applications. This
can also be said of a number of other group-oriented efforts
in the CORBA world. For example Electra [17], Eter-
nal [21], OGS [9], OFS [29] and NewTop Object Group
Service [20] are all targeted at fault tolerant application
scenarios and cannot easily be employed in the construc-
tion of other types of group application. Furthermore,
they tend to provide flexibility though the setting of per-
defined properties which, naturally enough, represent only
those degrees of freedom envisaged by the designer of the
system. There is no support for the definition of entirely
new group services that meet as yet unforeseen needs.

Groups have been developed for middleware platforms
other than CORBA such as JGroup [19] for the Java
RMI (Remote Method Invocation) and the work described
in [14] in the context of the Regis platform. In addition,
ARMADA [1] and Chameleon [13] are middleware systems
for fault tolerance. Similar comments to the above can be
applied to all these systems. ARMADA and Chameleon
explicitly address the need for adaptivity, but not though
a component/ reflection based approach.

Finally, significant research has been carried out on
group services for multimedia and CSCW. Examples are
the Group and Session Management System (GSM) [36],
GroupKit [11], and the work of Dourish et al [8] and Anker
et al [32]. Again, these systems target a particular area of
group support and cannot naturally be applied more gen-
erally.

6 Conclusions

Our experience to date with the group services framework
described in this paper has been very favourable. With
the power and generality of the component architecture,
coupled with the flexibility of the group factory, we have
been able to build, with minimal effort, a wide range of
group services using only a relatively limited set of base
components. It may prove necessary to extend the group
factory’s template language in the light of further experi-
ence but it has so far proved adequate to all the scenarios
we have evaluated.

In a future implementation phase we will migrate our
implementation to the OpenORB v2 environment [27]
which also implements the component architecture de-
scribed in section 2. However, OpenORB v2, which is
currently under development at Lancaster, supports com-
ponents written in multiple languages and performs sig-
nificantly better than the Python based prototype (it is

based on a binary level inter-component communication
scheme, called OpenCOM, which is superset of a subset of
Microsoft’s COM). This will permit more realistic experi-
mentation with media dissemination groups and will also
allow us to address questions regarding the performance
implications of our approach.

One possible drawback of our design is the potential
complexity of template definitions; particularly for large
and complex groups. We are currently addressing this is-
sue by experimenting with the notion of front-end facto-
ries. The idea is that different front ends will be provided
for different application areas. Each front end will provide
a custom interface and map this to the standard XML
template accepted by the generic group factory.

A final area of future work is to investigate in detail
the full power of the reflective capability of groups. This
relates, for example, to the issues of reconfiguration that
were touched on in section 1 but there are many further
possibilities; e.g., using reflection to passivate and acti-
vate groups, insert quality of service monitors into group
configurations, or add interceptors to perform logging of
messages. There are many unsolved problems in this area,
not the least of which is the difficulty of maintaining the
integrity of configurations when they are adapted at run-
time [5]. However, it seems a highly desirable goal to offer
such facilities.
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