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Abstract—Modular software, in which strongly-separated units
of functionality can be independently added to and removed
from a node’s running software, offers a promising approach
to effective dynamic software updating in Wireless Sensor Net-
works (WSNs). Modular software updating approaches offer high
efficiency, in terms of both network costs and update installation
at nodes, as well as low disruption, allowing existing software
to continue to operate during updates. Existing approaches
however critically lack safety, relying on weakly-typed event-
based programming abstractions for inter-module interaction.
This precludes compile-time or composition-time verification
of interoperability between dynamically loaded modules and
therefore presents major risks for future large-scale production-
class deployments. In this paper we present Lorien: a component-
based modular operating environment that employs interface-
based inter-component interaction to support completely type-
safe software composition, while still supporting high update
efficiency and low disruption. Our approach also has very wide
scope, allowing almost 90% of software to be remotely updated
on common sensor platforms such as the TelosB. We compare
Lorien against existing modular designs, finding that the safety
properties of Lorien are offered with near equal efficiency.

I. INTRODUCTION

The software deployed in Wireless Sensor Networks is
seeing an increasing need to be updated post-deployment.
Motivations for software updating range from remote cor-
rection of errors; to fixing inefficiencies in a particular de-
ployment environment; to facilitating adaptation to observed
environmental changes; or even to the inexpensive repurposing
of generalised hardware as the needs and priorities of a
deployment’s stakeholders evolve. This is particularly relevant
in large-scale environments such as the emerging ‘smart cities’
infrastructures being developed around the world (e.g. [1]).

Early work on software updating based on monolithic
images (e.g. [2], [3]) tended to incur high update costs
as well as service disruptions by requiring updated nodes
to be rebooted. More recent modular approaches (e.g. [4],
[5]), in which nodes are updated incrementally by adding
or removing strongly-separated units of functionality, offer a
more promising approach to achieving the required levels of
software agility with low update costs and low disruption.
The state of the art, however, achieves modularity at the
cost of type-safety in inter-module interaction. In SOS [5] for
example modules exchange ‘events’ in the form of opaque
memory blocks with assumed internal structure to which it is
not possible to apply either compile-time or composition-time
verification of modular interoperability as successive updates
are applied. Uncoordinated changes to event type identifiers
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or the internal structure of events can then leave sensor
nodes open to critical software failures caused by ill-informed
developer assumptions or simple mistakes. While acceptable
for the small experimental deployments of today this fails the
needs of large-scale production-class deployments that demand
guarantees of correct functioning over an evolving software
fabric. In addition the majority of current modular solutions
lack in the scope of software that can be remotely updated.

In more detail we characterise WSN software update solu-
tions using the following four criteria:

1) Efficiency: How much data is needed for an update and
how costly is its application at a node? This impacts on
the energy expended to disseminate and apply updates.

2) Disruption: How much does the enactment of an update
disrupt running services? The lower the disruption the
less data loss and service loss incurred.

3) Safety: How confident can we be that an update will
function correctly at its deployment site? High safety is
strongly required in production-class deployments.

4) Scope: What proportion of a node’s software is updat-
able? This impacts on how much of deployed software
can be operationally enhanced without a site visit.

Generally, classic image-based WSN work has addressed
criteria (3) and (4); while more recent modular software has
addressed criteria (1) and (2).

As an example, image-based updates in TinyOS-Deluge [2]
offer low efficiency since entire images must be distributed and
stored, and high disruption because the enactment of an update
causes all of program memory to be re-written followed by a
node restart. But it offers high safety because new images
are subject to compile-time verification before deployment,
and wide scope since almost the entirety of a node’s software
image can be changed. In contrast, Contiki [4] exhibits high
efficiency because only a single application module is sent as
an update, and low disruption because existing software on a
node continues to function after addition of a new application.
But it affords low safety because application/kernel linkage is
weakly typed, and narrow scope because only the application-
level is susceptible to updating. Finally, SOS [5] also offers
high efficiency and low disruption due to its modular updates,
but still suffers from low safety by employing a weakly-
typed event-based composition and interaction model. It offers
somewhat wider scope than Contiki due to its more generalised
modular design but this falls well short of TinyOS-Deluge.

The key contribution of this paper is an approach that
satisfies all four of the above criteria in the context of strongly-
typed modular software updating in our Lorien system. As
well as high efficiency and low disruption Lorien offers high
safety because software modules (or ‘components’) interact



This copy is for personal use only

Appears in IEEE DCOSS 2011

exclusively via strongly-typed formal interfaces. This allows
both compile-time type checking and composition-time verifi-
cation such that Lorien nodes will refuse to allow modules to
interact if their interface types are incompatible. Lorien also
offers very wide scope by employing a common component
model across both application- and OS-level functionality.

In the remainder of this paper we first in Section II
provide a more detailed discussion of related work, then in
Section III present our type-safe modular updating approach.
In Section IV we provide an evaluation of Lorien against
contemporary modular updating systems according to the
above four criteria and we offer our conclusions in Section V.

II. RELATED WORK

Research on software updating in WSNs is an ongoing topic,
the work of which broadly fits into three categories: i) ap-
proaches to update static image-based software; ii) approaches
to modularising software into dynamically loadable units;
and iii) virtual machine approaches supporting the dynamic
addition of interpreted code. A survey is provided in [6]; here
we characterise this work in efficiency, disruption, safety and
scope, and also provide an update on more recent work.

1) Image-based solutions: Work in this category relates
primarily to TinyOS [7], with Deluge, differential patching,
and FlexCup being the main works. A deployed TinyOS
image is a static, monolithic binary with no internal structure,
designed to maximise runtime efficiency in space and energy.

The Deluge [2] approach offers the ability to replace an
entire TinyOS image by sending a complete new image over
the network to nodes, storing it in external flash memory,
and then erasing program memory and re-writing it with the
image stored in external flash. As mentioned, Deluge has poor
efficiency and high disruption, but high safety and broad scope.

Because use of the radio is one of the highest costs in WSN
energy expenditure, binary differential patching (e.g. [8], [3])
proposes a more efficient solution which retains high safety
and broad scope. While this approach does exhibit higher
efficiency than Deluge the patch procedure at nodes remains
relatively expensive in energy, particularly in [3], and still
exhibits high disruption needing a node restart.

2) Modular solutions: Modular solutions load and unload
strongly separated units of machine code to/from the running
software, aiming to decrease disruption by removing the need
to reboot a node to apply updates. The majority of work in this
area can be characterised as ‘kernel/application’ systems, of
which Contiki [4] is representative; limited other work—e.g.
SOS [5]—points towards more generalised modular systems.

In more detail, approaches such as Contiki (e.g. [9], [10],
[11], [12]) use a large fixed kernel in which the majority
of node functionality resides, including network protocols,
scheduling and sensor drivers, atop which applications can be
added post-deployment and linked against any kernel functions
or symbols that their machine code references. These ap-
proaches offer high efficiency of software updates, only need-
ing the application code to be transferred to nodes, and low
disruption, allowing a node’s software to continue to function
during software updates. They have low safety, however, due

to weak typing of dynamic application-kernel linkage which
is based on a mixture of opaque event objects and string-
name symbol equivalences. Furthermore they offer narrow
update scope—precluding e.g. the replacement of a routing
protocol independently of the application(s) using it—and are
further unable to correct errors, inefficiencies or functionality
deficits that their large fixed kernels may be causing in a
given deployment. In addition, they have no support for inter-
module composition—i.e. dynamically loaded code cannot use
the functionality of other dynamically loaded code.

SOS [5] is a truer modular system, supporting inter-module
composition and interaction, though still using a relatively
large fixed kernel. SOS uses a uniformly-applied asynchronous
event model for both module-kernel and inter-module inter-
action such that each module is essentially designed as a
switch-case statement operating on event types. Modules emit
events into an event bus and they are passed to any registered
subscribers of those events. As with all modular updating
systems SOS offers high efficiency and low disruption, and
SOS offers somewhat higher scope than the above. However,
SOS and related approaches (e.g. [13]), suffer from low safety
due to the weak-typing of asynchronous events exchanged
between dynamically loaded modules which are essentially
opaque memory blocks with assumed internal structure.

Generally, all of the above modular approaches can be
seen as a step back from image-based solutions in their level
of compile-time verification, reducing the certainty that two
elements of software that are expected to be able to interact
will correctly function when deployed. This critically reduces
confidence in the use of such modular systems in serious
production-class deployments despite their potential for high-
efficiency and low-disruption software updates.

3) Virtual machine solutions: Finally, VM research for
WSNs focuses on easing the programming model by raising
the abstraction level, in some cases as high as Java, with
the added benefit that interpreted code can in principle be
sent to and loaded at sensor nodes with high efficiency and
low disruption. Representative examples are Maté [14] and
Darjeeling [15]. Both argue that the cost of interpretation is
acceptable given the resulting lower cost of software updates.
Both, however, focus almost entirely on the efficiency of the
VM implementation itself. Disruption is given little consider-
ation, and in terms of scope, work to date is comparable to
the kernel/application modular systems discussed above, with
the VM acting as the large fixed area of software and the
interpreted code units representing the loadable applications.

III. LORIEN: A TYPE-SAFE MODULAR OS

In this section we first in Sec. III-A present our approach to
modularisation; in Sec. III-B we then discuss our approach to
the safe composition of modules; and finally in Sec. III-C we
discuss the safe evolution of a node’s software composition
based on a set of six software update instructions.

A. Modularisation

Our approach in Lorien is to provide a way to independently
add and remove any part of a node’s software while the
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Fig. 1. Architecture of a typical Lorien system. Some inter-component con-
nections are omitted to avoid clutter. Each shaded box can be independently
added/removed, and the entire architecture incrementally changed, at runtime.

remaining software stays online (replacing a module is then
just a removal followed by an addition). This promotes high
update efficiency as only updated modules need to be sent to
sensor nodes; and low disruption as software can be changed
without disturbing surrounding software. Our approach also
affords very broad scope as we uniformly apply it to low-
level code that is usually wrapped into a monolithic non-
updatable kernel. This broad-scope approach is illustrated in
Fig. 1 which shows a complete OS configuration composed
of strongly-separated units of functionality, from application
concerns down to hardware drivers.

Lorien modules are written in a minimal component-
oriented extension of the C programming language which is
converted to plain C for compilation. This language mod-
els strongly-separated units of functionality as components
that interact exclusively through formal interfaces, providing
strong typing for software composition. Compared to nesC
[16], as used in TinyOS, our component language firstly
does not use ‘split-phase’ (which tends to complicate systems
programming [17]) while still generally using an event model,
and secondly uses explicit constructors and destructors for
dynamic component instantiation.

In more detail Lorien components are realised as fypes and
instances. Component types are sent to nodes in relocatable
object files (cf. [18]) that are stored in the node’s external flash
memory chip. The machine code of a component type can then
be loaded into program memory when needed and instantiated
any number of times, each instance with its own local state and
able to be connected into the surrounding system in its own
way. Memory (RAM) for component instances, their interfaces
and state is dynamically allocated on demand.

The memory layout of a Lorien system is shown in Fig. 2.
The small kernel contains only a tiny bootloader and dynamic
interrupt table. The machine code of each loaded component
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Fig. 2. Memory layout of Lorien on a 48KB TelosB node, with a small fixed
kernel and the rest of memory incrementally modifiable as strongly-separated
components. Each loaded component type sits in a program memory block
allocated by the ROMFS component and can be unloaded by freeing that block
(block descriptors are organised in a linked list, marked FTB in the above).

type is placed in its own allocated block of program memory
and can be ‘unloaded’ by freeing that block. In Lorien even the
program memory block allocator and dynamic loader/linker
are components that can be added/removed with generality.
Details of how the highly-modular image in Fig. 2 is created
for initial flashing to a sensor node are available in [19].

The source code of an example component type is shown in
Fig. 3. The component declares itself to provide a collection
of interfaces, and to require a collection of interfaces, as well
as specifying per-instance state. Component instances access
their state via a reference passed in to each function call
(hidden by our language layer in Fig. 3). A ‘runtime evolution
manager’ (REV in Fig. 1) maintains a list of currently loaded
component types, instances, instances’ required and provided
interfaces, and the current interconnections between the latter.
As shown in Fig. 3, a component’s constructor is responsible
for dynamically registering its interfaces and state with REV.

Note finally that components do not themselves attempt to
connect their required interfaces to other components, instead
leaving this task to REV.

B. Composition: Safety and architecture

In this section we discuss firstly how safety is achieved and
secondly how component interconnections are specified.

1) Safety with strongly-typed interfaces: Safety is upheld
in two ways. Firstly, we use formal interfaces for interaction
to allow compile-time checking of type compliance in the use
of those interfaces by each individually compiled component
type. And secondly, we use hash-codes generated at compile-
time to allow composition-time verification of type equivalence
of the required/provided interfaces of different components.

In detail, a provided interface is essentially a list of function
pointers; its type is identified by both a string name and a hash-
code, where the hash code is based on the entire interface
type including the parameter types and return values of all
of the interface’s function prototypes. Each function pointer
in a provided interface is pointed at the component type’s
implementation of that function. A required interface is then
a string name and hash code, identifying its type, plus a null
list of function pointers able to be pointed at those of a type-
matched provided interface. This forms a ‘connection’ such
that the provider’s functions can be called by the owner of
the required interface. Example interface types are shown in
Fig. 3 (i.e. ITimer, ILife).

Components can declare multiple same-type provided or re-
quired interfaces using a type:variant notation, e.g. a required
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component requires{
IMXRadio *radio; ITimer *timer; ISense *sensor;

b

component provides{ Type: ITimer | Hash Code: BBJwH

ITimerCallback; ILife; | typedef struct ITimer{
b int (*setRepeatingTimer)(Component *c, int timeout);

component state{ int (*setTimer)(Component *c, int timeout);
int count; int (*getTime)();
I int (*clearTimers)(Component *c);
typedef struct Packet{ int (*clearTimer)(int tid);
int num; int val; HTimer;
} Packet; I

#tdefine PORT 10 Type: ILife | Hash Code: R8njS

typedef struct ILife{
void (*start)();
void (*stop)();
}ILife;

void ITimerCallback:timeout(int tid) {
Packet p;
p.num = count;
p.val = sensor-> getValue();

radio -> send(&pkt, sizeof(Packet), PORT);
count ++;

}

void ILife:start() {
timer -> setRepeatingTimer(this, 5000);
}

void ILife:stop() {

timer -> clearTimers(this); Excerpt of post-processed constructor

} int construct(Component *comp, IRuntime *runtime){
ITimerCallback *itc; ILife*il;
if (err = runtime -> declareProvidedinterfaces(comp, 2,
"ITimerCallback", “ffS@G”,&itc, sizeof(ITimerCallback),
"ILife", “R8njS” , &il, sizeof(ILife))) != OK) return err;
) } itc -> timeout = timeout;
int destruct() { il -> start= start; il -> stop = stop;
return OK;
} return OK;
}

int construct() {
count=0;
return OK;

Fig. 3.  An example Lorien component type which sends a message every
5 seconds. This is converted to a plain C representation by our preprocessor.
Note the synchronous call model for example with sensor -> getValue(),
despite an underlying task scheduler that fires timeout() as a task. Two example
interface definitions (/7imer and ILife) are also shown. The start and stop
functions of the ILife interface are part of our integrity model, discussed
in Sec. III-C. Finally an excerpt of the post-processed plain-C constructor
is shown that registers the instance’s provided interfaces with the runtime
evolution manager. This is derived from the component’s specified interfaces
and the construct() operation in the component language specification.

interface IMXRadio:Primary compatible for connection to any
provided interface of type IMXRadio; or a generic required
interface ISense compatible for connection to a provided
interface ISense:Temperature on an SHT11 driver.

The use of function pointers in interfaces gives complete
positional independence between components, allowing every
component to be agnostic as to the location of the code (com-
ponent types) that it calls. Additionally, because components
register with REV the addresses associated with their required
interfaces, REV can externally change component connectivity
across the system at runtime. We characterise this interaction
style as type-safe because at compile-time each component’s
use of an interface can be checked by the compiler for type
compliance; and at composition time the required and provided
interfaces of two components can only be interconnected if
their type name and compile-time-generated hash codes match.

2) Architecture specification: The overall software config-
uration, or architecture, of a Lorien node is represented as a
collection of per-component-instance configuration fragments
that are held in a system manifest in program memory. Soft-

SenseApp.cfg
[Role]
SenseApp=tsa.so

Radio.cfg
[Role]
Radio=radio.so

[Dependencies]
IMXRadio->MAC

[Dependencies]
ITaskScheduler->Scheduler

\ ISense->SHT11:Temperature
Kernel.cfg Timer->*
[Role] \ /;
Kernel=core \ MAC.cfg [

\

[Dependencies] %, E\/T:éﬂ | lll
IISR:TimerAQ->*:TimerAQ iplse,
IISR:TimerAL->*:TimerAd [Dependghcies]

IISR:TimerBO->*:TimerB0 %\

IMXRadiof>Radio
lISR:TimerB1->*:TimerB1 %

ITaskSchéduler->Scheduler

IISR:Port1->*:Port1 \\ IRandom->Random
\ ITimer/>Timer
. \
IMain->* \ 'l /7
// \\ L '.'
X \ | 1 ’
System Manifest

Fig. 4. Example configuration fragments linked from the system manifest.
The textual form shown is converted into a compact binary format for tin-
time use, though the string names are preserved. The SenseApp configuration
fragment matches the component type shown in Fig. 3.

ware updates are effected by manipulating the manifest to add
and remove fragments (discussed shortly in Sec. III-C).

Configuration fragments are small files that specify a frag-
ment (component instance) of the overall software architecture
graph (such as the graph shown in Fig. 1). Example con-
figuration fragments are shown in Fig. 4: they give a string
name, called a ‘role’, to the associated component instance,
along with the component type (object file) from which the
instance should be created, and they define how the instance’s
dependencies (required interfaces) should be connected to
other component instances in the architecture.

As an example, the configuration fragment ‘SenseApp.cfg’
in Fig. 4, defines the role SENSEAPP, which is instantiated
from the component type tsa.so. It has dependencies on
provided interfaces of type IMXRadio and ISense on the
abstract roles MAC and SHTI11 respectively, selecting the
variant ‘Temperature’ from SHT11. It also has a dependency
on the provided interface of type [Timer on any role on the
manifest that provides this type (in practice the most recent
such role on the manifest is chosen).

Note that callbacks, an important feature of systems pro-
gramming that allows components for example to register
for timeout events or notifications of data arrivals from the
network, are not described by configuration fragments but
instead are created on-demand. This is because callbacks tend
to be predicated on arbitrary behavioural context such as
‘timeout in 5 seconds’. A component requests a callback by
passing in a self-reference to its own component instance
(‘this’) as one of the parameters to a function such as set-
Timer(). A component offering callbacks (e.g. TIMER) then
declares required interface variants such as ITimerCallback:1
and directly requests REV to connect them to the compatible
provided interfaces of components who pass in self-references.

Finally, with a uniformly-applied architecture approach,
Lorien supports the addition and removal of even interrupt-
facing components with complete generality and type-safety.
To enable this, Lorien’s small kernel is modelled as ‘just
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NewSenseApp.evo

[Actions]
RPL(SenseApp, NewSenseApp.cfg)

[Dependencies]
NewSenseApp.cfg
tsa2.so

[Nodes]
ALL

Fig. 5. Example evolution script to replace the SENSEAPP component
with a new version. The [Actions] section is a sequentially-executed list
of Lorien’s update instructions (see Sec. III-C2); the [Dependencies] section
lists additional files on which this script’s execution depends, including new
component types and configuration fragments; and the [Nodes] section lists
the IDs of nodes at which this script should be applied, or ‘ALL’ for all nodes.

another’ component instance, with its own ‘Kernel’ config-
uration fragment as shown in Fig. 4. Each interrupt is then
given its own formal required interface of type /ISR varianted
with the interrupt’s name. When an interrupt occurs the kernel
checks whether the associated IISR required interface variant
is connected to anything and, if so, invokes its isr() function.
The * notation in the Kernel fragment again indicates role-
name agnosticism so that these required interfaces connect to
any role that has a compatible provided interface.

C. Evolution: Controlling runtime software updates

Software updates on Lorien nodes are controlled by issuing
instructions to REV. In a network of nodes this is achieved
using evolution scripts that specify a list of update instructions
to carry out. Scripts are sent to sensor nodes using a data
dissemination protocol such as Deluge; an example script is
shown in Fig. 5. The RECON component in Fig. 1 is notified of
a script’s arrival and issues the enclosed instructions to REV.

In this section we bring together the preceding theory to
show how entire Lorien software architectures can incremen-
tally evolve. We first present Lorien’s runtime integrity model
for safe addition/removal of components; we then define the
above-mentioned software update instructions; and we con-
clude by providing examples of the use of these instructions.

1) Runtime integrity model: The ability to add or remove
any component presents the potential for chaos in an exe-
cuting system, wherein the chief concern is what happens if
component C calls a function via a required interface on com-
ponent D while D is being removed/replaced. Existing work
solves this problem trivially either by avoiding multi-module
composition entirely (e.g. Contiki), severely restricting update
scope, or else by having all inter-module interaction proceed
asynchronously in split-phase via an event bus which can
simply detect a lack of subscribers for a published event and
garbage-collect that event (e.g. SOS). In Lorien, by allowing
components to directly interact using synchronous calls over
type-safe interfaces, we gain high compositional safety and
simplify the programming model. This comes however at the
cost of additional complexity in disruption control.

Our solution is an integrity model that governs when com-
ponents may be interconnected, along with a standard way to
start and stop the functionality of any component.

Our integrity model is defined with respect to the three kinds
of connection that can be associated with a given component
C: dependencies of C, specified in configuration fragments;
callbacks to C, created on-demand; and dependents of C
(components with C as a dependency).

Our model imposes the following five integrity rules:

I) Before any dependent is connected to C', C' must have

all of its own dependencies satisfied.

IT) Before any dependency of C' is disconnected, all of its

dependents must first be disconnected from C.

These rules ensure that no component can call a function
on C (potentially causing C' to make an inter-component call
of its own) unless C itself is fully connected to its own
dependencies, guaranteeing any such call’s success. Further:

III) At the point that C' becomes fully connected to its
dependencies the ILife:start() function is called on C,
allowing it to start up its functionality including the
registration of callbacks such as timers.

At the point that one of C"s dependencies is to be discon-
nected, breaking C’s full connectivity, C’s ILife:stop()
function is called before that disconnection is performed
allowing it to gracefully shut down as if it were about to
depart the system (including cancelling any callbacks).

V)

These two rules manage the life cycle of C' such that a
task cannot be executed in C' when its dependencies are not
complete — which could potentially cause C' to erroneously
make a call to a missing dependency. While stopped the
software architecture around C' can be safely updated. Finally:

V) Before a component instance is destroyed, all of its
dependents and dependencies must be disconnected from
it while adhering to Integrity Rule II.

2) Software update instructions: We now present Lorien’s
set of six software update instructions. Implemented in REV,
these instructions are based on our configuration fragment
architecture approach and transparently embody the runtime
integrity model discussed in the previous section. The update
instructions are as follows:

o INS(fragment) Loads a configuration fragment from
external flash memory into program memory and inserts
it into the system manifest. This in turn causes the
associated component type to be loaded into program
memory (if not already loaded), and an instance of that
type created and mapped to the fragment’s role name.

o CNL(roleName) (read: ‘connect lower’) Attempts to
connect all dependencies of the given role. For each
dependency a connection is only made if the specified
role/interface exists and Integrity Rule I is satisfied. If
it was possible to connect all dependencies of this role
then start () is called on the component instance as
per Integrity Rule III. CNL is typically called after INS.

e CNU(roleName) (read: ‘connect upper’) Attempts to
(recursively) connect all dependents of the given role
in adherence to Integrity Rule I. For each role whose
dependencies become fully satisfied as a result of this
process the start () function is called on them as per
Integrity Rule III. CNU is usually called after INS and
CNL. Pseudocode for CNU is shown in Fig. 6.
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CNU(Role R)
if (fullyConnected(R))
for each role X in manifest dependent on R:
for each X->R dependency D:
connect(D);
CNU(X);

DCU(Role R)
for each role X in manifest dependent on R:
DCU(X);
for each X->R dependency D:
disconnect(D);

Fig. 6. Integrity-model-compliant pseudocode of CNU and DCU.

« DCU(roleName) Disconnects all dependents of the given
role (recursively). For each component whose depen-
dencies lose full connectivity as a result the stop ()
function is called on them as per Integrity Rule IV. DCU
is usually called in preparation to remove a role from the
system. Pseudocode is also shown in Fig. 6.

¢ DCL(roleName) Disconnects all dependencies of the
given role. If this role had all dependencies satisfied then
stop () is called on it prior to the first disconnection as
per Integrity Rule IV. Integrity Rule II requires a call of
DCU to precede a call of DCL for a given role.

« DEL(roleName) Destroys the component instance asso-
ciated with this role name, unloads its component type
if no other instances of that type exist, and removes the
configuration fragment from program memory, deleting
it from the system manifest. According to Integrity Rule
V, DCU and DCL must precede DEL for a given role.

Finally, if there are two same-named roles on the manifest
we satisfy new dependency connections against the latest one,
and conversely apply DCU, DCL and DEL to the earliest one.

3) Examples: We conclude this section by providing usage
examples of the above instructions to evolve node software.

a) Generic addition, removal and replacement: Any
component can be added to the system using the sequence
ADD = {INS; CNL; CNU}; Conversely any component can
be removed using the sequence REM = {DCU; DCL; DEL}.
Replacement then generally works simply as RPL = {REM;
ADD}, assuming the configuration fragment added describes
a component with the same role name as that just removed.
When replacing components involved in the dynamic loading
process (i.e. the dynamic loader itself, filesystems, and REV)
the replacement must necessarily be added before removing
the original, and can be achieved using the sequence RPLA =
{INS; CNL; DCU; CNU; DCL; DEL}.

b) Boot sequence: At boot time all roles on the manifest
are instantiated and those with zero dependencies have CNU
called on them to initiate a recursive closure that connects their
direct and indirect dependents. Consider the boot sequence
for the system in Fig. 1: the roles with no dependencies are
SHT11, MASSSTORAGE, ROMFS, SCHEDULER, and RAN-
DOM. The order in which CNU is called on these roles does not
matter, but assuming it is in the order stated, CNU (SHT11)
connects SENSEAPP to SHT11; CNU (MassStorage) connects
LOADER and FILEPROP to MASSSTORAGE; CNU (ROMFS)
connects LOADER to ROMFS and then REV to LOADER and

Component |Machine |Object file size INS INS DEL DEL
code size |for transmission [time |energy [time [energy
(bytes) & storage (bytes) |(ms) [(mJ) (ms) |(m))
REV 7840 11271 1714| 22.52 80 1.53
LOADER 1808 2331 669 10.13 80 1.53
MASSSTORAGE 5046 6437 1195 16.35 80 1.53
ROMFS 1880 3005 813 11.00 80 1.53
FILEPROP 3506 4340 972 10.42 80 1.53
RECON 1714 2174 637 7.49 80 1.53
RADIO 3820 4969 972 10.73 80 1.53
MAC 2454 3212 782 8.67 80 1.53
TIMER 1556 2116 622 7.40 80 1.53
SHT11 788 1269 558 6.41 80 1.53
SCHEDULER 1108 1694 542 6.62 80 1.53
RANDOM 334 608 447 5.44 80 1.53
SENSEAPP 396 673 462 5.53 80 1.53
Average 2480 3392 799 9.90 80 1.53
Fig. 7. Update costs, including object file sizes and time and energy

cost of adding / removing (and therefore replacing) each component in the
configuration of Fig. 1. Energy is calculated based on observed current draw
throughout the INS / DEL procedures with a supply voltage of 3V.

RECON to REV; CNU (Scheduler) connects TIMER, RADIO
and MAC to SCHEDULER and then FILEPROP and SENSEAPP
to TIMER; and finally CNU (Random) connects MAC to
RANDOM and then FILEPROP and SENSEAPP to MAC, and
finally RECON to FILEPROP, thereby completing the graph
with all components started as soon as they became fully
connected to their dependencies.

IV. EVALUATION

In this section we evaluate our TelosB implementation
of Lorien. We begin by reporting empirical data on the
‘efficiency’ criterion. This is divided into update efficiency
(subsection IV-A) and associated memory overheads (sub-
section IV-B). We then discuss disruption, safety and scope
analytically in subsection IV-C. We base our evaluation on
the configuration of components shown in Figure 1, which
includes everything needed to disseminate and install updates
in a WSN including a file dissemination protocol (FILEPROP)
and a full-featured external flash filesystem (M ASSSTORAGE).

As comparison points we use Contiki and SOS as represen-
tative of kernel/application and more generalised (but weakly-
typed) modular approaches respectively. Lorien configures the
TelosB’s MSP430 MCU to operate at 4Mhz by default.

One aspect of overhead that we do not evaluate here
(due to lack of space) is the cost of indirection in inter-
component interaction based on function pointers. However,
we note that existing work such as SOS [5] has compellingly
demonstrated that these costs are not significant compared to
general operating costs. Our own results concur with this.

A. Update efficiency

The efficiency of WSN software updates is a function of 1)
how much data needs to be transferred to and stored at nodes,
and ii) how expensive it is to install the update at the sensor
node once it arrives.



This copy is for personal use only

Appears in IEEE DCOSS 2011

1) Transmission and storage: These costs arise from the
three kinds of files that need to be sent to a Lorien node to
update its software: evolution scripts, configuration fragments,
and component type object files. The latter two are only
needed if they have not previously been sent in earlier update
cycles — an application component that is already in a node’s
external flash memory can be added/removed from the running
system simply by sending an evolution script.

Evolution scripts and configuration fragments have almost
insignificant transmission and storage costs: based on the
experimental scripts we have written, evolution scripts are
on average 50-100bytes (a 10-byte header plus ~10bytes per
instruction); and a configuration fragment for our example
configuration is on average 134bytes (see subsection IV-B).

Component type object files therefore represent most of the
cost of transmission and storage. The sizes of the raw machine
code and object file for each component type used in our
example configuration are given in Fig. 7. The overhead of
Lorien’s relocatable object files over their raw machine code
size, which averages 1.3, is comparable to that reported for
Contiki [18]. Overall, Lorien’s object file sizes are of the same
order as those reported in SOS [5] and Contiki [18]; Lorien’s
are very slightly larger (averaging 100bytes in our example
system) due to the need for component constructors which
declare and configure type-safe interfaces.

2) Installation of updates: Once the necessary files have
arrived in a node’s external flash memory, the software update
instructions embedded in an evolution script are passed to
REV. The execution of INS and DEL incur the most overhead
here—especially if they need to load or unload a component
type. The remaining instructions relate only to interconnection
changes and are of negligible cost. The cost of INS and DEL
applied to each component in our example configuration is
shown in Fig. 7 (rightmost 4 columns); the cost of replacement
is simple the two combined. The cost includes loading (or
unloading) a component type, loading (or unloading) a con-
figuration fragment, and updating the manifest. We measure
energy cost in a way similar to both [18] and [5] to enable
comparison. Specifically, we measure the cost of writing one
512byte page of program memory on the MSP430 as 0.51mlJ.

The cost of INS then involves writing the machine code
of the to-be-installed object file (the sizes of which are given
in Fig. 7) into the necessary number of sequential program
memory pages and processing any relocations specified. On
top of this we add a fixed overhead of 0.51 * 8 = 4.08mJ
to cover the costs associated with allocating program memory
blocks and writing the configuration fragment and updated
manifest to program memory. This breaks down as 2 page
writes on average for each program memory block allocation
(including maintaining the linked list of memory blocks),
of which we need one allocation each for the object file,
configuration fragment and updated manifest resulting in 6
page writes. We then need to write the configuration fragment
to its allocated program memory block (these are all < 1 page
in size) and the updated manifest (also always < 1 page)'. DEL

INote that even if we only modify part of a page, we must write the entire
page to preserve the data in the given page around that which we are writing,
since a page of flash memory must first be erased before it can be written.

System Element Total size in Amount of ROM taken by
ROM (bytes) |constructor & destructor (bytes)
Lorien Fixed Kernel | 5632 -
REV 7840 738
LOADER 1808 178
MASSSTORAGE 5046 276
RomFS 1880 172
FILEPROP 3506 314
RecoN 1714 292
RADIO 3820 376
MAC 2454 504
TIMER 1556 288
SHT11 788 88
SCHEDULER 1108 174
RANDOM 334 98
SENSEAPP 396 200
Configuration 1748 -
fragments + manifest
Total 39630
Fig. 8. Makeup of the program memory image of the system in Fig. 1.

has a fixed cost of 0.51%3 =1.53m] as it involves 1 page write
each to free the object file and configuration fragment memory
blocks, and the write of 1 page to update the manifest.

The average cost of INS in Lorien is of the same order
as a dynamic module addition in Contiki and SOS. Adding
a simple application in the low-safety Contiki approach for
example is reported as costing 2.9mJ [18] compared with
5.5mJ for SENSEAPP in Lorien, the additional overhead being
due to Lorien’s use of constructors and the need to update
configuration fragments and the system manifest. To put this
into perspective, [18] reports that receiving 1000bytes of data
by radio costs 4.8mJ of energy, making Lorien’s update cost
very low compared with normal operating costs. The cost of
DEL, and its equivalents, is negligible in all three approaches.

B. Memory overheads

We measure memory costs in terms of both program mem-
ory (‘ROM’) and RAM. The TelosB platform incorporates
48KB of the former and 10KB of the latter.

The ROM occupancy of Lorien has a fixed cost and variable
costs, both of which are shown in Fig. 8. We define the
fixed cost as 21,794bytes—i.e. the ROM overhead of those
components that support update dissemination and installation.
These elements are shown in bold in Fig. 8. On top of
this, there are variable costs which scale with the number of
loaded component types and instances. These variable costs
are incurred i) by constructors/destructors, and ii) by config-
uration fragments and the system manifest. In our example
configuration, the overhead of the former is 3,698bytes, at an
average of 284bytes per component type; and the overhead
of the latter is 1,748bytes, at an average cost of 134bytes per
instance. The total variable cost is therefore 5,260bytes.

In terms of RAM all overhead is variable: our example
configuration uses 3,500bytes of RAM, of which 2,346bytes
are costs of our modular design (the remainder being taken by
radio buffers etc.). These costs include per-component instance
meta-data such as interfaces and connections, and the list of
loaded types, and average 170bytes per component instance.
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By comparison, the fixed ROM cost of SOS’s software
update support is 20,464bytes [5] on the Mica2 platform,
whereas that of Contiki is 25,506bytes on the TelosB platform.
Lorien’s fixed software update cost at 21,794bytes therefore
compares well; we further note that in Lorien all of this
functionality can be updated like any other, in contrast to SOS
and Contiki. The RAM cost of Lorien is less significant given
its small size, taking just 34% of the TelosB’s available RAM.

C. Disruption, Safety and Scope

We evaluate these remaining three criteria analytically.

In terms of disruption, components can in theory indepen-
dently arrive and depart a Lorien system while surrounding
software stays online. In reality however our runtime integrity
model causes selected components to be halted while their
dependencies (direct or indirect) are being updated. Examining
Fig. 1 we can deduce that the average number of halted
components per replacement is 2.5. However, the addition
and removal of ‘application’ components (those which have
no dependencies) causes no disruption at all. This matches
Contiki at the application level (Contiki anyway has no support
for changing software below the application level); and is also
essentially equivalent to SOS in which modules simply stop
receiving events from modules being replaced.

In terms of safety, despite its modular design amenable
to high-efficiency low-disruption updates, Lorien assures
both compile-time and composition-time safety. It supports
compiler-verification of the type-compliance of interface usage
by each individual component; and further at composition
time guarantees that two components may only interact via
a common interface if that interface shares the same hash-
code derived at compile-time from its complete type. This
significantly improves over both Contiki, which uses weak
typing for application/kernel symbol linkage, and SOS, which
uses weak typing via events for inter-module interaction.

Finally, in terms of scope, Lorien permits 42.5KB of the
TelosB’s 48KB of program memory, or 88.5% of node soft-
ware, to be updated. This compares with 50% of node software
amenable to updates under Contiki and SOS on the same
platform (see discussion of fixed memory costs in Sec. IV-B).

V. CONCLUSION

In this paper we have examined software update solutions
for WSNs, demonstrating that existing work either exclusively
offers wide scope and high safety (e.g. TinyOS-Deluge),
or else high efficiency and low disruption (e.g. SOS). In
response we have presented an approach that satisfies all four
criteria based on our modular Lorien operating environment.
High efficiency and low disruption are achieved by enabling
components to be individually added to / removed from a
node’s running software; high safety by enforcing component
interaction by type-safe interfaces checked at both compile-
time and composition-time; and wide scope by applying our
model uniformly down through low-level code that can be
updated in exactly the same way as application-level code.

We have compared our approach to existing modular solu-
tions demonstrating that additional safety and scope is offered
at a very low cost that remains well within the capabilities of

current generation low-power hardware such as the TelosB.
We believe this paves the way to high-efficiency yet safe
software updates for future large-scale production-class WSN
deployments which will demand strong correctness guarantees
in an evolving software landscape.
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