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Abstract

This paper describes the research into the design of a configurable and
reconfigurable group service for middleware. The main objective isto allow
components of a group service to be changed at run time using reflection
and component architecture technology.

1 Introduction

Distributed applications such as video-conferencing, video-on-demand, CSCW,
web casting, and distributed simulation are demanding new features from the un-
derlying platforms. One exampleisthe support for groups of userswhere multiple
senders and receivers disseminate or share the same data. Improvementsin com-
muni cation technology have brought an efficient solution for dealing with a set of
users as a single entity and using multipoint communication (multicast) to send
the same data to each member of the group.

Our concern in this paper isrelated to the complexity involved in the devel op-
ment of group applications. Although a simple multicast facility can be suitable
for some cases, more complex requirements can demand a more comprehensive
group facility on top of the multicast mechanism. In addition, as a solution for a
distributed environment the group service should be independent of the operating
system, programming language or network, that is, it is best placed at the middle-
ware level. Middleware provides transparency from several machine-dependent
details.

The big problem in supporting groups is the many different possible options
in creating, composing and maintaining a group. In addition, communication fea-
tures such as reliability, ordering, collation, among others, can have a broad set
of options. As many combinations of options are possible and sessions (duration
of a connection) can vary from minutes to hours, it isimportant not only to offer
configuration at establishment time, but also to provide some way to change the
behaviour of the group during a session (reconfiguration).

This paper discusses the development of a configurable and reconfigurable
group facility for middleware using techniquesto allow inspection and adaptation



of the group behaviour. Inspection allows the current configuration of the group
to be determined at run time, and adaptation allows the group to be reconfigured.
Thiswork is part of a research project developed at Lancaster [2, 3, 6, 9] which
main objective is to use reflection and component architecture to provide an open
middleware platform.

1.1 Problem Description

The main question to be answered by thiswork is how to provide a group commu-
nication facility for middleware with capabilities to inspect internal details of the
group and adapt the group behaviour according to the environment.

Standards have been proposed for middleware such as ISO/ITU-T Reference
Model for Open Distributed Processing (RM-ODP) [15], OMG Common Ob-
ject Request Broker Architecture (CORBA) [12], Java Remote Method Invocation
(Java RMI) [19] and Distributed Component Object Model (DCOM) [5]. Al-
though these standards do not yet address group support, it is likely that they will
be extended to do so in the near future. The present work should be highly appli-
cable to such future extension.

The key point in extending the current middleware is to introduce configura-
tion and reconfiguration features in order to support the many different options
involved in the group creation and maintenance. For instance, imagine a video
conferencing session that allows an indefinite number of participants. A signifi-
cant increase in the number of membersin the conference can lead to a scalability
problem that can be solved by changing the reliability protocol or message order-
ing. As a second example, due to scalability problem, a member of a group could
change the way it deals with the arrival of requests or replies. Instead of waiting
for the requests (or replies) from al members, it waits for the first message or for
the majority of the messages. Likewise these examples, many others can arisein
different conditions.

The exampl es presented above show that specific features of the group needed
to be changed at run time without the need to stop the whole group. This can be
done with techniques that allows the identification of current status of a system
and further modification of it.

In this paper we describe the introduction of reflection in acomponetised mid-
dleware to support such component changes at run time.

2 Group Communication

2.1 Communication Mechanism

As mentioned before, distributed applications such as video conferencing, video
on-demand, software distribution, web casting, and text boards have to support



communication among multiple users. One special requirement is that the same
data hasto be sent to all the usersin the session. In order to achieve this condition,
many point-to-point communications would need to be established. This can be
doneonly if each member knowsall the other membersin the group. Furthermore,
the network would be being used in avery inefficient way.

So, instead of using many point-to-point communications, the idea of mul-
ticast (or multipoint communication) arises, that is, a set of users or objects is
managed as one single entity and the data is sent to the group. IP Multicast is an
example of multicast protocol widely used.

Variations of this simple approach can include different ordering protocols,
different solutions for reliability (such as SRM [10]) and many other issues such
as state control and feedback suppression. A good review of issues can be found

in[27].

2.2 Policies and Group Semantic

While group communication at the network level relies on mechanismsto control
the delivery of messages to every member of the group, many details about mem-
bership and group design should be handled in an upper level. This can include
simple operations alowing membersto join and leave the group or more complex
operations related to membership control, such as the cardinality of the group.
Even choices related to the communication itself can be described in the group
creation. At thislevel, the semantic of the group is defined and the group can be
configured and reconfigured.

Note that in most current group support system, the semantic of the groupisa
static association of policies such as creation of the group, collation and message
ordering. A combination of policies is established in the beginning of a session
(configuration) and it remains until the session finishes. In other words, reconfig-
uration is not provided.

In our work we separate policies into different groups to have a better view
of the system and for each group of policies we identify the different possible
policies. The most important set of policies are:

e Group creation — The creation of the group involves the definition of fea-
tures such as who can send messages to the group (members vs non mem-
bers), can the group be split or not, cardinality of the group, when the group
is destroyed and many other issues.

¢ Join/leave operation — Users (objects) can join and leave the group based on
the group creation policy. Security is an example of a constraint for a join
operation.

e Reliability — Delivery of datato a group can be reliable or not. Reliability
means that all members of the group receive each message exactly once.



Reliability is associated with mechanismsto control the delivery and recep-
tion of messages. For instance, ACK or NACK based reliability protocol.

e Collation — describes how to get a consistent view in a request/reply com-
munication, that is, how to reduce multiples requests or repliesin only one
request or reply: (interpret all requests or replies, interpret first request or
reply or interpret k requests or replies).

e Message ordering — Four basic models can be used to deliver messages
among members of a group: arbitrary (no ordering), FIFO (messages sent
by the same member are delivered in the same order), total (messages sent
by one member are delivered in the same order to all members of the group)
and causal (messages respect the notion of dependability (what happened
before)) ordering.

Many combinations of policies can be created and only some of them have
useful meaning in terms of group creation and maintenance. It is part of our work
to identify the relationship between the set of policies and policies to provide a
basic group model with a reconfigurable approach. Section 3 discusses this issue
in more details.

3 Proposed Approach — Towards An Adaptive Mid-
dleware with Group Support

This section describes a middleware architecture with group support using reflec-
tion and component technology. The basic architecture was proposed in [3] and
some implementation details can be found in [6, 9].

3.1 Middleware

The purpose of middleware is to hide the underlying network and operating sys-
tems platforms by providing a set of generic services and interfaces, facilitating
the development of distributed applications. But the complexity of applications
has grown due to the use of multimediaresources, mobility, group communication
and real-time requirements. Therefore, middieware platforms with new features
are now required.

One important issue in the design the new middleware is how to control the
complexity of these emerging applications such as a networking application run-
ning on amobile computer or avideo-conferencing system with alarge number of
participants. Mobile computers are subject to many different network conditions
according to their geographical position. Therefore, the conditions offer to the
applications change during the connection and the application should be able to
adapt itself to the new environment. In the second example (video-conferencing)



the increase in the number of participants in a conference can influence the be-
haviour the whole group in terms of performance.

So, it is important to consider that the support platform (middleware) must
provide some configurable and reconfigurable features. Configuration is applied
to select the options related to the installation of the system. Once the system is
running, reconfiguration can take place to change the selection make at installation
time.

3.2 Component Architecture

Component architecture [22] is the concept of building an application using a
set of components. It is an evolution from the object oriented paradigm where
abstraction, inheritance, encapsulation and reusability are key words for software
development.

In object oriented languages, most of the program is managed at source code
level. This means that any change to one object leads to the compilation/linking
process. Using a different approach, component-based development uses pieces
of software in binary form that can be plugged into any application.

Component software allows the definition of rules describing how compo-
nents interact. A plug-and-play interoperability is achieved since the system is
not aware of internal details of the component such as programming language,
implementation details and so on. This means that a component from any devel-
oper can be integrated into the system as long as it respects the rules defined.

Thistechnology will be applied in the proposed architecture in order to have a
middleware composed of components.

3.3 Basic Reflective Architecture - The OpenORB proposal

Our approach is to introduce reflection in a componetised middleware to achieve
an open model capable of adapting, inspecting and extending the components of
the middleware.

The architecture brings a new perspective for application developers. Instead
of using an approach that hides the internal details of a system, an open imple-
mentation is provided. In this case, some mechanisms are introduced to provide
hooks in the system allowing the inspection of internal behaviour and appropriate
adaptation. Thisis achieved by the use of reflection that provides away for a sys-
tem to do computation about itself [17]. Reflection providesaway for asystemto
access, reason about and alter its own interpretation.

The use of reflection introduces a distinction between the aspects related to
the system and the aspects related to the representation of the system. These are
called the base and the meta level, respectively.



The OpenORB architecture adopts a component approach, a per component
meta-space (as opposite to a global meta-space as is used by some reflective sys-
tem) and a meta-space with four meta-models. Per component meta-space means
that every component in the system can have an individual meta-space (set of 4
meta-models). The four meta-models are environmental, encapsulation, compo-
sition and resource. The environmental meta-model denotes the execution envi-
ronment for each interface. It describes functions such as message arrival, mar-
shalling, scheduling among others. The encapsul ation meta-model allowsthe rep-
resentation of each interface (methods and attributes). For example, the set of
available methods can be determined or new methods can be added. The compo-
sition meta-model represents componentsin termsof their internal composition. It
describes, using an component graph, the components inside the composite com-
ponent. Finally, the resource meta-model models resources and tasks per compo-
nent.

Our approach is to introduce reflection in a componetised middleware to
achieve an open model capable of adapting, inspecting and extending the com-
ponents of the middleware.

3.4 Groups in Open ORB

The basic mechanism for group support in middleware is a multi-party communi-
cation, known as multi-party binding®. Options related to communication mecha-
nism and group management should be available as configuration itemsthat could
be reconfigured during the operation of the group. Component technology brings
anew approach to the implementation of a group system that can be described as
a set of management and communication components that are plugged together.
A basic group service is provided and components are included in this model to
embody policies within the group. When a reconfiguration action takes place,
components can be replaced by other components with the same interface.

Introducing this concept in the open middleware architecture, the reconfigu-
ration action could be a call to the composition meta-level in order to change the
configuration of the components.

3.5 Adaptation Effects in the Group Behaviour

The policies chosen at configuration time can be changed, denoting areconfigura-
tion. Change in some of the policies can have different effects both on the group
and on the members of the group.

We can classify these situations as local and global effects:

1Based on the RM-ODP Computational Model, a distributed system is composed by objects
that have well-defined interfaces and the interaction is done through bindings (communication
path).



o local effect —alocal effect means that one member can require a reconfigu-
ration that is not going to reflect in other members. For example, acollation

policy.

e global effect —aglobal effect meansthat if one member requires areconfig-
uration, other members have to perform a related reconfiguration in order
to maintain consistency. A distinction can be made between effects that are
applied to members already joined to the group (e.g., ordering) and effects
applied only to users that want to join the group (e.g., cardinality of the

group).

3.6 An Example of Configuration and Reconfiguration

So far we have presented some issues related to groups and the need for config-
uration and reconfiguration. The next step is to describe how configuration and
reconfiguration can be applied to a distributed application that uses group. We
consider four main actions:

Set up a group: In order to create a group, an element in the middleware ac-
cesses atemplate? and sel ects the componentsthat implementsthe behaviour spec-
ified. Thisimplies the creation/loading of group management and group commu-
nication components according to the policies specified for the group.

Group join:  Whenever a user wants to join a group, the following actions take
place: (1) the user has to check the possibility to join the group by accessing the
management components and check the policies such as security, cardinality and
S0 on (2) a communication path has to be created, that means, it is necessary to
check the components being used in the communication by inspecting the graph
of components and build the user’'s communication path. In terms of multi-party
binding, ajoin operation is a reconfiguration action because an interface is being
added to a binding aready established.

Changes in the management component: Changes in the management com-
ponents allow the group to be reconfigured in terms of itsinternal behaviour, that
is, behaviour related to the policiesidentified as group management policies.

Changes in the communication path: Changesin the communication path are
related to changes in the components that compose the graph. This is done by
modifying the composition meta-level, i.e., the graph of components. An example
could be the replacement of areliability component.

2The template is a specification that describes the behaviour of the group in terms of compo-
nents.



In order to show how configuration and reconfiguration occur in a rea dis-
tributed application, consider the CSCW tool developed in the context of the Up-
per Atmospheric Research Collaboratory Project (UARC) that uses the Corona
communication service ([14]). In summary, this system provides a groupware tool
with features to disseminate data generated by remote instruments and facilities
to scientists to access and manipulate this data.

One important application requirement pointed out by the Corona authors is
the dynamic nature of the application. For instance, the transmission of images
generated by remote instruments does not usually require strong reliability since
the user can miss one of the many samples generated. But, if thisimage is the
centre of adiscussion, it isimportant that all the usersreceive it. Once the discus-
sion hasfinished, the reliability applied to the image transmission can be changed
back from strong to weak. As another example, in Corona users do not have to
be aware of other users accessing one specific image unless the image is being
updated.

So, consider that at creation time (configuration) thereis no need for reliability
in order to transfer the images. Thisis a specific policy chosen when the group is
created. When it is necessary to have areliable image transfer, the component (or
components) that implements this policy has to be changed. While the group is
relatively small, an ACK based reliability scheme is chosen to favour low latency
on retransmissionsover usage of bandwidth. Such aschemewould requirethat the
underlying communications mechanism is aware of each group member in order
to track who had acknowledged which messages. Thisimplies that some kind of
admission control is required.

Asthe group continuesto grow the ACK based reliability scheme may congest
the network and endpoints. A further adaptation to aNACK based scheme, trading
off latency for scalability, may become necessary. Furthermore, with this new
change admission control may no longer be required.

In summary, all the policies chosen at creation time are consider for the con-
figuration of the group and the changes performed during the course of the session
are consider reconfiguration.

4  First Prototype - GASP

The first prototype is a group facility for middlieware. 1t was devel oped on top of
GOPI (Generic Object Platform Infrastructure) [7]. GOPI is a distributed object-
based middleware platform with multimedia support designed in modules that
represents independent parts of the system.

The important module for the group facility is the Comm Module that pro-
vides a stack of transport protocols and application specific protocols (ASPs).
ASPs are used to provide new functionalities to the system since they can be in-
cluded on top of a stack. Each layer has a standard set of functions that acts as
entry points and provide fully independent layers (cf. components). Following



thisidea, GASP (Group ASP) introduces groups in GOPI as a feature on top of a
|P multicast ASP.

In GASP aserver represents the group manager and clients represent members
of agroup. When the server starts, it sets up the group (configure) based on certain
parameters specified as quality of service (QoS) entries and waits for membersto
join the group. When a user (client) wants to join the group it establishes a bind-
ing with the server and gets the information related to the group communication
(multicast address, port, ...). The group to which the client wants to join and its
member name are specified again in the QoS description for that member.

An example of a server (group manager) QoS specification is:

gasp_bui l dgos(&cs, gr_nane, gr_nenber, max_nenbers, gr_openess,
gr_life, asp)

where, &cs is the structure that stores the QoS parameters, gr _name is
the group name; gr _nenber is the identification of the member in the group;
max_nmenber isthe maximum number of membersin the group; gr _openess
describesif agroup isopen or closed; gr | i f e describesif agroup isdestroyed
in case of 0 members and, asp isthe transport layer below GASP.

This prototype is a basic group service to be the starting point for the group
service in the open middleware. In this implementation, policies are described
in the QoS specification and some more development has to be done in order to
provide adaptation. Another prototype will be started to get some benefits from
reflective languages. In this case, the development of a prototype has already
started in amiddleware platform based on Reflective Python [26].

5 Related Works

Group communication is not a new field of research. The first approach was to
include groups in operating systems to manage groups of processes. So, in 1985,
Cheriton introduced the V kernel group communication [4] and in 1993, Amoeba
[16] was presented.

Following the evolution, ANSA [20], xAMP [21] and Ensemble [24] (based
on Isis [1] and Horus [25]) were important research on group communication.
Another important contribution is BAST [11] that describes protocolsin terms of
reusable objects.

With the emergence of CORBA, groups were introduced in systems such as
Electra [18], Object Group Service [8] and Chorus ORB [23]. They describe
group as an aggregation of objects addressed as a single interface. Membership
control and communication policies are provided in these systems, but they do not
provide mechanisms to flexibly configure and reconfigure behaviour that is the
subject of this paper.



Another example of groups in CORBA is emerging from the new RFP (Re-
quest for Proposal) on Fault Tolerance [13] issued by OMG. Group is used to
address a set of replicated objects that are supporting fault tolerance. But in this
case, the main point is fault tolerance and it limits the usage of groups to this
purpose. Other potential applications of groups, such as data dissemination or
interactive communication, are not addressed.

Although these researches propose a solution for groups in CORBA, they do
not address the issue of flexible configuration and reconfiguration of groups. In
this aspect, the work presented in this paper improves the proposal's presented so
far.

6 Final Considerations and Further Work

Group communication has become a very complex part of a distributed system
due the wide range of different requirements involved. Current standards and
research efforts do not view groups as potentially reconfigurable systems. This
resultsin alack of support for distributed applications such as video-conferencing,
collaborative work and video-on-demand that requires groups but cannot rely on
a static operation of the group.

In this paper we have discussed issuesinvolved in the design and devel opment
of a configurable and reconfigurable group facility for an open middleware. We
have seen that many aspects are involved such as the identification of policies
for the group, definition of a basic group facility for middleware respecting the
many different requirements, mapping of policiesinto components, and applying
techniques to change components at run time.

With the group support offered, it will be possible to design an application
considering that during run-time many policies can be replaced. An impor-
tant issue is that the middleware will act to perform these changes on behalf of
users/applications.

Much work has still to be done in order to complete the system but the first
steps have aready been taken. Currently we are working on the definition of a
set of generic components that can be used to support a wide variety of group
semantics. Theinterfaces are under definition and some experiments have already
been done on how to connect the components to build a basic group service.
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