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Abstract Setting up a secure communication channel
between wireless devices is a crucial part of secure com-
munications. Usually, it is done by non-expert users with-
out knowledge or interest in security aspects. In the home,
users may range from children to the elderly, with varied
skills and capabilities. Recently, several methods have
been proposed for easy yet secure creation of a security
association. However, if user is able to commit errors
while accepting the association, the security may break
down. With careful design of user interactions involved,
it is possible to bring the error rate down significantly.
In this paper, we present results of a set of usability tests
performed on device pairing between a PC and mobile
phone assisted by home users.

Keywords Usability · user-centered design · secure
device association · security · home network

1 Introduction

Secure device pairing means setting up a security associ-
ation with relevant keys, identifiers and cryptographic al-
gorithms for subsequent secure communications between
two devices. Without any previous association between
the devices, creating the association in secure, easy and
intuitive fashion presents many challenges.

Today, most users have wireless devices such as mo-
bile phones used on daily basis. The security of these sys-
tems is often invisible and uninteresting to the user, who
should not have to deal with complicated setup methods
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or to be able to make errors that would break the system
security.

Users are often considered the weakest link in com-
puter security [22]. So, usability of device pairing with
end-users is essential in ensuring the overall security.
This is the case especially when the paired devices form
a part of a home network, in which case the users are
likely not to have technological expertise [7] and can be
of quite varied cognitive ability ranging from small chil-
dren to the elderly. Typically, a home network consists of
multiple PCs, mobile phones and a broadband network
connection.

The rest of the paper is organized as follows: In Sec-
tions 2 and 3 we present the technical background and
the relevant prior work in usability. We then describe our
study in Section 4 and analyze the results in Section 5.
The paper ends with conclusions.

2 Background

2.1 Secure Pairing with Short Strings

As a part of the security association, the devices need
to create a shared secret. For this purpose, the devices
run a key establishment procedure, traditionally Diffie-
Hellman key exchange [6], to create the shared secret. If
this initial setup is created in an unauthenticated wire-
less environment, it is easy for an adversary to make the
two legitimate devices to believe that they are commu-
nicating with each other, while in reality, they are com-
municating only with the adversary reading, modifying
and relaying the messages. Such an attack is known as a
Man-in-the-Middle (MitM) attack.

To prevent such attacks, the key exchange needs to
be authenticated. In an environment without centralized
key management or public key infrastructure, the au-
thentication is left to the user. Recently, various differ-
ent methods involving user interaction to authenticate
the key establishment have been proposed. Most meth-
ods fall into the following two categories:



• Methods based on a shared secret passkey (PK): both
devices are provided a secret, one time passkey. This
passkey is used to authenticate the key exchange [1,
8]. For a successful attack, the attacker must know
or guess the used passkey.

• Methods based on numeric comparison (NC): each
device computes a verification string from negotiated
material. The strings are then compared [16,15,19,
3]. An attack is prevented by the properties of com-
puting the verification string: in case the devices are
associated with an adversary, the verification strings
are most likely to be different.

Several industrial specifications have recently adopted
PK and NC based methods as possible authentication
methods. These specifications include Bluetooth Simple
Pairing [2], Wi-Fi Protected Setup [20] and Wireless USB
[21].

Even though security is crucial in wireless networks,
the same methods can be useful for wired networks, in
particular, if security is not explicit, e.g. with no direct,
visible cable between the devices. An example of such
network is HomePlugAV [10] standard, which uses pow-
erlines as the communication medium.

2.2 Attack Scenarios and Fatal Errors

The Diffie-Hellman key exchange protocol is resistant
to passive attacks. Thus in order for an adversary to
succeed, it needs to be active during the protocol run.
An active attacker is able, for example, to force the de-
vices to share different keys or to trick one device into a
less secure method. The latter attack is called “bidding
down” attack. For example, Bluetooth Simple Pairing [2]
offers multiple methods, including authentication using
NC and the unauthenticated “Just Works”-model. The
method is negotiated based on the input-output capabil-
ities of the devices.

A bidding down attack in Bluetooth Simple Pairing
is depicted in Figure 1. When Device 1 initiates com-
munication, it sends its display capabilities to Device 2.
This message is captured by the MitM and altered so
that the capabilities are downgraded for example from
“display” to “no display”. As Device 2 responds to the
message by its display capabilities, MitM again captures
and alters the capabilities to match what Device 1 sent.
Now, Device 1 starts to run NC method while Device
2 runs the weaker “Just Works”. As a result, only one
device displays a string to be compared while the other
device just asks for permission to accept the connection.
A user educated only to detect mismatch in checksums
might get confused and accept the connection.

An error made by the user is said to be fatal if it
results in violation of security goal [18]. In NC protocols,
if a user gives false acceptance for a verification string,
the device ends up accepting a key with the adversary.
In the bidding down attack, a potential fatal error is
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Fig. 1 “Bidding down” -attack [17]

that the user accepts the string on the displaying device
without actually comparing anything.

MitM or bidding down attacks are not visible to the
user in PK-based protocols. Instead, the fatal user errors
are caused by the user selecting weak passkeys such as
“0000” or reusing the same passkey multiple times. They
can be eliminated by letting the devices with displays
generate the one-time passkeys.

2.3 Test Framework

As a test platform, we used a framework designed for
comparative usability testing of distributed applications
[12]. The basic idea of the framework is to provide an
easy way of testing different interaction models and graph-
ical user interfaces (GUIs) of pairing methods. It pro-
vides the necessary tools to which the tested GUIs can
easily be plugged in. The framework provides a Blue-
tooth channel between the devices, automated test ses-
sions in random order, logging of all user actions and easy
simulation of error conditions. In addition, the frame-
work is designed to easily integrate mockups of GUIs
into the framework.

The basic framework is implemented between two de-
vices, called master device and remote device, commu-
nicating through a control channel. The master device
is responsible for orchestrating the test session by deter-
mining the order in which the tests are performed and by
issuing commands to the remote device to show the cor-
responding GUI. The order can be either predetermined
or randomized. In addition, the master device takes care
of event logging including timings and user actions.

3 Related Work

Work on usability testing of pairing protocols is only
starting and few reports exist. The most notable exam-
ples are [14] and [18]. The latter serves as a starting point
for this work.

The security and usability of setup in the Bluetooth
SIG’s Simple Pairing specification [2] and the Wi-Fi Al-
liance’s Protected Setup specification [20] are evaluated



in [14]. The usability enhancements are based on care-
ful analysis of these specifications. The authors suggest
enhancing the overall usability in these procedures by
introducing a common, consistent user interaction flow
in all types of UIs involved and making the user experi-
ence as similar and simple as possible for all the devices
paired. This good suggestion needs to be addressed with
care. Consistency in the interaction logic is indeed a de-
sirable quality that can aid the memorability and learn-
ability of the procedure. However, in the UI level, the
design should make best use of the properties and char-
acteristics of each device [5]. For example, if one of the
devices to be paired has a big screen and the other a
small one, the ways to present the information on these
two different size screens should make best use of the
space available.

Further, context of usage when launching the pairing
procedure may vary and have an effect. This should be
reflected in the UI design. For example, a mobile phone
can give a lot of information about the context, which
can affect how the procedure will take place, depend-
ing on whether the pairing can be considered a bit safer
(home) or not (public place). A PC screen can have a
lot of room for visualizing the procedure and providing
help to get through the procedure. Work in combining
all these issues and addressing them is still scarce.

In [18] the usability analysis is based on actual im-
plementations of the security procedures and their reflec-
tive GUIs, tested with real users. The pairing was done
between either two PDAs or two mobile phones using
several methods. The work at hand takes a further step
in analyzing the usability of the pairing, now between a
laptop and a mobile phone, again with real implementa-
tions tested with real users. Even if a new device - the
laptop - was introduced to the test setting, the GUIs were
changed as little as possible in order to allow for compar-
ison between the two test settings. However, the context
of usage remains still a lab setting only and the work
needs to be extended to include more real environments.
Further, this test design decision was a compromise since
it meant violating the principle mentioned above about
taking maximum advantage of the space and capabilities
of the device used. However, the possibility to compare
the results between the two tests was chosen as a prior-
ity for this test. It would be interesting and important
to change the GUI on the laptop to a richer one, run the
test anew, and then again compare the results.

In [18] it is argued that the familiarity with PIN us-
age may both advance and hinder the overall usability
of handling the number sequences on mobile phones es-
pecially. The terminology used [4,11] is indeed one of
the key issues in how these resemblances of former ex-
periences are ignited: in [18] the number sequences were
referred to as PINs, which caused some understandable
confusion in the test users who would expect these num-
ber sequences to be more like the memorable PINs they
are used to when authenticating themselves to their mo-

bile phones or at the ATM. This means care should be
taken by not activating unfitting mental models in the
users’ minds by careless usage of UI metaphors and ter-
minology. Because of this, we cleared all reference to
PINs from the test setting, since it had clearly been con-
fusing to the users in the [18] test. Instead, we referred
to the numbers as “number sequences” to avoid the con-
fusion.

The final major difference compared to [18] is that
we included a bidding down attack described in Section
2.2 in the study.

4 The Study

4.1 Participant Profile

We recruited 38 participants (13 female, 25 male) for the
tests via university news groups, mailing lists, and flyers.
Most of the participants were technology students or re-
searchers. The tests were conducted at two different loca-
tions at the premises of the university. The participants
represented many nationalities, with a clear majority be-
ing Finnish citizens. The age span was 18 to 40+ years.
The participants had average computer usage history of
15 years and the average computer usage per day was
8 hours. All participants in this study owned a mobile
device, such as a mobile phone or a PDA.

4.2 Test Setting

We made a further change in chunking the 6-number se-
quence into chunks of three number each. This was done
because in [18] it was found that a 6-number sequence
was experienced as difficult and elaborate by the users,
and can be identified as a clear usability problem. The
chunking was expected to make this task easier and more
pleasant. So, our hypothesis for the results comparison
between these two studies is that even if some of the
results gained in [18] are likely to be valid for the new
test setting also, some of the results will probably not be
valid since the test settings differ in the aforementioned
points. Further, any similarities in the user feedback be-
tween the two test settings could be very valuable, since
they might be interpreted as suggesting similarity in de-
sign guidelines across different types of devices, thus cor-
roborating to the claims of [14] on the need for overall
consistency of the procedure.

We selected two PK-based and three NC-based au-
thentication methods to be tested. In the PK-based meth-
ods, named as Type, one device displayed a 6-digit string,
which was then entered into the other device by the user.
As we were interested in to find out which devices the
users prefer to type number sequences, we ran two vari-
ants of the protocol. In PK1, the displaying device was
the phone and in PK2 it was the PC. In the first NC-
based method, NC1, named as Compare, both devices



Table 1 The pairing protocols and device settings tested. PK refers to Passkeys, NC refers to Numeric Comparison.

Protocol Method PC Phone String Length
PK1 Type Keypad Display 6
PK2 Type Display Keypad 6
NC1 Compare Display + Button Display + Button 4
NC2 Type-and-Confirm Keypad + Signal Display + Button 4
NC3 Type-and-Confirm Display + Button Keypad + Signal 4

displayed a 4-digit string and asked for the user to com-
pare and acknowledge or reject the values. In NC2 and
NC3, one device displayed the 4-digit string and asked
the user to type in the string to the other device, which
then performed the comparison of the digits. The de-
vice asked the user to acknowledge or reject the value on
the displaying device. The method was named Type-and-
Confirm. In NC2, the displaying device was the phone
and in NC3 it was the PC. See Table 1 for summary of
the tested protocols and string lengths.

To achieve about the same authentication strength,
the numeric string used in the PK-based protocol of Wi-
Fi Protected Set Up must be twice as long as the string
used for NC used in Bluetooth Simple Pairing [17]. But
the required security levels vary. Bluetooth mandates the
use of 6 digits while 8 digits is the recommended length
in the Wi-Fi Standard, while 4 digits is also allowed. To
reflect the difference between the two methods we used 4
digits for numeric comparison and 6 digits for passkeys.

Since the traditional usability measures include deal-
ing with errors [22], we were also interested on user ac-
tions in error conditions. This is why we simulated such
conditions in NC methods, where MitM and bidding
down attacks can be visible for the user. The simula-
tion was done by providing different verification strings
for the devices to be compared. The users had either to
compare these different values, or the device where the
number sequence was typed by the user signaled an er-
ror, regardless of whether the user enters the values right
or not. If the user signals false acceptance for either or
both of the devices, the device accepts the connection
with the adversary.

In addition, we were interested in observing the user
behavior in a situation, where the devices do something
unexpected, like the bidding down attack described in
Section 2.2.

We used IBM Thinkpad T60 as the PC and Nokia
E60 running Symbian S60 3rd edition as the phone. As
a test platform, we used a framework described in [12].

4.3 Test Design and Procedure

Introduction of the tests to users: According to
[13], if test users know that they are testing something
security-related, their behavior may change - they care
more for the security than they would normally do. This
is why mentioning security was avoided in the tests.

Choice of devices: In the test, one user was pairing
two devices, a mobile phone and a laptop, since the same
user controlling both devices is the most probable real-
life scenario. Only these two devices were shown to the
user, although two more auxiliary devices were involved.

Test procedure: Users were first given a brief in-
troduction to the study and asked to fill out the same
background questionnaire as in [18]. Next, users were in-
troduced to the basic operations needed during the test:
how to move the cursor, erasing a character, etc. There
were altogether nine test tasks: one non-attack scenario
for each of the five methods, an attack scenario for each
of the NC-based methods and a last bidding down attack
test. The tests were presented to the user sequentially in
random order, except for the last test, which was always
the bidding down attack test. A context script of type:
“You have downloaded some good songs to your laptop
and want to listen to them on your way to work.” or
“Your friend comes over, and you want to move photos
you’ve taken with your mobile phone to his laptop” re-
flecting real life situations was added between each test
task. This was done in order to give the users a better
grasp of the effects and goals of the pairing.

To end with, the users filled out the same post-test
questionnaire as in [18]. The post-test questionnaire in-
cluded screenshots of each tested method for easy refer-
ence. Users were asked to associate given adjectives (e.g.,
“easiest”, “professional” etc.) with the methods, and to
choose the method they would like to have in their own
device. They were also asked what they found difficult
during the test.

The tests were run in a lab-type environment: a pri-
vate room with no disturbances. Tests were run individ-
ually by one test moderator. The testing time was 15-20
minutes per user, with at least 5 minutes free discussion
at the end. The tests were conducted in Finnish or En-
glish. Finnish was used with native Finnish speakers and
English for all others.

5 Analysis of the Results

The data collected by the framework is summarized in
Table 2. Participants were asked to associate given ad-
jectives with the methods, see Figure 2. The graph shows
the percentage of the participants who associated certain
adjective with a certain method variant.

The following observations can be made:



Table 2 Summary of the tests. “Fatal errors” represents errors resulting in violation of security goal. “Total errors” represents
the total number of user errors (fatal + non-fatal).

Method Method
Average Completion Time (sec.)

Fatal Errors Total Errors
Match No Match

Type
PK1 15.4 N/A N/A 2
PK2 18 N/A N/A 2

Compare NC1 13.7 13.8 2 2

Type-and-Confirm
NC2 19 24 2 2
NC3 21.5 24.1 2 2

Bidding Down N/A 39.2 29 29

Fig. 2 Summary of the participant opinions

• Compare was perceived as easy and fun to use, but
also insecure. It was the preferred choice for a pairing
method users would like to have on their own devices.

• Type-and-Confirm was perceived hard and by far the
most secure. No-one considered it the least secure.

• Type-and-Confirm and Type were both considered
professional, Compare less so.

• Compare and Type-and-Confirm had low fatal error
rates, Type had no fatal errors.

• Compare had the lowest completion time.
• The Bidding Down Attack test was found to be very

confusing; 72.5% of the users failed to reject the con-
nection in both devices thus allowing at least one of
the devices to connect with the MitM.

• The effect of chunking the number sequence This was
found confusing by 8 users, probably because it was
not possible to type a ’space’ into the phone.

Users were also asked in which device, the phone or
the laptop, they found it easier to type numbers. All in
all, 28 users preferred the phone and 7 users the com-
puter as input devices in this study. Moreover, 6 pre-
ferred the phone because the computer (a laptop) had no
numeric keypad, while 5 thought it was easiest to type to
whatever you had at hand first (the phone in this study)
and 3 users had no opinion. It is of notable importance
to know that some users reported that the unfamiliar
keypad of the laptop was a big reason for them feeling

uncomfortable about the test setting, and claimed that
they might have changed their preferences if they had
been using their own laptops.

6 Conclusions

When compared with the results of [18], we can see that
the Compare method was again considered as the most
popular way to do the pairing. This was also the case
in the first round of usability studies on PDAs reported
in [18], whereas on the second round of usability studies
with mobile phones, the Type was considered as most
desirable. This change in user preferences is clearly due
to the length of the number sequence used: when only
4 numbers were used for comparison, this method was
perceived as easy and fun to use. With 6 number se-
quence, the users found it too difficult and would prefer
some different method. The chunking of the number se-
quence was not enough to raise the preference of the Type
method, which was a bit disappointing outcome.

The reason why Type was experienced as most se-
cure may be habitual: firstly, it is not very common to
compare things across the screens of a mobile phone and
a laptop, whereas typing something on mobile phone is
very common - and familiarity is one known ingredient
in enhancing perceived usability [9].

Secondly, again here, as in earlier tests dealing with
security and usability, the experienced difficulty of the
user interaction gets associated with feeling secure. Users
have learned to connect “hard-to-use” with “secure”, and
to some extent also with “professional”. This is in line
with the findings that users tend to consider security as
hard-to-understand and difficult (e.g. [22]). If something
is easy, it cannot be secure. This is probably why Com-
pare method that was experienced easy, was not found
to be the most secure one, whereas Type that was expe-
rienced difficult, was also rated as most secure.

6.1 Future Work

When analyzing the results, it is important to keep in
mind that the conclusions drawn from the data collected
can be considered only as indicative of the whole user
base due to the test user profile focusing on persons tech-
nically above average, and the relatively small number of



participants (38). We are planning to add some users of
less technical background and from different age groups
in order to validate the results of the tests.

Extending the user base We have also run a pi-
lot test with one family with children in order to gather
data about more real-life use situation, as well to test
the understandability of the procedure among all family
members. The test persons were: father (41 yrs), daugh-
ter (12 yrs) and son (9 yrs). This test setting proved
quite fruitful: both children were able to get through the
tests without failure, whereas the father, conducting the
pairing surrounded by his children, noising around, got
distracted and made errors. The “bidding down” attack
scenario was beautifully mastered by the kids, the daugh-
ter finding “the trick”, as she named it, quite amusing
and something children are used to on daily basis - they
joke around and trying to trick others is quite common
and acceptable among them. The father, however, got
quite confused and frustrated with this scenario, as he
expected it to be more logical like the other test tasks.

As our GUI is currently based on traditional user in-
teraction methods using numbers and text, we are able
to include only those able to read. However, we are plan-
ning to introduce other types of user interaction meth-
ods, such as graphical elements, blinking lights or equiv-
alent, which will not only allow everyone to participate,
but may also provide for a significant change - and break
- in the traditional association made between “hard-to-
use” and “secure”, since they present completely new
types of interacting with security that may in fact be
even considered as fun by their users.
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