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Recap 1

Distributed System:

For example, to withdraw money from an ATM requires ATM Machine

communication with the server in our local branch (USA)

to verify available funds
Network

(copper)

Network
(satellite)

' Network

_ (optical fibre)

ATM Machine
(UK)

ATM Machine
(UK)




Recap 2

Distributed System

OS OS

Hardware Hardware
Network Interface Network Network Interface

Addressing, unreliability, migration, extensibility etc

Problem of Heterogeneity

Java, C, Visual Basic etc
ON) Linux, Windows, Solaris etc
Hardware x86, PowerPC, SPARC etc




Recap 3

Middleware:
Additional part of programming language to simplify the development
of distributed applications by, for example, hiding the complexity of the
network and provide facilities such as naming

Dist App Dist App

Java Java
Java RMI Java RMI




Security

« Overview of Lecture

— Security problems
— Principles of security

— Basics of cryptography
« Secret key encryption
« Public key encryption

— Authentication and key distribution
« Needham and Schroeder protocol

» Additional reading
— Tanenbaum chapter 8



Introducing Security
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Security Vulnerabilities In
Distributed Systems

“Aha, I’ve just
found your
password”




Security Vulnerabilities In
Distributed Systems

“] am amazon.com,
honest, so please send

me your credit card
details”




Security Vulnerabilities In
Distributed Systems

“Please credit my
account with £1m, 2 4
hot £17 s,




Security Vulnerabilities In
Distributed Systems

“Lets have that
one again”




Security

Authentication

Cryptography
Message Integrity

Non-Repudiation

Key distribution and Certification %



Security

* Laws differ from country to country
— Many attacks mounted from countries with weaker
legislation and few treaty agreements
— Often a problem of jurisdiction — who do I complain to?

* Public domain software
— Growing problem of freeware security attacks
— Can no longer rely on their being a limited pool of
security “experts’



Types ot Attack

Fraud

Destructive — can also be achieved by “traditional means’
[ntellectual Property theft

Brand theft

[dentity thelt

Privacy violations

— Targeted attacks (stalking/ espionage/ national intelligence or spying)
— Data harvesting

— Surveillance and Traffic Analysis

Legal — you can often persuade judge and jury of anything!



Attackers

The hacker

Lone criminals

Malicious insiders

Industrial espionage

Press

Organised crime

Terrorists

Police

National intelligence organisations
‘Info-warriors’



Viruses

* Self propagating Trojan
* Source

— Downloaded/ E-mailed files (MS Word macros)
— Disc boot sector

« Use
— Destroy data

— Copy data
— Update data



Typical Virus

Program Program

@iﬁm table Imitialisation table @
L0 e L0

Virus code §

T

Program code ¢ Program code
and data and data

e Same 1dea for disk/ boot sector virus



Worms

* Deploy segments of code around network

* To achieve
— Malicious damage

— Significant processing (poor mans multiprocessor)

« (Often use buffer over-run attacks



Denial of Service Attack

* Distributed Denial of Service Attack
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DDoS Attacks

Master and Slave machines
infected with zombies

Masters
Artacker coordinates Masters

Masters coordinate Slaves
Slaves mount attack on Viceim

Typically spoof source address
— Attack cannot be traced

— Victim cannot filter traffic or
retaliate

Attacker

Target/ Victim

Slaves



Wire Tap / Snitting

» Passive i

* Active with Masquerading

=1




Replay Attacks and Spoofing

=
= =




Firewalls and Intrusion Detecti%

* Beware strange behaviour

* Honey pots... web

o
3
o
-

1

e
H--H

Houter/

) |

! \
T ’-_r!
-|=
@

Intranet Router!
Q _ Filter
e
Bastion Server

(Application Gateway)




Mobile Security

* Radio networks are, by their nature, less secure
than wired ones ...but that doesn’t say that much!

* You find a wireless network...

— Should the network trust you?
« Traditional problem — just harder

— Do you trust the network?
* A more unusual problem
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The “Secrecy Hierarchy™

, Watermarks
W

Steganography Code
(words)

Substitution
/ \ Cipher

Crylgogmph\ (characters)
\ Transposition

Fingerprints & Authentication Codes/Digests



Checksums and Message Digests

» Used to check message integrity
* Checksums widely used in Internet protocols

* Message Digests next level

— Complex algorithms ‘ensure’ that no two messages can
(should?) give same digest

— Most widely used system MD3

« Now known to be flawed, but still pretty safe



Introduction to Cryptography

* To encrypt a message M with key k ...

)

* To decrypt the coded message C = F, (M),
— need the decryption key K,
— perform the inverse process to recover M.



Substitution Ciphers

e Caesar Cipher
* Mono-alphabetic
— Requires an offset or ‘key’

« How much to rotate the disc. or...

FIGHII|JK O QIR|IS|T \Y
ViU S|RIQIP 1 L J| I HG E
OMP| UIT N T WO K
LI NKF|G M G|D|L P




Average Character Usage

SE0B - HE-E-EEoarLBESS S



Digrams

L Digrams -- Little Dorrit, Dickens
T (=1)

167

144

127

107
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am
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do
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no
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on:
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S0

to:
up:




Trigrams

Trigrams -- Little Dorrit, Dickens
9o (>1)

20-

15+

all
and
but
for
had:
her
him
his
not
one
out
she:
the
was
who

mrs.



Substitution Ciphers

Caesar Cipher
Mono-alphabetic

“Vigenere™ Cipher
Poly-alphabetic
— Requires a code word

* Which alphabet to use for

cach character

ABCDEVFGHTIUJ
BRI F G H I Eh
B C H I J
DEFGHIJEKLM
EFGHIJKLMN
FGHIJEKLMNDO
GHI JIRKLMNOFP



Iphabetic Example

Poly-a

AIBICID|E|F|GIH|[T|J|K|LIMNO|[P|QR|S|T|UVIWX|Y|Z

ZIYIXIWV|U[T|IS|R|Q|P|O/NML|K|J|I |HG|F|E|D/ C|B|A

QIWE[R|T|Y|U|T|O[P|A|S|D|F|G|HJ|K Ll Z|X| C|V|B|N|M

MN|B|V|C|X|Z|L|K|J|H| G| F|D|S|A|P|O|T|U|Y|T|R|E|WQ

A GIH|T | K| L|Z|X|C|V|B|N[MQWE|R|T|Y|U|I|O/P|A|S|D|F
Key wep| I |T|A[TI|T]|A TIA|T|T|A|T|T|A
=ITA |(clo|M|P|U|T|E|R|N|E|T|W|O|R|K
ElsIN|HIYIG|T|lOIMIT|UIDIG|O]|P



Cracking Poly-alphabetic Systems
* Strength depends on codeword (key) length

* Look for common, relatively short words
— They will appear often
— Limited number of encrypted strings for these words
« Number depends on length of key
— Spacing between occurrences indicates key length
« LUlse factors of this number to find possible lengths
« Andoftf you go ...using statistical analysis of letters again



Transposition Ciphers

* Symmetrical
— Sender and Receiver use same key
— c.I. Public Key Cryptography (later)

A|D|E|N|R|W
ANDREW (Key) e e
1 4 2 5 3 6 C|M|{U|O|P|T
COMPUT E|S|C|R|E|U

R A|T]|Y]|B
ERSECTU
RITYD- 2R @oD——> CERMSTUCAORIPEYTURE



Secret Key Encryption

* Akey, k, is only known to authorised people
— a.k.a. private key encryption

— Sender & receiver must share knowledge of k
« acquired through a secure channel

* The encryption function, F must also be known
— This function need not be kept secret

« Commonly uses same key for encryption and
decryption = symmetrical encryption



Encryption/ Decryption Using
Secret Keys

sender, A

1. acquire K

2. € =F(M) Receiver, B

3.send C C

1. acquire K

key 2. receive C
message (plaintext) 3. FL(C)=M
ciphertext

encryption function
decryption function

£ L B I



Using Secret Keys

* Encryption

— Requires additional support to ensure
both parties get access to the same
secret key (key distribution)

 Authentication

— Again, requires additional support in the
form of often complex protocols to build
up levels of trust

See Needham and Schroeder later



Public Key Encryption

 First proposed by Diffie & Hellman (1976) to
eliminate the need for trust

— Encryption key, e, iIs made public
— Decryption key, d, kept private (personal)

— Relationship between e and d is a one-way
function

« Based on product of 2 v. large primes (>101%)

— Determining prime factors of such a number is
computationally intense & slow

« Asymmetrical encryption since e = d



Using Public Keys

* Encryption

Client

: Private communication Service
Client ~

: Keep decrypt key
Client (K1) private

Publish encrypt key (K)



Using Public Keys (continued)

 Authentication

Client

: Authenticated communication | Service
Client '

: Keep encrypt key
Client (K private

Publish decrypt key (K1)



Examples of Established
Encryption Techniques

« Data Encryption Standard (DES), 1977

— Secret key, based on sequence of substitutions and
permutations (use controlled by US government)

— Concerns over 56-bit key not being sufficient

— Widely used, very fast, implemented in hardware

 RSA algorithm (Rivest, Shamir, Adelman],
1978

— Public key, based on difficulty in finding factors of large
numbers

— No need to worry about distributing keys securely

— Slower than DES

 Also PGP, AES, etc....



Data Encryption Standard

N bits at a time |
56 bit key
Message Transposition E

Substitution

48 bits from 56

Substitution

x16 _
Substitution

Substitution :

1ransposition § Encrypted Message

Why 56 bitkey?




Authentication
& Secret Key Distribution

 Needham and Schroeder’s protocol
(1978)

— Provides an authentication server
« addresses the problems of authentication
and secure key distribution

“Are you
— Two models who T
* one based on secret keys Qeou

* one based on public keys [t~
(not discussed here)

G



Needham and Schroeder’s
Secret- Key Protocol




Digital Signatures

« Analogous to a handwritten signature
— Cannot be forged
— Verify identity
— Cannot repudiate messages

« Symmetric Key Signatures via a Central Authority

BB
(Kp) (Ka,Kg,Kgsg) B
_ Here is a message from A encrypted (K )
| want to talk to B, here is with your private key, it also includes B
a random number, a an encrypted signature which you
timestamp and the can’t decrypt but which can be used
message encrypted using to check the integrity of a message if
my private key necessary.

* Public Key Signatures
— First use private key for encryption
— Then use recipient’s public key for encryption



Certificates

Secure public key distribution

Public key published by a trusted central
authority

— You given them your public key
Authority includes a signature which is the hash
of the certificate signed with their private key

— Calculate the hash and compare it to signature
(decrypted with the authority's public key) to check
Integrity



Summary

Range of potential security vulnerabilities are inherent in
distributed applications

Range of potential security vulnerabilities when
connecting computers to large networks

Security problems are exacerbated in wireless networks

Key mechanism is encryption

— Various encryption algorithms exists

— Concept of public key encryption

Encryption used in a range of techniques to ensure
security

— Key distribution, digital signatures etc.



