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Recap 1

Distributed System:

For example, to withdraw money from an ATM requires ATM Machine

communication with the server in our local branch (USA)

to verify available funds
Network

(copper)

Network
(satellite)

' Network

_ (optical fibre)

ATM Machine
(UK)

ATM Machine
(UK)




Recap 2

Distributed System

OS OS

Hardware Hardware
Network Interface Network Network Interface

Addressing, unreliability, migration, extensibility etc

Problem of Heterogeneity

Java, C, Visual Basic etc
ON) Linux, Windows, Solaris etc
Hardware x86, PowerPC, SPARC etc




Recap 3

Middleware:
Additional part of programming language to simplify the development
of distributed applications by, for example, hiding the complexity of the
network and provide facilities such as naming

Dist App Dist App

Java Java
Java RMI Java RMI




Security

A Overview of Lecture
I Security problems
I Principles of security
I Basics of cryptography
A Secret key encryption
A Public key encryption

I Authentication and key distribution
A Needham and Schroeder protocol

A Additional reading
I Tanenbaum chapter 8



Introducing Security
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Security Vulnerabilities In
Distributed Systems
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Security Vulnerabilities In
Distributed Systems
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Security Vulnerabilities In
Distributed Systems

NPl ease cC
account with £1m,
not A10

r
#




Security Vulnerabilities In
Distributed Systems
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Security

Authentication

Cryptography
Message Integrity

Non-Repudiation

Key distribution and Certification %



Security

* Laws differ from country to country
— Many attacks mounted from countries with weaker
legislation and few treaty agreements
— Often a problem of jurisdiction — who do I complain to?

* Public domain software
— Growing problem of freeware security attacks
— Can no longer rely on their being a limited pool of
security “experts’



Types ot Attack

Fraud

Destructive — can also be achieved by “traditional means’
[ntellectual Property theft

Brand theft

[dentity thelt

Privacy violations

— Targeted attacks (stalking/ espionage/ national intelligence or spying)
— Data harvesting

— Surveillance and Traffic Analysis

Legal — you can often persuade judge and jury of anything!



Attackers

The hacker

Lone criminals

Malicious insiders

Industrial espionage

Press

Organised crime

Terrorists

Police

National intelligence organisations
‘Info-warriors’



Viruses

* Self propagating Trojan
* Source

— Downloaded/ E-mailed files (MS Word macros)
— Disc boot sector

« Use
— Destroy data

— Copy data
— Update data



Typical Virus

Program Program
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e Same 1dea for disk/ boot sector virus



Worms

* Deploy segments of code around network

* To achieve
— Malicious damage

— Significant processing (poor mans multiprocessor)

« (Often use buffer over-run attacks



Denial of Service Attack

* Distributed Denial of Service Attack
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DDoS Attacks

Master and Slave machines
infected with zombies

Masters
Artacker coordinates Masters

Masters coordinate Slaves
Slaves mount attack on Viceim

Typically spoof source address
— Attack cannot be traced

— Victim cannot filter traffic or
retaliate

Attacker

Target/ Victim

Slaves



Wire Tap / Snitting

» Passive i

* Active with Masquerading
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Replay Attacks and Spoofing
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Firewalls and Intrusion Detecti%

* Beware strange behaviour

* Honey pots... web
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Mobile Security

* Radio networks are, by their nature, less secure
than wired ones ...but that doesn’t say that much!

* You find a wireless network...

— Should the network trust you?
« Traditional problem — just harder

— Do you trust the network?
* A more unusual problem






