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Distributed System:

For example, to withdraw money from an ATM requires

communication with the server in our local branch

to verify available funds

Network

(satellite)

Network

(optical fibre)

Network

(copper)



Recap 2

Hardware

OS

Network Interface

App App

Hardware

OS

Network Interface

Dist App AppAppDist App

Hardware

OS

Dist App Java, C, Visual Basic etc

Linux, Windows, Solaris etc 

x86, PowerPC, SPARC etc

Distributed System

Problem of Heterogeneity

Network

Addressing, unreliability, migration, extensibility etc
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Middleware:

Additional part of programming language to simplify the development 

of distributed applications by, for example, hiding the complexity of the 

network and provide facilities such as naming

Hardware

OS

Network Interface

App App

Hardware

OS

Network Interface

AppApp

Network

Java 

Java RMI 

Java 

Java RMI 

Java 

Corba

C++ 

Corba



Security 

• Overview of Lecture
– Security problems

– Principles of security

– Basics of cryptography
• Secret key encryption

• Public key encryption

– Authentication and key distribution
• Needham and Schroeder protocol

• Additional reading

– Tanenbaum chapter 8



Introducing Security

A historical perspective



Security Vulnerabilities in 

Distributed Systems

“Aha, I’ve just 

found your

password”

1. Eavesdropping



Security Vulnerabilities in 

Distributed Systems

“I am amazon.com, 

honest, so please send 

me your credit card 

details”

2. Masquerading



Security Vulnerabilities in 

Distributed Systems

“Please credit my 

account with £1m, 

not £1”

3. Tampering



Security Vulnerabilities in 

Distributed Systems

“Lets have that 

one again”

4. Replaying



































Introduction to Cryptography

Plain 

text, M FK

Cipher text, 

C = FK(M) 

Encryption 

Algorithm
Key

Insecure

Channel

• To decrypt the coded message C = FK(M),

– need the decryption key K’,

– perform the inverse process to recover M.

• To encrypt a message M with key k … 



















Secret Key Encryption

• A key, k, is only known to authorised people

– a.k.a. private key encryption

– Sender & receiver must share knowledge of k
• acquired through a secure channel

• The encryption function, F must also be known

– This function need not be kept secret

• Commonly uses same key for encryption and 
decryption  symmetrical encryption



Encryption/ Decryption Using 

Secret Keys

1. acquire K

2. C = FK(M)

3. send C

Sender, A

1. acquire K

2. receive C

3. F-1
K(C) = M

Receiver, B
C

K  = key

M  = message (plaintext)

C  = ciphertext

F  = encryption function

F-1 = decryption function



Using Secret Keys

• Encryption

– Requires additional support to ensure 

both parties get access to the same 

secret key (key distribution)

• Authentication

– Again, requires additional support in the 

form of often complex protocols to build 

up levels of trust

See Needham and Schroeder later



Public Key Encryption

• First proposed by Diffie & Hellman (1976) to 

eliminate the need for trust

– Encryption key, e, is made public

– Decryption key, d,  kept private (personal)

– Relationship between e and d is a one-way 

function

• Based on product of 2 v. large primes (>10100)

– Determining prime factors of such a number is 

computationally intense & slow

• Asymmetrical encryption since e  d



Using Public Keys

• Encryption

Service

Client

Client

Client

Publish encrypt key (K)

Keep decrypt key 

(K-1) private

Private communication



Using Public Keys (continued)

• Authentication

Service

Client

Client

Client

Publish decrypt key (K-1)

Keep encrypt key 

(K) private

Authenticated communication



Examples of Established 

Encryption Techniques

• Data Encryption Standard (DES), 1977
– Secret key, based on sequence of substitutions and 

permutations (use controlled by US government)
– Concerns over 56-bit key not being sufficient
– Widely used, very fast, implemented in hardware

• RSA algorithm (Rivest, Shamir, Adelman], 
1978
– Public key, based on difficulty in finding factors of large 

numbers
– No need to worry about distributing keys securely
– Slower than DES

• Also PGP, AES, etc….





Authentication

& Secret Key Distribution

• Needham and Schroeder’s protocol 

(1978)

– Provides an authentication server

• addresses the problems of authentication

and secure key distribution

– Two models

• one based on secret keys

• one based on public keys

(not discussed here)

“Are you 

who you 

say you 

are?”



Needham and Schroeder’s 

Secret- Key Protocol

BA

4. The ticket contains [K(A,B), A]K[B)

(i.e. encrypted in B’s secret code). B 

decrypts it and sends A a unique ID 

encrypted in K(A, B):        [ID2]K(A,B)

4

3. A decrypts reply & sends ticket to B:

ticket
3

5. A returns an agreed transformation of B’s ID 

encrypted with K(A,B):              [ID2 - 1]K(A,B)

5

Authentication Server, S

2. I acknowledge your message with the given ID; here 

is a new key to talk to B together with a ticket you 

should pass to B, all encrypted with your secret key:

[ID1, B, K(A,B), ticket]K(A)

2

1. I am A and want to 

talk to B; here is a 

unique message ID:

A, B, ID1

1



Digital Signatures

• Analogous to a handwritten signature
– Cannot be forged

– Verify identity

– Cannot repudiate messages

• Symmetric Key Signatures via a Central Authority

• Public Key Signatures

– First use private key for encryption

– Then use recipient’s public key for encryption

A

(KA )

BB

(KA,KB,KBB) B

(KB)
I want to talk to B, here is 

a random number, a 

timestamp and the 

message encrypted using 

my private key

KA(B,RA,t,M) KB(A, RA,t,M,KBB(A,t,M))

Here is a message from A encrypted 

with your private key, it also includes 

an encrypted signature which you 

can’t decrypt but which can be used 

to check the integrity of a message if 

necessary.



Certificates

• Secure public key distribution

• Public key published by a trusted central 

authority

– You given them your public key

• Authority includes a signature which is the hash 

of the certificate signed with their private key

– Calculate the hash and compare it to signature 

(decrypted with the authority's public key) to check 

integrity 



Summary

• Range of potential security vulnerabilities are inherent in 

distributed applications

• Range of potential security vulnerabilities when 

connecting computers to large networks

• Security problems are exacerbated in wireless networks 

• Key mechanism is encryption

– Various encryption algorithms exists

– Concept of public key encryption

• Encryption used in a range of techniques to ensure 

security

– Key distribution, digital signatures etc.


