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Distributed System:

For example, to withdraw money from an ATM requires

communication with the server in our local branch

to verify available funds
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Dist App Java, C, Visual Basic etc

Linux, Windows, Solaris etc 

x86, PowerPC, SPARC etc

Distributed System

Problem of Heterogeneity

Network

Addressing, unreliability, migration, extensibility etc
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Middleware:

Additional part of programming language to simplify the development 

of distributed applications by, for example, hiding the complexity of the 

network and provide facilities such as naming
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Security 

ÅOverview of Lecture
ïSecurity problems

ïPrinciples of security

ïBasics of cryptography
ÅSecret key encryption

ÅPublic key encryption

ïAuthentication and key distribution
ÅNeedham and Schroeder protocol

ÅAdditional reading

ïTanenbaum chapter 8



Introducing Security

A historical perspective



Security Vulnerabilities in 

Distributed Systems

ñAha, Iôve just 

found your

passwordò

1. Eavesdropping
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ñI am amazon.com, 

honest, so please send 

me your credit card 

detailsò

2. Masquerading
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ñPlease credit my 

account with £1m, 

not Ã1ò

3. Tampering
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ñLets have that 

one againò

4. Replaying






























