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Goals of this Session...

« Provide you with a basic understanding of key
networking issues: requirements, managing
connectivity, network architecture, including
layering and protocol issues.

¢ Gain a basic understanding of the Internet packet
switched network and the rational for the design
choices taken when developing/defining the
Internet architecture and common services.

Computer Networks...

« Compare with other networks...
— Phone network
« Specialised for carrying voice traffic
— Cable TV network.
« Used to transfer video signals
e Computer Network...
— ‘Generality’
« Built from general purpose hardware
« Deliver ‘messages’ between connected network dsvice
« Not optimisised for one particular application
« This is certainly the case with the Internet...

Why Study Networks in this
course...

e E-commerce

* Home entertainment

» Person-Person Communications
 Etc.

Applications...

« Consider the diversity of Internet based applaai..
— Web
+ Downloading a file, e.g. latest patch for windoi3
+ Client requests file fronserver (e.g. www.microsoft.com/....)
« Want reliable transfer...
— Networked Multimedia
+ Streaming audio/video
— Sourcegenerates/sends an audio/video stream
— Sink presents the stream of data as it arrives
« Video conferencing,
— Tight timing constraints...
» Audio + Video frames

» Frames canbe sentas [ @ [ g [ @ .
separate messages... bs * s
— But-it's OK to lose some data lier] e L]

Framen  Frame n+l Frame n+2

Network Components...

* Wide diversity...
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Network Components...

* Wide diversity... a
— Bandwidth/throughput ,° 4 "
+ 9.6 Kbps — /. '
« 10000 Mbps (10 Gigabit)
— Latency (delay)
« Onewayvs. RTT
« 330ms max speech

« Satellite
" atleastodoms  EREIE
' =

— Reliability
*« BER
— Predictability...

Designing for diversity...

¢ Simple basic functionality/service...
— Unreliable message transfer service!
— Supported by almost (any) underlying communication
components
— Fine for our video conferencing application (phrg
throughput is sufficient)
« Build on this basic functionality to meet more
stringent requirements...
— Reliable service...
— Better for downloading our windows XP patch!

What design choices would you
make?

« Want generality
— Cope with wide range of application
requirements!
— Cope with wide range of underlying network
components!
« So designers made basic functionality as
simple as possible
— Build on this functionality to meet more
stringent requirements

Connectivity...

« Network must provide connectivity among a seta@hputers!
« Networks such as the Internet designed to betatgeow...
— Nodes, Direct Links andClouds

E E * Point-to-point...
— — e.g. serial cable,

(I—] S { ] microwave link
Node A link Node B etc...

« Multiple access...

@ @ @ E — e.gwireless cell,
| = eccoce — copper fibre,

= il Ethernet

Want Scalability... but how do we
avoid this?

Indirect links... the switched network

Switched Network




Cloud model cont...

» Nodes attached to >1 links run
s/w that forwards data received
on one link to another -
switches

» Cloud modeldistinguishes
between

— Nodes thaimplemennetwork A2
— Nodes thausethe network

» Switched network

— Circuit switched
« Telephone system

B  Network Switch
— Packet switched Host

Packet switched networks...

» Focus of our study...
* Nodes (i.e. hosts and switchegnd
discrete blocks of datato each other
— Messages (Packets), e.g. part of e-mail
— Store-and-forward
« Receive whole packet A2
« Store in internal memory
* Forward complete packet to next node
» Switches have fixed number or inputs
and fixed number of outputs

— Main role of a switch is to receive packets i
on one of its (inbound) links and transmit o Network Switch
them on one of its (outbound) links Host

—

Packet switched...

* Robustness...
— Resilience to failure
« Link/node

internetwork
(internet for short— n.b. small ')

* Cloud icon denotes any type of network
— Single point-to-point, multiple access link oneitshed network...
— Note recursive nature of definition

« internetwork can be built from an interconnection ofindependent
internetworks (clouds)!

internetwork

Internet — n.b. capital ‘I’

« Term given to the global internetwork that utilithke TCP/IP
protocol (more on this later...)
— Node connected to 2 or more networks...
« Internet routers or Internet gateways

Internet

’ Routeror
ateway
f L

-

Addressing in packet switched networks

* Need to assign an address to eac% node...

* Addresses

— Byte string identifier (e.g. 148.88.8.6)

— Addresses both the particular network and the node
on particular network

« Basic Algorithm for delivering packet
(unicast)...

— If destination node NOT directly connected to
sending node then switches and routers use address
to decide how to forward packet towards destinatio
— basically consult a routing or forwarding table...

— Process of determining how to do this known as
routing

* Also notion ofBroadcastingand

Multicasting...




Routing (forwarding) tables?

Dest Port
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Routing table for Switch Two

Resource Sharing...

» How do we packet-switch efficiently?

* What if 2 or more hosts a
connected to the ends o
the same link and they a
want to communicate &
the same time?

» We need to share a limited resource
between multiple competing demands...

Example...

¢ Multiplexing and
Demultiplexing...
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Sharing the physical link:
Possible approaches...
« STDM
— Synchronous Time Division Multiplexing
— Split time
— What if some hosts have nothing to send?
]
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Sharing the physical link:
Possible approaches...
« FDM
— Frequency Division Multiplexing
— Split Frequency
« cfcable TV...
— Again, what if some hosts have nothing to send?
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Statistical Multiplexing (1)...

* Statistical Multiplexing...
— Split messages up into fixed size packets...

— If a given host doesn't have any data to send
then no resources are wasted...
* S1,S2 and S3 sending data...
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Statistical Multiplexing (2)...

* Statistical Multiplexing...
— Split message up into fixed size packets...

— If a given host doesn't have any data to send
then no resources are wasted...

» Only S2 and S3 sending data...

— 3
s2 H = — -!=<= H r2
<3 2 — Switch 2 '3

Statistical Multiplexing (3)...

* Statistical Multiplexing...
— The Problem of Congestion...

» Suppose s1,s2 and s3 all sending to r2...
— Limitations of link between switch 2 and r2...
— What happens to the packets???
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Summary so far...

Need design to cope with diversity
— Diverse range of possible apps
— Diverse range of enabling network technologies
« Direct links
— Point-to-point and Multiple Access
« Indirect links
— Cloud model and concept of the switched network...
Packet switched networks
— Store and forward approach implemented by switches
Routing
Internet is an example of a packet switched ndtwor
Multiplexing over links

Channels...

« Let's reconsider things from the applications
viewpoint... want convenient abstractions...
¢ Consider earlier apps
— File transfer

« e.g. downloading that windows XP patch
« Client requests file from server
+ Request/Reply channel
— Privacy? Integrity of data flow?
— Video
+ Message Stream Channel
— Can lose frames but order important

Network Architecture...

« Consider regs... Also networks not static
* Need Abstraction to deal with complexity

— “...to define aunifying model that can capture some
important aspect of the system, encapsulate thdeimo
in anobject that provides an interfacethat can be
manipulated by other components of the system, and
hide the detailsof how the object is implemented from
the users of the object [Peterson & Davie, pp. ]

— So want abstractions that provide useful service

« cf Channels

Layering...

« Implies Layers (cf operating system...)
— e.g. Low Layer to provide abstraction over raw hiw
— Another layer provides abstraction over messatjeety

— Service provided by the higher levels implementsidg services
provided by lower levels

« i.e. higher level does not have to worry abouaitebf the lower
level...

Application Programs
Request/reply channél Message stream channel

Host to host connectivity
Hardware




Protocols...

» Name given to the abstract objects that
make up the layers of a network system
— Protocol

— Protocol specification...

Application Programs
Request/reply channél Message stream channfotocol

Host to host connectivity Protocol
Hardware

Example...

« Supporting a video chat between two hosts...

Video Chat App
Message Stream Prototol

Video Chat App
Message Stream Proto

Host to host connectivity Host to host connectivi

Hardware Hardware

Example...

Video Chat App Video Chat App

Service InterfacL Peer Interface Service Interface

‘ Message Stream Protocg_)_l__________,H Message Stream Proto&ol

Peer Interface

Service Interface Service Interface

‘ Host to host Protocol ‘ ‘ Host to host Protocol ‘

Hardwaree — = = = = — — — — - » Hardware

Protocol Graphs...

Host 1

Protocol Stacks:
File App uses: RRP/HHP

Encapsulation...

Host 1

(e oo

* Header

« Payload G [ [

The Internet Protocol (TCP/IP)

» Note basic
hourglass shape...

* Note that it is
NOT strictly the
case that layering
must be adhered
to... Application

TCP ‘ UDP‘

P
Network




Internet cont...

< Evolved from experiences with ARPANET
— U.S. DoD funded

— Seeresourcedor (interesting) background on people,
motivations etc...

o IP
- Sugports the interconnection of multiple netwogkin

Layers above IP (1):
TCP & UDP

* Logical channels to app programs

— TCP and UDP (end-to-end protocolsy g g
« TCP

— Reliable byte stream channel A2
« UDP

technologies into a single logical network
— Notion of IP packet Application
« Contains header + Tcp | upp]
body P
« Header contains
destination etc... Network

— Unreliable datagram delivery
» Packets can be dropped
* Packets can arrive out of order

______Application

Tcp | upp]

P

Network

TCP continued...

 Adds reliability of top of IP

— Checksunto detect corruption (corrupted
packets are discarded)

— Sequencingf IP packets to ensure correct
ordering

— Acknowledgementith retransmissiorof
packets not ack-ed

— Bufferingfor smooth delivery

— Window based flow contrad avoid
overloading end system or intermediary

Layers above IP (2):
Application Protocols
» Consider different Web clients...
— Netscape, IE etc.

» Consider different Web servers...
— Apache, Microsoft etc...

» Compatibility due to application layer

rotocol Application
P App Layer P
- HTTP TCP and UDP ‘
P \
Network

Case Study 1 — Home Network...

[
81.168.63.53 Pluto

Desktop running XP

s “Earth”

E “Mars” i
Laptop running XP

Desktop running Linux

Wireless ADSL
Modem Gateway

Wireless ADSL Firewall Modem
Gateway...

|

Cable Modem + Firewall + Wireless Access H

¢ Performs many jobs
* ADSL “Modem”
« Connects to my ISP
» Firewall
* Internet Router
» |EEE 802.11b Wireless Access Point
* DHCP server




Gateway acting as a DHCP server

e Actsas a
DHCP server

« Assigns
addresses to
attached
devices...

Assigning Names...

# IP Addr | Dev Nameg MAC Addr
1 192.168.0.2 Earth 00:11:XXIXXIXXXX
# IP Addr | Dev Name MAC Addr
1 192.168.0.2 Earth 00:11:XXXXIXXIXX
2 192.168.0.3 Neptune 00:1F:XX:XXXX:XX

Case Study 1 — Home Network...

81.168.63.53 E

Desktop running XP

. 192.168.0.3
Wireless ADSL Modem

Gateway: 192.168.0.1

192.168.0.4

Desktop running Linux

Laptop running XP
192.168.0.2

Communicating with outside...

—
Browser 81.168.63.53

Client
192.168.0.4 ‘MarS"

Linux Web server...

Back to single IP address issue...
Implications...
* What if | want to run a web server from the
linux box?
* And a FTP server from the XP desktop?

» How will routing take place so that a
machine from outside knows which internal
(private) IP address to connect to?

How this works...

FTP Client

192.168.0.3

81.1$8.6353 XP FTP server...
Running on port 21

Browser

Client

192.168.0.4 i@ “Mars”
Z—

Linux Web server...
Running on port 80




Ports and HTTP Servers...

< >

Browser
Client

How this works...

[C1] FTP Client

192.168.0.3

81.1$8.6353 XP FTP server...
Running on port 21

192.168.0.4 iQ ‘Mars”  NAT:

. If port 21 -> 192.168.0.3
Linux Web server... If port 80 -> 192.168.0.4

Running on port 80




