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The Internet W
orm

•
Com

prom
ising the availability

and reliability of system
s through

security failure
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W
hat happened

•
In N

ovem
ber 1988, a program

 w
as deliberately

released that spread itself throughout D
igital V

A
X

and Sun w
orkstations across the Internet. It exploited

security vulnerabilities in U
nix system

s.
•

In itself, the program
 did no dam

age but it’s
replication and threat of dam

age caused extensive
loss of system

 service and reduced system
responsiveness in thousands of host com

puters
•

This program
 has becom

e know
n as the Internet

W
orm
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Term
inology

•
A

 w
orm

•
This is a program

 that can autonom
ously spread itself across a

netw
ork of com

puters

•
A

 virus
•

This is a program
 that can spread itself across a netw

ork of
com

puters by attaching itself to som
e other program

 or docum
ent

•
A

 trapdoor
•

This is a vulnerability in a program
 that allow

s norm
al security

controls to be bypassed
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Consequences of the w
orm

•
Strange files appeared in system

s that w
ere infected

•
Strange log m

essages appeared in certain program
s

•
Each infection caused a num

ber of processes to be
generated. A

s system
s w

ere constantly re-infected,
the num

ber of processes grew
 and system

s becam
e

overloaded
•

Som
e system

s (1000s) w
ere shut dow

n because of
the problem

s and because of the unknow
n threat of

dam
age
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W
orm

 description
•

Program
 w

as m
ade up of tw

o parts
•

A
 m

ain program
 that looked for other m

achines that m
ight be

infected and that tried to find w
ays of getting into these m

achines
•

A
 vector program

 (99 lines of C) that w
as com

piled and run on the
infected m

achine and w
hich then transferred the m

ain program
 to

continue the process of infection

•
Security vulnerabilities
•

fingerd - an identity program
 in U

nix that runs in the background.
•

sendm
ail - the principal m

ail distribution program
•

Passw
ord cracking

•
Trusted logins
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fingerd
•

W
ritten in C and runs continuously

•
C does N

O
T have bound checking on arrays. Fingerd

expects an input string but the w
riter of the w

orm
noticed that if a longer string than w

as allow
ed for

w
as presented, this overw

rote part of m
em

ory
•

By designing a string that included m
achine

instructions and that overw
rote a return address, the

w
orm

 could invoke a rem
ote shell (a U

nix facility)
that allow

ed priviledged com
m

ands to be executed
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sendm
ail

•
sendm

ail routes m
ail and the w

orm
 took advantage

of a debug facility that w
as often left on and w

hich
allow

ed a set of com
m

ands to be issued to the
sendm

ail program
•

This allow
ed the w

orm
 to specify that inform

ation
should be transferred to new

 hosts through the m
ail

system
 w

ithout having to process norm
al m

ail
m

essages
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Passw
ord cracking

•
U

nix passw
ords are encrypted and, in the encrypted

form
, are publicly available in /etc/passw

d
•

The w
orm

 encrypted lists of possible passw
ords and

com
pared them

 w
ith the passw

ord file to discover
user passw

ords
•

It used a list of about 400 com
m

on w
ords that w

ere
know

n to be used as passw
ords

•
It exploited fast versions of the encryption algorithm
that w

ere not envisaged w
hen the U

nix schem
e w

as
devised
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Trusted logins
•

O
n U

nix, tasks can be executed on rem
ote m

achines
•

To support this, there is the notion of a trusted login
so that if a login com

m
and is issued to m

achine Z
from

 user Y
 in m

achine X
 then Z assum

es that X
 has

carried out the authentication and that Y
 is trusted;

no passw
ord is required

•
The w

orm
 exploited this by looking for m

achines
that m

ight be trusted. It did this by exam
ining files

that listed m
achines trusted by the current m

achine
and then assum

ed reciprocal trust
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K
illing the w

orm
•

The m
ain effects of the w

orm
 w

ere in the U
S and

system
 m

anagers w
orked for several days to devise

w
ays of stopping the w

orm
•

These involved devising m
odifications to the

program
s affected so that the w

orm
 could not

propagate itself, distributing these changes, installing
them

 then rebooting infected m
achines to rem

ove
w

orm
 processes

•
The process took several days before the net w

as
cleared of infection
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W
hat w

e learned
•

Security vulnerabilities result from
 flaw

s and these
w

ill alw
ays be w

ith us.  Problem
s can be fixed but

new
 problem

s can arise w
ith new

 versions of
softw

are
•

D
iversity is good - w

e need a heterogeneous not a
hom

ogeneous netw
ork

•
Isolationism

 is not the answ
er - those sites that

disconnected from
 the netw

ork w
ere am

ongst the last
to resum

e service
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The perpetrator
•

The perpetrator w
as a student at Cornell U

niversity
•

H
e w

as discovered fairly quickly and charged
•

H
is sentence w

as for a period of com
m

unity service
and a $10, 000 fine
•

This w
as relatively light as the m

ajor thrust of his defence w
as that

the program
 explicitly did not cause deliberate dam

age and, in fact,
he had tried (but failed) to ensure that too m

any processes w
ould not

be generated on host m
achines
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W
arning

•
Students before and since this infection have been
curious about security and have w

ritten experim
ental

program
s. Few

 of these students are w
icked and

m
any of them

 are very com
petent program

m
ers

•
H

ow
ever, the consequences of experim

ents that go
w

rong are now
 so great that netw

ork authorities do
not distinguish betw

een stupidity and m
alice. There

are severe penalties for any experim
ents that

com
prom

ise system
 security
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Finding out m
ore

•
Com

m
unications of the A

CM
, 32 (6), June 1989 has

a num
ber of articles on the Internet w

orm
•

Com
puter-related RISK

s. P. G
. N

eum
ann, A

ddison
W

esley 1995. A
 com

pendum
 of inform

ation about
system

 failures that have com
prom

ised safety,
security and reliability.

•
See Intranet w

eb pages for links


