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Abstract
In the development of systemthat have to be dependable, weaknesses in the
requirements engineering (RIpJocessare highly undesirable. Suaheaknesses
may either introduce undetecteystem weaknesses, or otherwssgnificant costs
may arise in theircorrection later in thelevelopment process. Typicallihe RE
process contains a number of individual and group activities and thus is particularly
subject to weaknessesising from humanfactors. Ourwork has concerned the
development of PERE (Process Evaluation in Requirenigrgmeering), which is
a structured method for analysing processes for weaknasd@soposing process
improvements against thenPERE combinestwo complementary viewpoints
within its process evaluation approach. Firstly, a classogineering analysis is
used for process modelling and generic process weakness identificgati®mitial
analysis is fednto the second analysis phase, in which thmeeess components
that are primarily composed ofhuman activity, their interconnections and
organisational contexre subject to a systematlmumanfactors analysis. Ithis
paper we briefly describe PERE and provide exampléseofpplicatiorexperience
to date.

1 Introduction

Requirements engineering (RE) is thmcesswithin the earlier phases of the
system lifecycldhat concerns theliscovery, analysisjegotiationand definition of
systemrequirements, resulting in a specification of whia systemmust do in
order to satisfy user needsintegrate with other installedsystems, satisfy
commercial demands, mestfetyregulationsand so on. Themportance of the RE
process is generally recognisaald it isacknowledgedhat problemsoriginating in
the RE process are hard to detect and expensive t@gpttater on in thesystem’s
development. Furthermore, ithe context ofdependable systemgetting the
requirements wrong may have disastrous consequences.

Within the REAIMS! project, we have been developing a number of
improvement strategies to address problems in RE, particularly focusing on the
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development of dependable systemstHis paper we report oone aspect of the
REAIMS work that hasconsidered thesafety and reliability of the REprocess
itself. PERE (Process Evaluation in Requiremdsrtgineering) is a method for
assessing requirements processgsmining thenfor weaknesseand proposing
protections against thoseieaknesses. Although PEREas been specifically
developed fotthe evaluation of requiremenfsocessesthe analysisand process
improvement techniquesmployedare applicable tgroblemswithin the broader
process improvementlomain. Process evaluatiorand improvement may be
necessary in any domain where the process is required to be dependable.

In this paper webriefly present anoverview ofthe PERE methodnd its
backgroundandgive examples oits application. Further details &#EREcan be
found in [1].

1.1 Dependable systems

Dependable systemare conventionally those in which failure of one or more
RAMSS (Reliability, Availability, Maintainability, Securityand Safety)attributes
would have critical consequences. Within Safety Engineering, numerous techniques
have evolved to aid engineers in safety analysis riskreduction forsafetycritical
systems. Such techniques include Fault Tree Analysis, Event Tree Analysis, Failure
Modes and Effect Analysis,and Hazops [2]. Recent efforhas considered the
application of such techniques to computer-basastems [3, 4]although there is

little work in the application of such techniques to ttevelopment process itself.
Furthermore, existing quality improvement frameworks such as SEI CMM [5],
Bootstrap [6], and those associated with 1ISO 9000 [7], do riotus on the
particular problems of theéevelopmentf dependable systems.

1.2 Process weaknesses due to human factors

Classicalhazard andafety analyses of processes focugrenmechanisti@aspects
of thatprocess. However, it isicreasingly recognisetthat REprocesses need to be
understood in social as well as technitaims [8, 9, 10, 11], and thusay be
subject to process weaknessmssing from human factors. A comprehensive
process analysis must therefore give consideratiotheohumanfactors of the
process by taking a more human centred view of the process than is traditional.
The humanfactors literature is diversand impacts on RE activities from
multiple angles. Due tourrentspace restrictions w&hallonly touch orthe wealth
of relevant literature; more comprehensive reviews can be found in [1, 12, 13].

1.2.1 Errors and violations in individual work

A large amount of research into “human error” [IZglsemerged from cognitive
approaches to the understandiemyd modelling of individual failures. Thisvork
has generated important distinctions suchhag between skill-based, rule-based
and knowledge-based “levels” of cognitive activity [14]. Skill-based errors—
otherwise known aslips and lapses—occur in the execution of routine skilled
work, typically characterised by “strong but wrong” error behaviour [E]le-
based behaviour, where previously generated “if...threii¢s are applied, can be
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subject to rule-based mistakes if those rales’bad” or “misapplied”. Knowledge-
based mistakearise when an individual is working in a novel situatéord is not
able to reuse a pre-packaged solution, or previously genemafiedHindsight
biases confirmation biasesnd availability biasesare examples dfiow solutions
to currentproblemscan be distorted through the misapplicationpafpackaged
solutions.

Furthermore, hazardmay also be caused by proceduvablations if the
proceduresare overly prescriptive, poorly defined or doot support thgrocesses
actually followed.

1.2.2 Group process losses

Social psychological researtias concentrated on tle#fects ofworking in social
and group settings. Thisvide and diverse body of research includes work on
phenomena such asocial facilitation [15], group performance[16], group
leadership[17], conformity and consensy48], the effects of minority opinion
[19], group polarisation20] andgroupthink[21].

Such phenomena have been studied in a vast variety of settings, from political
decisionmaking to industriashopfloor work, in botmaturalistic andaboratory-
based studies. While RE processes haeebeen an explicit topic of extensive
study for social psychologists, these group weaknesses assovtiitdtbw teams
perform togetherand coordinatetheir work can confidently be assumed to be
potential sources of procekssses for socio-technical development processes such
as RE.

1.2.3 Organisational context

It is increasingly recognisethat the organisationatontext and safety-culture
surrounding gprocess is durther determinant of theafety ofthat process. For
example,latent organisational failured13] may lie dormant untilsome active
trigger event coupled with insufficierdefences precipitates an accidebébates
betweenthe Normal Accidenf22, 23] and High Reliability [24] theorists, on the
scope foroptimism concerningsafety fororganisations operating in hazardous
conditions, have resulted in recommendations aimed at improving organisational
reliability. These include strontgafety culture”, high levels of technological and
personnel redundancy, decentralised authority, organisational learning, and so on.

2 Method description

PERE is an integratedprocess improvement methothat combines two

complementary viewpoints onto the process under analysis:

1. Mechanistic viewpoirt-an analysis of theprocess in mechanistierms, as a
number of interconnected process componehtss analysisuses techniques
adopted from classicalafety analysis, adapted for a considerationtted RE
process.

2. Human factors viewpoirtan analysis based othe application ofhuman
factorsand social scientific principles to assess weaknesselsprotections at



This paper appeared in tpeoceedings oBafecomp 96 - E Schoits¢dd) The
15th International Conference on Computer Safety, Reliability and Security,
Vienna , Springer Verlag 1996

an individual, groupand organisationallevel using the results of the
mechanistic viewpoint to scope the analysis.
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Figure 1: Overview of PERE2

An overview ofthe method can bseen in Figure 1This dual viewpoint

approach has been adopted since it has the following advantages:

Structured, usable approaeHPERE enable®iumanfactors considerations to

be presented in a usabteanner, through the application of sdructured
grounded checklist. This checklist groundedin that each item contains
references tthumanfactors review documentnd structuredsince the user is
guided through the checklist by means of navigational questions. This
navigation is guidecnd scoped bythe results of the mechanistitewpoint
analysis. As a result, a manageasidset ofthe checklist is used, preventing
the combinatoriaéxplosion ofhaving to consider each checklist itdéon each
component.

Sensitive to actual RE process improvement nesii&e-RE processes in
practice combindhuman andautomated processes, it is appropriatedmbine
two complementary viewpointsvithin the method, each concentrating on
different aspects afhe process. PERE existgithin the process improvement
paradigm andcombines both“hard” and “soft” process improvement
approaches.

Knowledge disseminatierPERE integrates classical engineering analysis and
human factors analysis.This structured,usable, yet technically defensible
approach means thangineers in therocessand safety domains will have
access tahe relevansocial scientific researcéind broaderhumanaspectshat
determine process dependabikityd which would not typically bewithin their
domain.

2 Other REAIMS modules such as PREview-Pahd MERE can be used &upply

process data or complement any existing process documentation.
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®* Enhanced coveragesince each viewpointomes from a differentesearch
tradition, there is a certain amount of redundancy in the PBREess,
resulting in increasedoverage ofthe processunder analysis agrocess
weaknessesare trapped under different guise$his redundancy further
improves the dependability of the PERE process itself.

2.1 Mechanistic viewpoint

PERE’s mechanistic viewpoititee Figure 2has its origins in thelassicalsafety
analysis technique, Hazops [2], and Object-Oriented inspired analysis.

Select Obtain proces L Specify Specify Identify Review
relevant documentatio process componentg | weakness weaknesseq
processe$ ™| structure and® p-

working
materials
™ A . 7 7 Optional".
N L .- : ‘4| Output to
' in?e?};%r;i' 0 human factorf
other REAIMS ; viewpoint
modules

Figure 2: PERE’s mechanistic viewpoint

For thisviewpoint it is assumethat both human and machinactivity in the
processare analysable into component§he model we describe is based on the
principles of using modularityand abstraction to describe systems, considering
generic component classes (process, transdiltanel, store and control) as
subject togeneric component weaknessasd explicitly consideringthe “working
material”.

Once theprocess structurandworking material iglescribedthe PERE analyst
completes a PERE component table (a row of which is shown in Figure 3) to
describethe process modelThis process model ithenreviewed for weaknesses by
considering the generiweaknesses associataeith each componerdnd also the
specific weaknesses associated with the components attributes.

Component Component | Interfaces (Optional) | Invariant | (Optional) (Optional)
name Class and working | State preconditions | external
material and resources | control

Figure 3: PERE Component Table (PCT)

In documenting this analysis RERE Weakness Table (see Figure 4) is
completed.The weaknesses identificatioand review stepsare iterated until no
more weaknesseare identified. The results of the mechanistic analysishae
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passed on tthe humarfactors viewpoint, although provisional resuttay be fed
forward if, say, one component is considered to be particularly vulneraflertan
error.

Actual Weakness Likelihood Consequence Possible Possible secondary
Weakness Class protections weaknesses

Figure 4: PERE Weakness Table (PWT)

2.2 Human factors viewpoint

For thehumanfactors viewpoint (see Figure e toplevel analysisshares the
perception of the mechanistiscewpoint of processes iterms of interconnected
components. As a result, tiimanfactors viewpoint builds othe mechanistic
analysis.
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Figure 5: PERE’s human factors viewpoint

In this phase we considéhose componentthat arecomposedprimarily of
humanactivity, their interconnectionsind working material,and organisational
context. The analysiproceeds bymeans of a series of structured questi(see
Figure 6), which enableshe analyst to searcfor only those human factor
weaknesses that are relevant for the particular process under consideration (e.g. it is
not generallynecessary to consider knowledge-based component weaknesses for a
skill-based component such as typing).
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The application of thénumanfactors viewpoint concludes with @mpleted
PERE humanfactors table (see Figure Anhich includes suggested protections
against the identifiedveaknesses. Of course whether they should be actually
implemented for garticular application depends @actors such athe reasonfor
investigation, an assessment of thsk associated withthe weakness, and
considerations gbrioritisation and financiakostof the protections.

QO Is it suspected that this process component, its connections or its working materials can be vulherable
to error and/or violation?

Q1 Is the component principally characterised by individual or group activity?
Q2 Is the component principally characterised by skill-based, rule-based or knowledge-based actiyity?
Q3 (resources) What are the available human resources for the group to fulfil its function?
Q4 (norms) How is the function of the group presented to group members and what are the norms
(specifications of what the group and its members should do) that govern the activity of the group
executing this function?

Q5 (performance) How are the contributions of group members produced and coordinated?

Q6 (evaluation) How are the contributions of the group members and the overall products of the gfoup
(decisions, jointly authored documents or whatever) evaluated?

=}

Figure 6: Selection of navigational questions in the human factors viewpoint

PERE also recognisdbat some process improvements may haeeondary
weaknesseassociated witlthem. For example, introducing increased monitoring
and redundancy into grocess may redudie chance of error propagation, but
decreasethe manageability of therocess at ahigher level. If such process
improvements are morrgsky than theexisting weakness, process redesiggy be
more preferablehan evolutionaryincremental improvement. Another indication
that process redesign is necessary ihd existingprocess encourages or requires
extensive procedural violation.

Name | HF Likelihood Consequence Possible | Possible
weakness protections | secondary
analysis weaknesses

Component
problems
Interconnections
and working

material problems

Organisational
context problems

Figure 7: PERE human factors table (PHT)

3 Applications and future work

PERE has been applied in different contexts by different users (see also [25]).
These have included applications to RE processdbdraerospacend railway
industries. In this section we give an overview of how PERE has been applied to the
development of a system fenhancing corporatememory (MERE), to a software
engineering process, and to a typical standards making process.
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3.1 Corporate memory process

MERE (Managing Experience in Requirements Engineering) is anotbéule in
the REAIMS family that concerns the captu@nd reuse of experience within an
organisation, suchthat previous incidentsand good practice—oftendubbed
“corporate memory”—ean generate requiremerfiar other similar projects and
products.The MEREprocess definethe lifecycle ofthese generated requirements
from the collection of incidentdata, through elaboratioand validation, to
application and verification for a new product.

The application comprised anitial site visitand process observation from a
humanfactors viewpoint, followed byhe development of a process modeld a
full application of PERE. The PERE analysis aided the ongdewgelopment of
MERE by providing somensights andsuggestions for hovwhe MERE process
might be improved through simplification and redesign.

3.2 Software engineering process

PERE can also be applied in a single pass “fast-track” approach. One such
application on a REAIMSpartner’s formalspecification process was conducted
over two daysand involved a number of meetingsetweenPERE analysts and
process stakeholder$he analysiswas primarily aimed at evaluating process
guide that hadbeenwritten, by means of constructirand analysing aprocess
model built from stakeholder intervieves\d theprocess guide. Although would

be normalfor a PERE analysis to involve more-depth process capture and
analysis, theravas some payback even tbiis “fast track” application, in terms of
different types of weaknessetentified in theprocess as described the process
guide.

3.3 A standards making process

A standards makingrocesscan beconsidered to be an RE process in which the
user requirements of the industrial standardisation participants are captured,
negotiatedand developedinto a standards documentypically, the process is
primarily constructed from complelxumancentred activities, such as document
production, group meetings and document review activities.

PERE was applied tthe standardprocess [26] in order tgain increased
understanding anddentify possible options for process improvemeihhis
increased understanding is needed, since the current stapdarelss may be long
and protracted(possibly up to 10 yearser document)and standards making as a
resultmay seriouslytag behind technologicalnd marketevelopmentsvithin the
industrial sector that the standard was designed to support.

The initial standardprocess model was built from offici@nd suporting
standards documentation, resulting in a standards ntlodielvas considered to be
typical of many ofthe processes by whiclstandards emerge in national and
international standards organisations. This initial modelag augmented with
field work, whichinvolved interviewingand observingstandards makers. The aim
of thisfield work was to improvehe process modehat hadbeen constructed and
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to elicit information on what standards makers considered to beadheal
problems they faced. The results of this application have included:

increased process understandirm theform of process modesndidentified
weaknesses dhe actual, rathahanidealised, standardgwocess. For example,
it was seenthat although thedocument productiomaspects of standards
production aretypically well supported bythe currentprocess, other more
humancentred aspects, such asnsensus buildingmay only be implicitly
supported.

process improvement suggestieria terms ofpossible process protections and
process redesign options to safeguard against the identified weaknesses;

preliminary validation of PERE-PERE was able to pick up manytbé actual
weaknesses identified by standards makers.

3.4 Future work

PERE is being exploited by REAIM&artners in theourse otheir everyday work,
and is undecontinuous development. Wee investigatingool support for PERE,
and a “shareware” version of PERE is available on the world widé web
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