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How does the work advance the state-of-the-art?: Automating contract negotiations in a grid context is a new area of study, the prototype is the only one of its kind currently under development
Motivation (problems addressed): Traditional contracts take time to write and negotiate. While templates address this problem to a certain extent it is possible to automate the entire process in a suitably predictable environment. It is also possible to use a contract as a form of authorisation token to address the issue of access control in the large-scale service based grid infrastructures of the future.
Introduction

   The ongoing adoption and commercialisation of grid technologies has increased the pressure to develop new service based grid architectures.  This has led to the increasing adoption of service based models such as the Open Grid Service Architecture (OGSA). This project concentrates on the area of negotiation with grid services, which has been overlooked mainly due to its reliance on the future development of grid services, to the point where economic considerations take over from the development effort. Automated negotiation becomes preferable when the complexity of the agreements between user and service reach the point where assistance is required to make a meaningful decision within a given timeframe. The projects emphasis is on negotiation, and the subsequent  development of secure contracts which addresses the ongoing issues relating to authorization that exist in the leading grid development toolkit Globus v3.

Security & authorisation in Globus v3
  The Globus v3 security model predates OGSA and service based operation; it was designed for relatively small isolated grids working independently, preferably in an environment where its user’s were trusted. This situation is changing though, as the number of grids has grown with increasing need for interoperability; and a user base that has grown beyond the limits of a simple trust relationship. 

    The security model relies on X.509 certificates for authentication and authorisation purposes. The standard Globus toolkit installation allows authentication based on the use of X.509 keys, and authorisation based on an ACL entry matching a unique identifier encoded in the X.509 certificate itself. This provides rudimentary access control at a very coarse grained level: that of allowed access or denied access. 
  Given the use of a suitable Public Key Infrastructure (PKI) such as the X.509 based security in Globus v3; a signed contract which lays out the permissions and controls placed upon a given user, negotiated between service and user could replace this mechanism by acting as an authorization token. For example, if the user hands over a contract which has been digitally signed by the service already, it knows it should allow a user access, given that the controls placed upon the user in the contract are obeyed and that the user is authenticated.
Automated negotiation

   The negotiation process uses XML files for both the contract negotiation stage and the final signed contracts. The negotiation itself is based upon request/reply pairs with the user making demands and the service counter demands. From each of these contract negotiation iterations, decisions are made by the user side automation on how to increase the acceptability of a given offer. The request / reply circle then continues. The service side is designed to allow any supported options to be chosen for a given price, calculated based on the service side constraints and interdependencies.
   Each contract iteration is split into two sections, a header and main section. The header contains compulsory information regarding the basic needs of a contract. For example, the names of the parties, the validity and expiration date of the agreement etc. The main section contains all the fields instances being negotiated upon, for example Auto_Resubmission (on failure).  These fields can contain either a numerical or textual description of the values being negotiated. The user can extend the main section to include any fields they wish, presuming they are supported by the service in question. This is determined through an information exchange prior to the start of the negotiation proper.
  Each field has a name, a value, a description and definition. The latter two are used to ensure the field can be linked to a textual description of its meaning and a definition of where that description was obtained respectively.  The description helps reduce the ambiguity factor in human understanding whereas the definition helps avoid clashes of field names between institutions. An example of this is shown below:

Field:

Name:

Payment

Value:

50

Description:    In £. "Payment" means the price for the goods excluding carriage, packing, insurance and VAT.

Definition:
Standard_Contracting_A1.txt

Controlling negotiation

  The user and service first make explicit demands of what they will and will not accept form an automated negotiation. For a service these are likely to remain relatively static between negotiations, but for the user these would likely change depending on their needs at that time 

  These user / service controls operate under the premise that users should be removed from the negotiation itself as far as possible, with input only at the beginning to indicate acceptable bounds and needs, and to accept or decline a contract at the end. This way a truly autonomous system can be achieved without user related bottlenecks once the process has commenced.

  The following sub sections are split into the different types of contract manipulation mechanisms, complete with explanations on use and screenshots where appropriate.

Bound Specification for numerical fields

  A numerical type field must range between an upper and a lower bound. If for example the field were “cost” the number would doubtless be in pounds but the sign would be left out. The denomination type would be indicated in the description field. 
Option Specification for Textual Fields

  The textual fields operate on a simple pop up list from which a user can select a given option. Presently the negotiation engine will work off this one value but a simple extension to the system planned for the next year would be to allow users to rank options to indicate a preference between them. 
Bias

  The relative importance of a given field in calculations can be indicated through the manipulation of slider bars attached to each field.

Pictorial references of acceptability

  The final set of user options are a set of pictorial representations, of different preset formulas. These represent how acceptable a user would find a given value within the range of a given numerical field. They are designed to elicit complicated requirements from the user in a simple manner.
Logical rule input

  The logical rule input is used to enter any specific interdependencies into the system prior to negotiation.  The format uses keywords, values and numbers grouped into appropriate bracketed expressions to avoid ambiguity in the processing of user instructions. An example rule can be seen below.

IF  ( USER_NOTIFICATION_FAIL = “No” ) THEN AUTO_RESUBMISSION SHOULD = “Yes”

Conclusions

  This project addresses both authorisation and negotiation issues. The model shown here is currently at the prototype stage with implementation using XML with SOAP for information transfer. It is based upon Java code and utilizes the same X.509 certificates as the current Globus v3. 
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