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Abstract

With modern software systems, an important
requirement is the ability to be auto adaptive, i.e. being
able to adjust itself to the changing environment. In line
with this, a run time manager for dynamic feature
integration of telecommunication systems, interaction
detection and resolution is described in this paper with
aspects being used to implement features. The manager
manages the interaction of features/aspects by monitoring
the managed program. The program is represented by a
labelled transition system (LTS) model, stored in a
flexible data structure, and executed by calling action
subroutine represented by the label of the LTS model,
forming a reflective facility for the composition and
analysis of features. It is the reflective mechanism that
makes dynamic feature addition, run time model
checking, as well as adaptive interaction resolution
possible. Runtime model checking is possible because the
checked program is stored within itself, and the
interaction resol ution will be done by selecting behaviour
traces according to the resolution rules.

Keywords: aspect-oriented programming, auto adaptive
systems, feature/aspect interaction detection and
resolution, run time manager, reflection, model checking,
LTS (Labelled Transition Systems).

1. Introduction

The innovation of next generation Internet brings about
new aspects of software development. Among them are
dynamic service integration, context adaptation (including
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context awareness) and dynamic reconfiguration. In line
with these, there is a growing need for auto adaptive
systems. An adaptive system is a system where the
implementation of the system software can change even
while the system is used. The implementation change
happens automatically by monitoring and modifying the
running system. Adaptiveness is an important concept,
because it offers capabilities at run time that conventional
systems lack. These capabilities are significant because
recent distributed software systems have necessitated
decentralized service deployment and more hetero-
geneous device interaction. Many adaptive systems are
supported by mechanisms that permit behaviour addition
dynamicaly. In the context of telecommunication
systems, as will be discussed in this paper, this means
integrating or composing features/aspects dynamically.
Recently, aspect-oriented programming [15] has emerged
as one of the approaches for achieving adaptiveness, for
example through the definition of “aspects’, i.e
crosscutting concerns. However, as the number of featur-
es/aspects grows rapidly, systems get more complex,
making consistency difficult to maintain. In our work, we
use aspects to implement telecom features that can be
seen to crosscut the basic telephony behaviour.
Consequently, a highly relevant problem is that of feature
interaction [16][6][7][9][12][8].

Features, and feature-interactions, have been the
subjects of extensive research within the telecomm-
unications industry over the last 10 years. Within this
domain, the term feature refers to a unit of additional
functionality, added to an existing system and usually
perceived as having a self-contained functional role [2].
Examples of telephony features include call forwarding
on busy, call waiting, voice mail, etc. Problems arise
when new features do not work correctly, or consistently,



with existing ones. This problem is termed the feature
interaction problem and, more specifically, occurs when
“the behaviour of one feature is affected by the behaviour
of another feature or another instance of the same feature”
[13].

Within the telecommunications domain, there are
numerous well-known cases of feature interactions, for
example, consider the two features “Call Waiting” (CW)
and “Call Forwarding When Busy” (CFB). CW noatifies an
engaging user if another caller tries to reach him. Then
the user can place the existing call on hold, answer the
second call, and easily switch back and forth between the
two calls. While CFB diverts all incoming calls to another
telephone number of choice when the subscriber is
already busy with another call. There is now an inter-
action between CW and CFB. Suppose a customer has
invoked both features and is engaged in a call. Another
cal arrives; should that second call be forwarded or will
the customer hear the call waiting alert tone? For further
examples see [9], [12] and [8]. However, the interaction
problem is not restricted to telecommunication systems.
More wide-ranging interaction problems have also been
identified in [11] (in email systems), in [10] (in a variety
of miscellaneous examples) and in [4] and [1] (in
multimedia, mobile and internet services, and component-
based middleware respectively).

Many different styles of techniques have been
proposed for the detection, and subsequent resolution, of
feature interactions. With off-line (or design-time)
techniques, a model of the base system and its additional
features is specified in a formal language while the
properties that the system should exhibit are (typically)
specified through the use of temporal logic. A wide range
of modelling languages has been used, including Finite
State Machines (FSMs), LOTOS, Petri-Nets, Promelaand
SDL. However, as the number of services grows, thereis
clearly an issue of the scalability of such techniques and
tools. Magjor improvements have been forthcoming in
model -checking techniques recently, for example through
the use of on-the-fly and symbolic techniques and also the
use of abstractions or symmetries. Such techniques help
to greatly reduce the state-space explosion problem. A
further problem, however, is that the level of success
depends on the accuracy and level of abstraction of the
specified properties. An inaccurate (or rather, not precise
enough) property specification will inevitably lead to
interactions remaining undetected (as occurred in [3]).
Off-line techniques must also rely on a-priori knowledge
of the behaviour of the individual features.

In contrast, adaptive on-line (or run-time) techniques
address this latter issue. Such approaches have been
developed from a more pragmatic perspective and have
evolved over time to become increasingly (dynamically)
adaptive. Commonly, a feature manager performs run-
time detection and resolution of interactions, while its

adaptation strategy is typically powered by a knowledge
database, such as predefined interaction tables, state
transition rules, abstract data types or user agent rules.

The AOP community is also recently noting the
interaction problems between aspects. Work in [17][18][19]
shows similar concepts and examples. For instance, in
[19], the usua cause of aspect interaction is given as
“several aspects interact when their patterns overlap.” In
addition, after defining an AOP framework from a
monitoring perspective, the authors further describe some
typical aspect interactions on top of this framework. In
that framework, execution monitors serve as an
operational model for AOP, and the execution of the base
program generates events so that monitors can survey the
execution. A crosscut can then be defined as a pattern of
events, which are tested for each time an event is emitted.
Now consider the two following aspects (defined as event
pattern), which are extracted from an examplein [19]:

Thefirst,

c=sel ect _customer();
call _service(s) => charge(c,s)

Says that after selecting a customer and caling a
service, a function must be called to charge the selected
customer for the called service.

The second,

c=sel ect _custoner();
call _service(s) => authorize(c,s)

States that after selecting a customer and calling a
service, afunction must be called to authorize the selected
customer for the called service.

Suppose there is an execution trace:

c = select_custoner(); .,
call _service(s);

Obviously, both of the above two aspects are cross-
cutting at call_service. This is a clearly an interaction;
One possible resolution will let authorize take the
precedence over charge, The issue of resolution will be
revisited in section2 and 3 below.

Complexity is always a challenging problem within
software engineering, in our case, with the complexity
arising due to a large number of interacting features/asp-
ects. Our response to this challenge is a runtime manager,
supporting dynamic feature integration, and more
importantly, being deliberately designed for the dynamic
detection and resolution of feature interactions.
Adaptiveness usually requires some reflection capability,
i.e. observing the running system so that the adaptive
programs can be automatically adapted. We achieve this
by storing the program model in a data structure. Our
reflective mechanism not only alows the dynamic
examination and integration of features, but also helps to
carry out run time model checking on the program model
and its features, and provides a resolution whenever
feature interactions occur. Furthermore, the resolution is
adaptive, in that it can evolve itself according to the
detection and resol ution result.



This work further extends our earlier work on the study
of feature interactions]4] [1]and run time managers[2][5].

2. The architecture of the run time manager

One of the most valuable benefits of AOP is that it
enables a design and implementation based on separate
concerns of a complex system - a core system, or
framework, and a set of aspects/features. The core-
system/framework is usually an intact program that can be
executed independently. The aspect set represents alist of
features that are added on top of the core system, but that
may crosscut the core system. For example, in telephony
systems, the base system can be represented by a set of
Java classes/methods, while all features such as CFB,
TCS (Terminating Call Screening) and TL (Teen Line)
are represented by aspect definitions (one per feature).
However, the crosscutting creates the potential for aspect-
to-aspect or aspect-to-core system interactions. A run time
aspect interaction manager needs to know the data that
represents the core and aspects’ behaviour to support the
run time model checking. Note that we choose to provide
amodel of the running program itself, for simplicity but
also because it has better support for model checking. We
have chosen LTS (Labelled Transition Systems) as a
modelling tool, which has proved good for behaviour
analysis[14].

The run time manager supports feature integration,
monitors program execution, and al so checks and resolves
feature interactions. The behaviour of the managed
program and its associated aspects is represented by LTS
models, and stored in adata structure. Note that each LTS
transition is labelled with messages that represent actions.
The program is executed by caling methods
corresponding to the actions occurring in the LTS models.

Furthermore, an interface will be defined in order to
expose functions for the manipulation of feature models.
Since the system contains information about itself and
provides method to change its behaviours, we have a
reflective mechanism, and the interface is a meta
interface, using reflection terminology.

Figure 1 shows the architecture of the system. The
Manager (run time) is the central module, in which the
behaviour model, feature properties and resolution rules
are stored. Any stimuli from outside the system are passed
to it through a “Messaging system” that acts as
middleware. The manager checks the property against the
behaviour model and at the same time responds according
to the stimuli. The Registry records the configuration
information of the system, and Feature logic module
contains those action sub-routines that giving semanticsto
actuate the computation (i.e. messaging and control
signals). Therefore, we have an event driven state
transition system.

Features logic Manager Registry
A A y

A 4 A 4 A

Messaging systems (middleware, RMI, 11OP)
*

L L
v v v

Figure 1. Architecture of our run time aspect-
interaction manager

While the ultimate aim of thisresearch isin interaction
resolution, resolution depends on first detecting an
interaction. Run time detection concerns behaviour
checking at the same time as system execution. In the
casethat the program is executed simultaneously to the
detection, when a conflict is found by the detection, the
program is at the same time violating the properties.
Under this circumstance, the resolution requires a roll
back mechanism. The conventional transaction semantics
can be applied to this case. A solution, which can avoid
the roll back operation, is to do the detection in advance
of the program execution, so as to alow for a pre-
awareness of the violation. When a violation is detected,
the program has not yet executed to the violation point,
thus can do the resolution in time before the interaction
happens.

A combination of a specific resolution strategy (using
“a priori” knowledge of interactions) and generic
resolution techniques is applied when interactions are
detected. The specific resolution strategy depends on
specific feature logics. It offers fine-grained results than
generic resolution techniques, but lacks complete
coverage, whereas generic resolution techniques are
guaranteed to cope with all interactions. As an example of
a generic rule pattern, we may require that “a termina
device must never receive message x followed by
message Yy, as that will lead to deadlock” [20]. Another
generic technique is to assign a priority value to each
feature so as to allow the resol ution process to choose one
feature with highest priority to run whenever conflict
occurs. Specific resolution techniques using pre-
determined resolution methods can be found in
[21][Error! Reference source not found.][2][2]. Note
that in our approach pre-determined resolution is not a
mandatory requirement, but rather an option. Conflict
resolution always enforces a specific resolution method



first. At the time when specific methods are not found, it
then carries out a generic method that is always available.

Note that a program executed around a LTS modd of
the program itself will be viable for both detection and
resolution. In this way, the LTS model has got two roles
to play. On the one hand the LTS model is data, therefore
is analysed and modified; on the other hand, it is also a
program, and executed by taking the transition label and
calling the action method corresponding to it.

3. The adaptive capability

The interaction detection is performed by checking the
program model against feature properties. The interaction
resolution will be guided by the resolution rules. Both the
properties and rules are determined at design time
(constraints on features and interleaving of operations).
All are represented by LTS models, to allow composition
with the base model and aspect/feature models to permit
model checking. Upon a feature/aspect interaction being
found, the manager will choose execution traces
according to these rules.

In the literature, model checking is mostly described as
a design time tool. Due to the state explosion problem,
scalability is usually weak. With the support of our stored
models, we are able to postpone the model checking to
run time, and term it "implementation checking". Note
that our approach is not intended to reduce the state space,
but just to check the properties on the current execution
path. In other words, rather than centralize the model
checking computation in one go, our approach is to
decentralize the checking into each specific execution
trace at run time. We are only concerned about whether or
not the current trace violates the feature properties
without being concerned about whether other execution
traces contain violations.

All thetraces, i.e. the behaviour tree, exist in the model.
We can logicaly view this as a binary tree, where the
traces can be binary encoded. Every checking is actualy a
dynamic composition of property models into the
behaviour model. The run time manager calculates the
result of each composition, making the behaviour model
change all the time. Because the resol ution processis a so
represented as LTS model, it will be composed into the
behaviour model as a component. Whenever a resolution
is done, the solution space for the next time will become
smaller. Therefore, the checking itself is an iterative
process, where the system is refined each time. As the
system executes repeatedly, the system will evolve itself
automatically, eventually reaching a point where it will
resolve all the feature/aspect interactionsitself.

Interleaving plays an important role in our definition of
feature/aspect interaction and its resolution. A correct
system consists of a set of inevitable operations and their

correct ordering. The magjority of interactions that we
have experienced have, as their root cause, improper
interleaving. In this sense, the complexity results from
concurrency, namely the arbitrary interleaving of aspects
when they are executed concurrently. Concurrent
execution can also be modelled as dynamic interleaving.
The potential interleaving of feature operation is a blind
area of interaction where the fina interleaving is
unknown to the developer. This is highly appropriate for
the use of run time checking.

In fact, every advice on an aspect constitutes a decision
made on synchronisation or interleaving/interaction. Since
the decision (can be visualised as a kind of resolution) is
made before run time, we can call it static interleaving.
Every aspect definition is an attempt to arrange some
static interleaving. Thus, aspects themselves are targeted
a reducing arbitrary interleaving — aspect programmers
consciously put a certain section of aspect code
before/after a certain execution point for the enforcement
of arestraint relation of operation interleaving.

4. Implementation issues

With the LTS model stored as data, it is necessary to
select a proper storage representation. At the moment, we
choose adjacent lists, although variations of this structure
will be considered as required in the future. Taking this
data structure design as foundation, we are able to define
analysis agorithms on it. The anaysis agorithm is a
scaled down version of those used in design time toals,
but being revised to be as lightweight as possible. Once
the program is represented as data, al the operations on
the data are visualised as an operation on the program
itself, and the modification towards the model will change
the behaviour of the system. As mentioned above, thisisa
reflection mechanism. Based on it, we can then build
adaptive systems for the dynamic integration and
resolution of feature/aspect interaction.

The adaptive ability of our system can be represented in
two different aspects. Dynamic feature composition is
achieved by inserting new feature nodes to the model data
structure. Take the “Teenline” feature in telephony as an
example. A “PIN”(Personal ldentification Number) is
required whenever an offhook happens. This feature can
be added to the basic call model at run time by inserting
certain data nodes to the model data structure. Figure 2
shows sketch of the implementation; the procedures
include (a) creating new state nodes (e.g. checking state),
(b) adding new behaviour nodes to represent features and
modifying the links.



Initialy, link to dialing state,
now link to checkina state

Idle state G-)l OFFHOOK |L|.|.’| |_ALERT| | NIL |

Diadling state

Checking state l !I

Link to didling
state

Figure 2. an integration of TeenLine feature

Again, adaptive model checking and resolution is
accomplished by recording the detection and resolution
and inserting the recorded data to a management
structure. AS with the LTS models of features, this
concern can aso be implemented as aspect. When the
checking process recognises atrace, it will “remember” it
and next time will not check it again. Also when the
resolution corrects a wrong interleaving, it will recognize
it in the future.

For example, “Teenling’ will interact with basic call
model at “OFFHOOK”. After the detection of that
interaction, resolution rules are enforced, hence the
“ANNOUNCE" will replace the “DIALTONE" in the
data structure. Since the replacement is recorded, later
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